for the IB Diploma



Information Technology
In a
Global Society

for the IB Diploma

Stuart Gray



Using this textbook

Information Technology in a Global Society is the first textbook written specifically for the new IB Information Technology
in a Global Society syllabus, covering technical systems, social impacts and ethical issues, and each area of application.
The book has a number of features to enhance teaching and understanding and ensure students get the best experience
possible from the ITGS course.

Chapter Contents Chapter 6

Each chapter starts with a set of clear objectives tied directly to the ITGS sylla- M u I ti m e d i a

bus, so you can be sure that all aspects of the course are being covered.

The course content is covered through up to date examples, supported by var- Tl -_£

ied exercises, with a mix of ethical discussion points, classroom activities,
guided and unguided practical activities, and exam style questions to cover
the syllabus content from a variety of assessment angles. Theory of Knowledge
(TOK) links are provided where appropriate, enabling integration with the IB
core. The fully cited examples in each chapter mean students can extend their
learning with wider reading —an essential part of IB courses. Objactives

Each chapter is illustrated with clear photographs and Rodoties
original diagrams to highlight and clarify key points and ==
concepts. Common mistakes, based on the author’s ex-
perience with ITGS students and examination grading,
are highlighted and corrected so that they will not be T
repeated in the future! o ik

Key Language and Glossary

Each chapter has a comprehensive review section which
includes all key language used in that chapter. At the
back of the book you will find a complete glossary of all
key language found in the text, with precise definitions
and links to relevant chapters.

Online Support and Resources

This textbook’s website, www.itgstextbook.com, pro- Y. s
vides additional resources to support the use of the || s ,ﬂ"‘ s
book. Students can find useful links to examples and L’}f‘f’\' f:ﬁ'\“on 1 C('f i o ,,-'ﬁa’ Society
case studies related to the topics covered in the text, || ——

while teachers can find additional activities, exercises Chaptar . Netaorks Slarter Activities

and exam questions, and rubrics for the main exercises. e s s o —
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Objectives

1. Explain the key components of the ITGS triangle
2. ldentify examples of information technology
3. Analyse a scenario using the ITGS triangle:
a. ldentify the stakeholders involved
b. Identify the relevant information technology
c. Explain the social impacts
d. Explain the ethical issues




What is ITGS?

Information Technology in a Global Society is the study of how developments in Information Technology affect peo-
ple and society. These social impacts can be positive or negative—in many cases, benefits for some people come at the
expense of drawbacks for other people. In ITGS you will study situations from across the world - from the local commu-
nity to an international level —and in different areas including education, business, healthcare, and the military. Ethics,
the study of what is right and what is wrong, is an important part of ITGS. There are many uses of IT which are com-
pletely legal but which raise social and ethical concerns, and may be objectionable to some people.

A key part of ITGS is making decisions about the use of technology by weighing up its positive and negative impacts.
You should be able to arrive at well argued conclusions about how, where, when, or even if, different technologies
should be used. Below are some examples of ITGS topics and the social impacts and ethical issues they raise:

Workplace surveillance - Many organisations monitor their employees’ activities, including the
email they send and the web pages they view. Employers do this to improve productivity and
reduce time wasted by workers, but some workers may feel their privacy is being invaded. Do
the benefits of increased productivity outweigh the uncomfortable feeling of being monitored?
To what extent should monitoring be allowed - are there any activities that should not be moni-
tored? Should employees expect any privacy while using work computers? Should employers
be legally required to inform employees if they are being monitored?

Graphics editing - Computer graphics techniques have advanced to the point where images
can be altered in ways which are virtually impossible to detect. One common use of graphics
software is to change the appearance of models featured on the covers of magazines. Who
might be affected by changing images in this way? What might be the effects, and how serious
are they? Should it be legal to manipulate images but display them as though they are real? Are
some edits acceptable, but others unacceptable? If so, who is responsible for enforcing these
rules: photographers, editors, the government?

E-waste — The average life time of a computer is relatively short, meaning thousands of new
computer purchases are made each year. Many discarded devices are exported to developing
countries where they are recycled in hazardous conditions, polluting the environment and caus-
ing serious health impacts for the recyclers. Who is responsible for helping solve these prob-
~ lems? Should users be responsible for the safe disposal of equipment, or should manufacturers,
% who created the equipment in the first place, be required to take it back for recycling?

-

Violence in computer games — Increasingly powerful home computers and games consoles
have enabled increased realism in computer games, many of which depict very violent actions.
While films and other media often depict violence too, in computer games the player is more
intimately involved, often as the perpetrator. Some people believe violent games have a nega-
tive effect on young players. What should be done to keep violent games away from people
who might be affected by them? Is there a limit to what it is acceptable to include in computer
games? Are computer games different to other forms of entertainment media?

Internet censorship — Many countries filter Internet access, blocking pages deemed inappropri-
ate. Some countries do very little filtering, removing only extreme content which may be harm-
ful to society, while others filter a much higher percentage of material. This raises many ethical
issues about the right to Internet access and whether people need protecting from potentially
harmful content. Who should be responsible for deciding what is inappropriate material?
Should anything be allowed on the Internet? Is one solution suitable for everyone? How do we
even know if our Internet connections are being filtered?




The ITGS Triangle

There are four core aspects of ITGS. These aspects — social and ethical significance, IT systems, application to specific
scenarios, and stakeholders, are shown in figure 1-1. These aspects are interrelated, and cannot exist without the others.

Every topic studied in ITGS must cover each of these core elements.

= Social and
Ethical Significance

The paositive and negative impacts, and the
ethical questions raised

and the IT systems

/\
\ ) Stakeholders

The people affected by the issues

. Introduction

business, etc)

IT Systems

The information technology that causes the
social and ethical issues, and how it works

Figure 1-1 The ITGS Triangle

Text adapted from Information technology in a global society guide, Copyright © International Baccalaureate Organisation 2010. Used with permission.

Setting up an RSS reader
RSS stands for Really Simple Syndication — which doesn’t give much indication of what it actually does. RSS is a “push-
technology’ which allows users to view updates to web sites without having to repeatedly visit the site. By configuring
an RSS news reader with RSS feeds, changes to monitored sites are automatically displayed in the reader.

il Application to
specific scenarios

The area of society that is affected by the
social Impacts (health, government,

\

RSS technology is often used on sites where information changes frequently —such as on blogs, news pages, or price
alert sites. Many web browsers such as Firefox have built in RSS capabilities, and standalone RSS readers are available.
There are also online news readers, allowing you to access your news feeds from any Internet connected computer.
Popular standalone readers include RSSOwl, while online options include Google Reader and Bloglines.

To set up an RSS reader

13

Download and install the required software, or create an
account if using an online reader

Web sites that support RSS will display an orange RSS icon
somewhere in their page or near the web browser’s address
bar. Clicking on the RSS icon causes the address of the feed
to be displayed in the address bar —you can tell this has hap-
pened because the address will end in .rss or .xml.

You need to copy this URL and paste it into your news read-
er, using the ‘new feed’ or similar option.

The feed should appear and automatically display the most
recent updates to that web site. Every time you open the RSS
reader, the updates since your last visit will be displayed.
Most news readers let you configure how often they check
for updates.
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Figure 1-2 RSS feeds displayed in a news reader




Strand 1: Social and ethical significance

Issues of social and ethical significance can arise whenever information technology is used, These issues have social
impacts - either positive or negative — on stakeholders. Impacts affect stakeholders in a variety of ways including eco-
nomically, legally, and psychologically. Issues of social and ethical significance also raise ethical questions about sys-
tems, such as ‘who is responsible if the system fails?’ or ‘is this an ethical way to use technology?’. Often, a single IT system
causes several social impacts and raises several ethical questions. The ITGS issues of social and ethical significance are:

Reliability and Integrity

Reliability refers to how well a computer system works: if it functions as intended, or fails and crashes. IT failure can
cause loss of data, time, or money. In the worst cases, failure can even cause injury or death. Integrity refers to the cor-
rectness of data, Data can lack integrity if it is incomplete, out of date, or has been deliberately or accidentally changed.
Problems may also arise if two copies of the same data are stored and only one copy is updated, causing inconsistency.

Security

Security is concerned with protecting IT systems from unauthorised users. Security measures such as passwords, fire-
walls, and locks are used to restrict access to machines and networks. Security is closely related to issues such as privacy
and integrity, because a security breach in an IT system can cause loss of control over the data stored in it.

Privacy and anonymity

Privacy is the ability to control how data about us is used. This includes deciding who we give our data to, who they
share our data with, how long data is stored, and how the data is used. IT makes covert data collection relatively easy
and large databases of information can reveal a great deal about people’s lives, even if their names are not directly rec-
orded. If a person has total privacy, hiding their identity, they become anonymous. This can be positive (for example, in
witness protection) or negative (such as a user committing cyber bullying anonymously). Excessive privacy also helps
hide criminals and terrorists from law enforcement. Finding the right balance of privacy is a big challenge in IT.

Intellectual Property

Intellectual property refers to ‘creations of the mind’, including photographs, films, essays, and art works. Copyright
law is designed to protect intellectual property from unauthorised reproduction. Modern IT systems make it easy to
break copyright laws by providing ways to quickly and easily distribute copies of work, with little fear of being caught.

Authenticity

Authenticity involves a user proving their identity to gain access to a computer system. The most common examples of
authentication are the usernames and passwords used to login to many computer systems. Biometric authentication
using fingerprints or retinal scans is also becoming more common. For transactions across the Internet, digital signatures
can be used to prove users’ identities.

The Digital Divide and Equality of Access
IT has not developed at the same rate for everybody in all parts of the world. Even within individual countries there are
often groups or individuals who lack access to technology or services such as the Internet. Often this is for economic
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reasons — IT and its related services are often expensive to buy and maintain. However, lack of literacy or language skills
(particularly English), a lack of training, or a lack of basic resources such as electricity may also cause problems and cre-
ate a digital divide between the ‘IT-rich” and the ‘IT-poor’.

Surveillance

Surveillance involves using IT to monitor people — either with or without their knowledge or permission. Surveillance
can be performed by governments and law enforcement, or by private groups such as employers. Surveillance is an in-
creasing issue as world governments search for ways to fight global terrorism and crime. Surveillance is often closely
tied to the issue of privacy, especially when it is performed without the subjects’ prior knowledge or consent.

Globalisation and Cultural Diversity:

IT has helped to reduce global boundaries and speed up the global spread of news and culture. This is especially true in
recent years with the rapid spread of the Internet to even very remote areas of the world. This spread has benefits, but
may also cause problems such as the erosion, or even complete loss, of traditional cultures, values, and languages.

Policies

Policies are rules designed to control the way people use IT. Policies may be designed by individuals or organisations
such as schools or businesses, or they may take the form of laws created by governments. The fast pace of IT develop-
ment means policies often lag behind reality, as developments allow new ways to use — and abuse - information tech-
nology, before they can be regulated.

Standards and Protocols

Standards and protocols are technical rules that designers of hardware and software should follow. They are needed to
ensure different systems are compatible with each other. For example, the JPEG image standard ensures images created
by any camera can be opened by any JPEG-compatible graphics program. Similarly, the http protocol ensures web
browsers and web servers can communicate and exchange information, and the USB standard ensures any USB device
will work with any USB port on any computer. Without standards, compatibility and interoperability would be difficult.

People and Machines

People and Machines concerns the way that humans interact with IT, including physical interaction through user inter-
faces, and our psychological response to IT. For example, many people trust computers intrinsically, and this has conse-
quences when they fail. At the extreme, people may become so reliant on IT as to become addicted. In some cases deci-
sions may be left to technology even though they would be better made by a human.

Digital Citizenship

Digital citizenship involves being a good citizen in a digital world. This means using information technology ethically,
in a way which does not harm other users or their hardware and software. It also means using IT in a way that respects
the law (for example, with reference to copyright), and in a way that does not expose yourself to danger (for example,
young children posting personal information on the Internet and being unaware of the possible consequences).

oo 38 |
...as well as in medicine, home entertainment, and the military.




Analysing ITGS Situations

When analysing ITGS scenarios, it is important to remember that any IT system can cause several issues of social and
ethical significance. In turn, each of these issues may cause several social impacts (actual effects on people), and raise
several ethical questions. Figure 1-4 shows guidelines for analysing the issues of social and ethical significance, impacts,
and ethical questions.

Issues of social and ethical significance

1.1 Reliability and Integrity
1.2 Security

1.3 Privacy and Anonymity
1.4 Intellectual Property
1.5 Authenticity

1.6 Digital Divide & Equality of Access

1.7 Surveillance

1.8 Globalisation & Cultural Diversity
1.9 Policies

1.10 Standards and Protocols

1.11 People and Machines

1.12 Digital Citizenship

...lead to impacts and issues...

N\

Ethical issues

CHow did the IT development emerge? R CWho is responsible?
» Who are the stakeholders—individuals, * Who is accountable?
institutlons and societies? * What policies, rules or laws apply to the
» What are the advantages and disadvantage scenario?
for the stakeholders? * What are the alternative ethical decisions?
* What are the social impacts of the IT * What are the consequences of these
development on human life? These may decisions?
include:
aconomic environmental
political ergonomic
cultural health
legal psychological
= What feasible solutions can be applied to
\_overcome problems? % L )

Figure 1-4 Analysing ITGS situations.

Diagram text adapted from Information technology in a global society guide, Copyright © In-
ternational Baccalaureate Organisation 2010. Used with permission.

Evaluating Impacts

A large part of the ITGS course focuses on analysing and evaluating the impacts of IT systems and coming to conclu-
sions about its use—it is not enough to merely describe the impacts of a system. The questions below can help you eval-
uate a situation and come to a conclusion. Not every question will apply to every situation.

®  Are the impacts serious? Are they life or death, or merely an inconvenience?
e Isthe impact a long term of short term impact?
e Isthere an easy solution to the problem?
e  Are all stakeholders affected or just a few?
e  Are the affected stakeholders a large group or a small group?
Is the impact a local issue or a global issue?
e [sit the impact likely to lead to further problems?

By considering the answers to several of these questions, the importance of the social impacts can be evaluated.
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Analysing the One Laptop Per Child Project

Analysing

The One Laptop Per Child (OLPC) project provides cheap
laptops to children in developing countries. This clearly
raises the issue of the Digital Divide. Reducing the digi-
tal divide causes several impacts. First, it may produce a
positive economic impact, if it can improve education
and stimulate the economy of the country. It may also
cause a positive cultural impact, as Internet access will
provide access to a much wider range of educational ma-
terial. However, this cultural impact may also be nega-
tive, as exposure to foreign cultures may erode local ones.

The issue of the Digital Divide also raises ethical ques-
tions. Responsibility is a key concern—who will be re-
sponsible if the laptops are stolen, or if they break down?
Who will be responsible for training teachers and stu-
dents to use the laptops effectively?

Alternative decisions must also be considered —perhaps
most importantly, whether it is appropriate to spend so
much money on computer technology in areas that may
lack clean water, schools, and healthcare.

Other issues are also raised: Security and Digital Citi-
zenship are concerns, and could have negative impacts
unless students are trained to correctly use the laptops.

The OLPC project demonstrates how one example of IT
has social and ethical significance, positive and negative
impacts, and raises ethical questions. A range of stake-
holders are affected, including children, governments,
and the families and teachers of the children, and implic-
itly the manufacturers of the laptop.

of developing countries

Evaluating
The guiding questions on page 6 can be used to evaluate
the impacts of the OLPC project.

The positive educational impact of the OLPC is likely to
be a long term impact, and will affect a large number of
students, plus their families because the children take the
laptops home. Improved education is also a very im-
portant as it underlies several other issues facing devel-
oping countries. These factors make this a significant im-
pact.

The issue of responsibility in the event of theft is im-
portant, however, there are clear solutions to this prob-
lem. The OLPC has anti-theft systems built in, which can
disable the laptop remotely. This should reduce the im-
pact of theft, reducing it to a short term problem —until
people realise there is no point stealing the computer.

The cultural impact is debatable, since it may be either
positive or negative. The potential erosion of culture may
affect a very large group of stakeholders, and is likely to
be a long term effect. However, this may be outweighed
by the educational benefits that access to the computers
and the Internet bring.

The ethical question of appropriateness is also tricky —the
potential alternative uses of the money (clean water, hos-
pitals, and schools) could help a very large number of
people, and in quite significant ways, since lack of clean
water and limited healthcare cause large numbers of
deaths in developing countries. However, it is also possi-
ble that the OLPC could help address these issues, both
by improving educational standards—known to have a
knock-on effect on health—and by raising the countries’
profiles internationally, which could attract funding and
support for these other projects.

As with many issues in ITGS, there is no one correct an-
swer when considering the effects of the OLPC project.
Answers are likely to vary from person to person, and
from place to place. The most important skill in ITGS is
the ability to understand the impacts an IT system has,
and then evaluate them to come to a well argued conclu-
sion.




Strand 2: Application to
specific areas

IT is ubiquitous - it exists all around us. Laptop comput-
ers, smart phones, and games consoles are obvious exam-
ples of IT in our everyday lives. But IT also exists in many
other places: in our cars, controlling the engine and brak-
ing systems; in factories, manufacturing products; in air-
craft control systems; and in the banking sector, enabling
the global financial markets to operate. IT also controls
many of our essential services, including water and pow-
er distribution. ITGS examines the effects of information
technology in six specific areas:

Business and employment—Many businesses make
heavy use of IT to develop, advertise, and sell their prod-
ucts and services. E-commerce has opened markets for
even the smallest businesses, allowing them to compete
on a global scale. Many services such as ticket booking,
banking, and shopping can now all be done online from
the comfort of our homes. Many workers can now engage
in teleworking, enabling people to work from home or
while on the move. But IT can also cause problems in
businesses, with security breaches and employee time-
wasting being common concerns.

Education and training—The availability of wvast
amounts of information for free on the Internet has
opened up new educational possibilities for many people.
Sites like Wikipedia allow information, once only availa-
ble in expensive paper encyclopaedias, to be read online,
for nothing, in dozens of different languages. Formal edu-
cation organisations have also taken advantage of the
Internet to allow distance-learning, while in traditional
classrooms many schools are now furnishing teachers
and students with laptops and Internet access as stand-
ard. Initiatives like the Flat Classroom project! have even
been successful in fostering collaboration from class-
rooms across the world.

Environment—Robotic vehicles are rapidly taking over
the job of exploring Earth’s extreme environments: the
deep ocean, the polar icecaps, and dangerous volcanic
craters. Improvements in satellite technology have al-
lowed high resolution mapping of the earth from space,
while advanced computer models are used to try to pre-
dict the future climate of our planet. Yet technology also
has a cost for our environment: IT equipment contains
many hazardous chemicals, and vast, heavily polluted
dumping grounds in developing countries are a forlorn
testament to the speed at which technology changes.

Health—IT has helped advance healthcare in daily tasks
such as patient record keeping, as well as more unusual
tasks such as robot assisted surgery. IT also raises several
health issues, especially among the young, with concerns
over addiction, injury from excessive use, and the psy-
chological consequences of being in constant contact,
thanks to social networking, email, and mobile phones.

Home and Leisure—Qur leisure time has been signifi-
cantly changed by developments which let us watch high
quality films, listen to CD-quality music almost any-
where, and stay in touch with family and friends global-
ly. The increased use of the Internet has led to wide-
spread illegal downloading of copyrighted films, soft-
ware, and music: and the entertainment industry seems
unable to stop this trend. IT has also changed how we
receive news and stay in contact with friends: 8 times as
many people read The New York Times online compared
to the printed edition, while social network Facebook has
500 million users, each with an average of 130 friends?.

Politics and government—IT is used throughout the po-
litical process: Barack Obama’s 2008 election campaign is
famous for extensively using technology for advertising,
gathering support, and fund raising. Many of these tech-
nologies had not even existed at the previous election.
Many countries, including the US, now use e-voting ma-
chines and some are considering allowing citizens to vote
via the Internet. Once in power, governments are starting
to use IT to increase efficiency and transparency, and
allow citizens access to services and information. IT has
not been embraced by all governments however, and a
number of regimes across the world routinely restrict
citizens’ access to technology or services such as the Inter-
net. The use of IT in Politics and Government includes
use by military and police forces, and advancements in
military robotics often raise ethical questions.
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Figure 1-6 The business topic covers everything from the trans-
portation industry to online banking




Introduction

Strand 3: IT Systems

Although ITGS focuses on the social and ethical significance of information technology, students need to study the un-
derlying technology as well. The IT Systems part of the course examines how these underlying systems work in order to
better understand how the systems differ from previous systems, and how they affect society.

All IT systems take data as input and process it according to programmed instructions into output. All IT systems have
these three essential components: input, processing, and output. Normally a system will also store the data it processes
on some form of permanent storage device (see chapter 2), and increasingly data will also be communicated to other
systems via networks (chapter 4). It is also important to remember that an IT system is not just the hardware and soft-
ware, but also the people who use the system and the data which is processed. All information systems consists of:

1. hardware to input, process, and output data (figure 1-7)

2. software to control the hardware

3. people to use the system

4. data on which the system performs work

Networking
‘ f
Input |——)>|Processing|——)>| Output

Storage

. ) Figure 1-7 The components of all IT systems

Technology versus Information Technology

Students sometimes have difficulty distinguishing between technology and information technology. Figure 1-7 shows
the key elements that all information technology systems have. For a topic to be relevant to ITGS, it has to have infor-
mation technology at its core. Issues such as DNA cloning, which clearly involve IT but are not a direct result of IT de-
velopments, are not relevant to ITGS. The table below shows examples of ITGS topics and examples of common misun-
derstandings.

Topic ITGS? Explanation
Increase in online copy- Yes The IT systems involved are personal computers and peer-to-peer networks.
right infringement Without these technologies, the problem would not exist to the same extent. The
(music and films) social issue here is intellectual property, causing an economic and legal impact.
CCTV cameras and pri- No Although CCTV cameras have input (the images) and record it, the computer
vacy merely records the image. It is the human who performs the ‘processing’.
Smart CCTV Yes Smart CCTV involves the computer using Artificial Intelligence (Al) to automati-

cally analyse the video images and look for suspicious behaviour. In this case the
system processes the images in order to make decisions about them. This raises
several issues including reliability and privacy.

DNA cloning No Although IT is used by scientists, it is not central to the issue of DNA cloning. IT
did not cause DNA cloning - scientific knowledge did. DNA cloning also raises
ethical issues — but again, the issues are not caused by the IT system.

Internet addiction Yes The Internet is a key information system, allowing widespread spread of ideas
and communication, Internet addiction is an example of the issue People and
Machines (how people and computers interact) and is a serious social issue in
some places. Without the Internet, the issue would not exist.
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Chapter Review

Key Language

ITGS Core Terms
application areas
ethical issues
ethics

information technology stakeholders
social and ethical significance
social impacts

Strand 1—Social and Ethical Significance

anonymity
authenticity
compatibility
cultural diversity
- cultural impact
digital citizenship
economic impact
environmental impact
equality of access

ergonomic impact protocols
globalisation psychological impact
health impact reliability

integrity security

intellectual property standards

legal impact surveillance

policies the digital divide
political impact unauthorised access
privacy

Strand 2— Application to specific scenarios

Business and employment
Education and training

Strand 3—IT Systems
input

networking

output

Environment Home and leisure
Health Politics and Government
processing storage

RSS feed

RSS reader

-
Exercise 1-1

1)  Privacy

2)  Globalisation

3)  Equality of Access
4)  Reliability

5)  Policies

6)  Surveillance

7)  Intellectual Property
8) Standards

9)  Authenticity

10) Security
s

A)
B)
0
D)
E)
F)
G)
H)
)

D

Match the terms on the left with the descriptions on the right.

Refers to creations of the mind which are protected by copyright law
Regulations governing the way IT can be used

Concerns whether hardware and software work as intended

The use of IT to monitor people causes concerns about this

These help ensure that files created in one application can open in another
The difference between those who have access to IT and those who do not
Relates to who data is shared with and how it is used

This involves proving our identity

Protecting computers, networks, and data from hackers

IT and quicker communication facilitate this

S

Exercise 1-2

Read 5 or 6 news articles from the technology sections of newspapers (see page 11 for suggested reading). Determine

whether the articles deal with technology or information technology and briefly explain your reasoning. [4 marks]

i
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(Exercise 1-3 i)
Staying up to date with the latest IT news is essential to success in ITGS. Set up an RSS reader (see page 3) on your com-
puter to automatically fetch the technology headlines from a variety of web sites (a list is given under Further Reading
in this chapter review). Remember that ITGS covers local as well as global issues, so your local newspapers — online or
\on paper—are also important sources. Find a list of RSS readers on the book support website. J
N

fExercise 1-4

Find two ITGS related news articles. Analyse them and describe: the key stakeholders, the IT systems involved, and the
area of application (Business, Health, Politics, Home & Leisure, Education, Environment). Explain the social impacts
\and ethical issues caused by the technology — aim for a mix of positive and negative social impacts. [6 marks]

J
(Exercise 1-5 ¥
Use the Internet to research how information technology has changed our society in the last few years. Look for key
facts and statistics, and link them with ITGS social and ethical considerations on pages 4 to 5. Create a digital presenta-
tion that demonstrates these facts and the ITGS key terms for social impacts. Use any IT tools you want: perhaps a digi-
\tal video camera, an online animation creator, or a presentation package. [10 marks]

AN

(Exercise 1-6

Look at the following examples and decide whether they are suitable ITGS topics based on the criteria on page 9.
a) The use of computer games by the military to train soldiers

b) The use of web sites or virtual worlds to provide virtual ‘field trips’ to school children

¢) The increased incidence of violence on television

d) The increased incidence of apparent Internet addiction in some countries

e) The rise of online crime

f)  The release of a new portable music player

\. S
fExercise 1-7 i
Consider the following ITGS situations. Briefly discuss the potential positive and negative impacts for each. Try to use
the key language on page 6.
a) The use of software controlled medical devices
b) The creation of digital copies of famous works of art
c) The increased use of mobile phones by young people, especially school children
L d) The use of the Internet to cast votes in national elections y
(Exercise 1-8 SLOK Lok i
Search engines like Google and Yahoo are our ‘window’ into the Internet, providing us access to the top ranked sites
for different topics. What factors might affect a site’s search ranking? How do these relate to the ITGS issues of social
\and ethical significance? How might search engines affect our knowledge and understanding of the world around us?
~\

(Further Reading
The following sites provide useful articles related to ITGS and contain useful background reading which will help wid-
en your understanding of the topics involved:
BBC News - Technology (http://www.bbc.co.uk/news/technology)
Sydney Morning Herald (http://www.smh.com.au/technology)
The Telegraph - Technology (http://www.telegraph.co.uk/technology)
The New York Times technology section (http://www.nytimes.com/pages/technology/index.html)
Wired (http://www.wired.com)
Science Daily— Computers and Maths News (http://www.sciencedaily.com/news/computers_math)
L The Atlantic— Technology (http://www theatlantic.com/technology)
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Haraware
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Objectives

Describe the available types of computer

Describe common input, output, and storage devices

Describe the role of the main computer components

Use the correct units to describe the specification of a computer
Explain how a computer’s specification affects its performance and use
Select a suitably specified computer based on a user's needs

Explain how data is stored inside a computer
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Chapter 2

Hardware

This chapter covers computer hardware - the tangible, physical parts of the computer which work together to input,
process, store, and output data. Computer hardware comes in many different shapes, sizes, and specifications, from low
power systems in basic mobile phones to state-of-the-art supercomputers that run simulations of the Earth’s environ-
ment. Computer hardware cannot function without software, which is covered in chapter 3.

Although ITGS is not a Computer Science course, knowledge of hardware is still fundamental to the course. Hardware
affects both the performance and the way in which IT systems are used. In the most extreme examples, some systems
may be unusable by some disabled users unless they have specialist hardware or software (which is clearly an Equality
of Access issue).

Even if you have experience of hardware from previous IT courses, you should review the concepts in this chapter be-
cause hardware is - literally - behind everything you will learn in ITGS.

Types of Computer

Supercomputers

Supercomputers represent the cutting edge of computing
technology. They are the largest, fastest, most powerful,
and most expensive computers available. Supercomput-
ers achieve incredibly high processing speeds through
multiprocessing, with hundreds or even thousands of
separale processors working together. Most supercom-
puters will have thousands of gigabytes of primary stor-
age and many terabytes of secondary storage space. Su-
percomputers are easily big enough to fill large rooms,
requiring significant amounts of power to operate and
cool them. In some cases even liquid cooling is used to
keep them operating at the correct temperature.

Figure 2-2 Supercomputers can be used to run computer
models of car crashes, simulating physical forces and dam-
age.

Their power means supercomputers are only affordable °
for government facilities or scientific research laborato-
ries, where they are used for tasks involving extremely
complex and intensive mathematical calculations, such as
running earth climate models, analysing the effects of
nuclear explosions, and advanced scientific research. Fig-
ure 2-3 details some of the top supercomputers.

calculations, mainframes are optimised for high data
throughput. This means they are able to read extremely
large amounts of data from storage, process it, and store
the results very quickly. The calculations mainframes
perform are not necessarily highly complex, but their
sheer volume means a lot of computing power is needed.
Tasks requiring these capabilities include payroll pro-

. cessing, airline reservation management, and banking.
Mainframes 8 3 ;

Mainframes are also very powerful computers which
share many features with supercomputers. However,
while supercomputers are optimised for very high speed

Banks, for example, process tens or even hundreds of
thousands of transactions every second, from a variety of
networked offices, including credit card checks, pay-

Fliure 2-1 Computer models used to predict climate change require the type of computing power only available in supercomputers.
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The World’s Fastest Supercomputers

Rank Name Owner Processor Number of Operating Use
cores system

1 Tianhe-1A National Supercomputing Intel Xeon 186,368 Linux Research
Center in Tianjin 2930 MHz

2 Cray XT Jaguar ~ Oak Ridge National AMD Opteron 224,162 Linux Research
Laboratory 6-core 2600 MHz

3 Nebulare National Supercomputing Intel Xeon 120,640 Linux Research
Centre, Shenzhen 2660 MHz

4 NEC /HP Tokyo Institute of Technology Intel Xeon 73,278 Linux Research

TSUBAME 2 2930 MHz
5 Cray XE Hopper National Energy Research AMD Opteron 153,408 Linux Research

Scientific Computing Center ~ 12-core 2100 MHz

Figure 2-3 Supercomputers feature thousands of processor cores to enable extremely fast processing. Source: Top500 Project’

ments, cash withdrawals, and money transfers. Because
uptime is critical in mainframes, they usually feature
redundant failover systems (see page 38).

Desktop computers

Desktop computers have fallen significantly in price in
the last decade, while the amount of available computing
power has significantly increased. Desktop computers are
common in homes, offices, and schools because they are
relatively cheap compared to laptop computers with
equivalent hardware specifications. Desktop computers
are also more comfortable to use for long periods of time
because they have adjustable monitors and separate key-
boards and mice. This can help avoid health issues relat-
ed to poor ergonomics (see page 266). Another advantage
is that desktop computers use generic parts with stand-
ard interfaces: this makes upgrading and repairing them
easier than with some laptop computers which have cus-
tom, manufacturer specific, components. This is im-
portant because discarded computer components, known
as e-waste, are becoming a serious environmental con-
cern (see page 244).

Home Theatre PCs (HTPC) are desktop computers de-
signed specifically for multimedia entertainment in the
home, including accessing the Internet, viewing films,
and listening to music.

Laptop computers

The term laptop covers a wide range of portable comput-
ers from those designed for simple Internet access and
word processing, to those powerful enough to replace an
average desktop computer. Laptops generally feature a

standard keyboard (although some omit the numeric
keypad), an LCD screen of between 14 and 17 inches, and
a Wi-Fi card to allow wireless access to the Internet.

When designing laptop computers, heat generated by the
internal components — especially the processor — is al-
ways a concern. Thin laptop cases provide less room for
ventilation than desktop cases, and using a laptop on a
soft surface such as a cushion or a bed can easily lead to
the case vents becoming blocked and the laptop overheat-
ing. Excess heat also requires additional cooling, which
consumes more power and decreases battery life.

v

Figure 2-4 The NASA Columbia supercomputer, used for ad-
vanced computer modelling and simulation. Columbia has
10240 processor nodes, 20 TB of primary storage, 440 TB of
secondary storage, and can perform over 51 trillion operations
per second, Columbia runs Linux and custom software to per-
form advanced mathematical modelling and simulation of space
for future NASA missions’,
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in developing countries.

Another concern for laptops is the relative ease with
which they can be stolen or accidentally left behind by
their owners (on public transport, for example). This
could have serious security and privacy consequences if
the data on the laptop is not protected against unauthor-
ised access. For this reason it is a good idea to use securi-
ty measures such as passwords and disk encryption (see
page 109) on all portable devices. Some laptops feature
mounting points for cable locks (called Kensington
Locks) so the computer can be secured to a desk while
unattended.

Netbooks

Netbooks are laptop computers with lower specifications
than normal, designed for maximum portability. They are
not designed to be a primary machine for office work, but
instead to provide access to the Internet and email in a
convenient and portable way. Netbooks typically have a
very slow processor, a small amount of RAM, and a
small, low resolution screen. The benefit of this reduced

Staying in Sync

Mobile phones, PDAs, and other portable computers
often come with software to allow data synchronisation
with a 'main’ desktop or laptop computer. The connec-
tion can take place using a USB cable, infra-red (ItDA)
or Bluetooth connection, and usually allows emails, con-
tact details, photos and other files to be synchronised
between the devices.

Figure 2-5 An IBM System Z (left) is one of the latest models of mainframe computers, with
up to 96 processor cores and 3 terabytes (TB) of RAM. The XO Laptop (right) was created by
the One Laptop Per Child (OLPC) project. It is a low specification laptop with a 400 MHz pro-
cessor 512MB RAM, and 4 GB of secondary storage, and is designed especially for children

specification is lower weight and greatly increased
battery life — sometimes as much as 9 hours. The hard
disk may also be replaced with a solid state flash drive in
order to further reduce weight and power consumption,
and increase reliability.

Personal Digital Assistants

Personal Digital Assistants, or PDAs, are somewhere
between mobile phones and netbooks in terms of their
size and functionality. Also called palmtop computers,
PDAs usually have a larger screen than mobile phones.
As many PDAs do not have a keyboard, the screen is
used either for touch input using a soft keyboard, or
handwriting recognition. In both cases a special pen
called a stylus is used. Although many PDAs have Inter-
net access, they are best suited to quick viewing or input
of information rather than long sessions of continuous
use. Some hospitals are now equipping their doctors and
nurses with PDAs to allow rapid retrieval and updating
of patient records, and well as rapid communication be-
tween staff members (see page 256).

Smart Phones

Smart phones have more features than merely making
voice calls and sending text messages. Smart phones usu-
ally include built in digital cameras with the ability to
record video, sound, and images. Many can also run ap-
plications (or apps) which are downloaded from online
stores, sometimes for free. These applications usually
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Lost Laptops

In 2008 a British Royal Navy officer faced a court martial after his work laptop, which had been left in his car overnight,
was stolen. The stolen laptop contained the banking, passport, address, and national insurance details for 600,000 peo-
ple?. The implications were frightening: in addition to providing everything a criminal needed to commit identity theft,
the laptop contained home addresses of serving members of the armed forces, as well as those in the recruiting process
— information which could be extremely valuable to terrorist groups.

The loss was not the UK government's first — others include a flash drive detailing 84,000 criminals, including high risk
offenders (August 2008)°; details of up to 900,000 Royal Air Force personnel on three flash drives (September 2008)°,
details of 1,700,000 armed forces recruits from a lost hard drive (October 2008)7, and many other cases®. The biggest loss
was in 2007 when the Revenue and Customs (HMRC) service lost two unencrypted CDs containing the personal data of
25 million citizens?.

Such cases highlight the value of personal data and the risks of storing it — especially in portable devices which are easi-
ly lost or stolen. Worryingly, these organisations often had strict rules regarding data security, yet failed to enforce
them. These failures indicate a need for education - for data subjects, who must be careful which data they disclose and
to whom - and for data users, who must be trained in proper security procedures. There is also a need for greater con-
trol of data at higher levels of organisations — for example, in the HMRC case, a single employee could download the
entire database of 25 million records onto a CD — an inappropriately large amount of power for one individual. By tight-
ening security controls throughout an organisation, serious data losses like this could be prevented.

offer more advanced functions than the contact mangers,
calendars, and reminder features found on most mobile
phones. Some perform the same function as a GPS,
providing maps and directions, allow editing of images
and video taken with the phone’s camera, or provide
entertainment such as games. Some applications even
allow the creation of office documents, such as spread-
sheets or word processed documents. To facilitate this,

q_

smart phones either have full (although small) keyboards,
or use soft keyboards (see page 19).

Internet access is standard on smart phones, allowing
access to the world wide web and email. If the phone
uses higher speed 3G or 4G technology for Internet ac-
cess, it may also be possible watch streaming video (for
example TV programs).

Figure 2-6 Computers come in all shapes and sizes, including PDAs (left), smart phones (centre), and netbook computers (right).

Exercise 2-1

Read the description of smart phones on these pages. Describe three technical developments that have contributed to

the development of phones with these capabilities. [6 marks]




Figure 2-7 PDA computers are well suited to maintaining
calendars, appointments, email, and contacts on the move.

Embedded systems

An embedded system is a specialised computer which is
‘hidden’ inside another device. Embedded systems are
found in cars, where they control the anti-lock braking
and engine management systems; in traffic lights, where
they synchronise the lights; and in washing machines,
where they control the wash cycles and manage water
efficiency. Smaller portable devices like digital watches,
digital cameras, and GPS systems also contain embedded
systems. Even smart cards (see page 22) contain very sim-

Figure 2-8 GPS and satellite navigation systems contain em-
bedded computers

ple embedded microprocessors and data storage devices,
Unlike other computer types, embedded computers are
typically special purpose, programmed to perform only
one type of specific task. An important aspect for many
embedded systems is reliability since they are often re-
quired to run for very long periods without restarting.
Many embedded systems are also real-time systems,
meaning that they have to provide immediate output.

ﬁixercise 2-2

~

Use the Internet, manufacturers” web sites, and advertisements to find examples of different computer types: desktop,
laptop, PDA, handheld, smart phones, and supercomputers.

Create a table that compares the major specifications of each type. Include at least: the number of processors, processor
kLspeed, RAM, hard disk capacity, and cost, using the correct units for each.

J

P
Exercise 2-3 )
Convergence is the idea that computers today can perform tasks that were once performed by many separate devices.
One simple example is modern games consoles that can now play games, play DVD or Blu-ray films, and allow access

to the Internet: each of these tasks used to require a separate piece of equipment.

Take your mobile phone as an example. Is it an example of convergence? What tasks can you perform using it? How
did you perform these tasks before mobile phones had these capabilities? Explain your answer. [4 marks]
=

J
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Exercise 2-4

The IT industry is known for its rapid pace of development, with new products continually being released, each claim-
ing to be better than its predecessor. New computers have faster processors, higher capacity hard disks, and more
RAM. New phones have additional features and faster network connections. Yet this rapid development comes at a
price: each year thousands of tonnes of old electronics are unsafely discarded, threatening the health of people and the
environment. Heavy metals in dumped equipment leach into soil and ground water, and workers dismantle equip-
ment in dangerous conditions in developing countries.

What can be done about this problem? Safely recycling electronic waste is expensive — who should be responsible for
paying this price - the manufacturers, the customers, or somebody else? Discuss possible solutions. [8 marks]
o




Input Devices

Input devices are items of hardware that allow entry of
information into the computer. This information may be
text, images, sound, or even movements. Typically input
devices are specialised to enter one type of informatjon.
Some are designed especially to help users with disabili-
ties use the computer, helping to create equality of access
for these users (see page 29).

Keyboards

Most computer users are familiar with the standard
QWERTY keyboard that is present on virtually all laptop
and desktop computers. Despite dating back to typewrit-
ers in the 1870s, the keyboard layout has changed very
little over the years.

Some alternatives to QWERTY keyboards have been cre-
ated: Dvorak keyboards use a completely different lay-
out which is claimed to increase typing speed by rear-
ranging commonly paired letters. There are also varia-
tions of QWERTY that swap a small number of the keys,
especially in Eastern Europe and in Asia.

Multimedia keyboards are standard QWERTY key-
boards with additional ‘hotkeys’ for opening common
applications like web browsers or media players. A very
common enhancement to a standard QWERTY keyboard
is the inclusion of a ‘Windows key’ on most PCs - this
quickly brings up the Start Menu in Microsoft Windows
and can also be used to perform specific shortcuts such as
locking the computer or showing the desktop.

Laptop computers often feature a special function key
(often labelled ‘Fn’) which is used in conjunction with
other keys to control features like the sound volume,
screen brightness, or use of an external monitor or projec-
tor.

Concept Keyboards

On a concept keyboard (see figure 2-11) each key is pro-
grammed to perform a custom function. Typically there
are no pre-set keys such as numbers or letters — instead,
each key performs one compound task. Concept key-
boards are useful in situations where the user needs to
make a quick selection of choices from pre-set options,
but does not need to regularly enter text or numeric data
manually. They are often used in restaurants to enter the
items a customer has purchased. In this case, each key
can be programmed to represent a different item — one
key for a hamburger, one key for fries, one key for a soda,
and so on. This allows the operator to make rapid input
from a variety of pre-set choices.

-Figure 2-9 Multimedia buttons allow quick access to addi-
tional functions

Soft keyboards

A soft keyboard (also called a software keyboard, on-
screen keyboard, or virtual keyboard) is a keyboard that
is represented by a series of buttons drawn on a monitor
or screen. The user select options using a pointing device
like a mouse, or a touch screen. A soft keyboard uses a
combination of hardware (the monitor or touch screen)
and software (the program that displays the options).

Soft keyboards are useful because they can be more acces-
sible than regular keyboards - for example, the size of the
keys can easily be increased for users who have difficul-
ties with small keys, and the language of the keyboard
can be changed much more easily than with a hardware
keyboard. They are also useful for small devices such as
PDAs and smart phones, where it is not possible to in-
clude full sized keyboards - or even any keyboard at all.

Even on desktop and laptop computers, soft keyboards
can be useful in security conscious environments. Some
banks use soft keyboards on the login pages of their
online banking web sites to reduce the risk of key logging
attacks (see page 94).

Mice

A mouse is the standard pointing device on most desktop
computers. A typical computer mouse has two buttons
and many also have a scroll wheel in the centre to per-
form tasks like scrolling through documents or web pag-
es. Some have additional buttons in the middle or around
the side, which can be programmed to perform customi-
zable commands (such as a sequence of key presses in a
game).
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Figure 2-10 A virtual keyboard used by an online banking site.
The positions of the keys are randomized to prevent spyware
from capturing passwords.

Trackballs

A trackball consists of a relatively large ball which is
fixed in place so that the user can spin it around, control-
ling a pointer on the screen. One of the advantages of
trackballs over mice is that they do not move across the
desk, which makes them ideal for use in areas where
space is tight. For this reason, some early laptops had
trackballs, and some recent models of mobile phone also
include them. A trackball can also be built-in to a com-
puter system easily, making it hard to detach or steal
(unlike a mouse). This has made them popular in some
computer kiosks which are used in public areas.

A trackball can be much more usable than a mouse for
people with movement difficulties in their arms or hands.
Since using a trackball requires only movement of the
thumb or fingers, they can make computers accessible to
people who are unable to move a mouse across a desk.

Pizza Crazy

Restaurant Management System
(o] (W] [e] [r][v][¥][v][ ][o][P]
(A][s][e][F][e][M][2][K][L][A]
@@@I'

Figure 2-11 A concept keyboard that might be used in a res-
taurant to speed up the entry of orders

Touch pads

Touch pads are common input devices on laptops, where
there is usually not enough space for a mouse. As well as
moving the pointer by tracing their finger across the
touch pad, users can also use bars at the side to scroll text
on the screen. Multi-touch touch pads allow more com-
plex actions to be performed using several fingers — for
example, moving two fingers away from each other to
zoom in.

Touch screens

Touch screens allow users to interact with computers
using their hand or a specially designed pen called a sty-
lus. Touch screens are often used in airports for passen-
gers to complete self-check-in procedures, or in self-
service photo kiosks. Automatic Teller Machines (ATMs)
in banks also frequently use them. .

Figure 2-12 Two common input methods—a trai:?ball (left) and touch screen with stylus (right)
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Flgure 2-13 Touch screens often use a stylus pen for input,
and are common on mobile devices where there is no space
for a regular sized keyboard.

Touch screens are also useful on small portable devices
such as mobile phones. Many mobile phone operating
systems now include support for multi-touch—being
able to control the device using a single finger or making
complex gestures using multiple fingers.

Microphones

A microphone allows sound data to be input into the
computer. Many laptops have microphones built in to
them, and external microphones can also be used. Micro-
phones are often used with video-conferencing and Voice
over IP (VoIP) software. This lets users talk — often with
video too — between two computers over the Internet —
usually for much less than the cost of a telephone call.

Once sound has been recorded, it is merely a collection of
digital data — the computer does not ‘understand’ the
meaning of the sounds. To recognise the words being
spoken, voice recognition software is required. This al-
lows a person to dictate words into a word processor to
write a document, rather than typing. The software
breaks down the recorded sound into parts, tries to match
them with the sounds of letters and words, and then pro-
duces the corresponding character on the screen.

Voice-control software is similar except the user speaks
commands to the computer operating system (e.g. open
word processor or delete file). Voice recognition and voice
command software are not always useful in busy, noisy
work environments, but they can be useful for users who
are unable to type, perhaps due to injury or disability (see
page 29).

= BRITISH AIRWAYS

Hello, please

check in here

Figure 2-14 Self-service check in machine at London’s
Heathrow airport. Using a touch screen and a software key-
board, machines like this can easily switch between several
different languages and provide accessibility options.

Game controllers

Joysticks and game pads are two common input devices
used by games players. There are many different configu-
rations available that include a variety of buttons and
features. More exotic input devices include steering
wheels and pedals for driving games, musical instru-
ments, and dance mats on which the user stands and con-
trols the game by moving their feet.

One of the more unusual game controllers in recent years
is the controller used by Nintendo’s Wii games console.
This controller is held in the hand in mid-air, and internal
motion sensors interpret the user's movement into ac-
tions in the game. If the user holds the controller and
moves their arm in a golf-style swing, the character on
screen will mimic their movements. These types of con-
trollers are used in a variety of games including golf,
bowling, and boxing — where the user punches the air in
front of them to make their virtual character fight on
screen.




Chapter 2

Figure 2-15 An assortment of input devices used for gaming.

Barcode scanners

A barcode scanner uses a laser to shine light onto a bar-
code label. The thickness of the lines and the spacing be-
tween the lines on the barcode determine the amount of
reflected light. This is then interpreted as a number by the
barcode scanner. Barcodes are most commonly used on
items in supermarkets but they also have other applica-
tions such as identifying packages that are sent by courier
firms. UPC (Universal Product Code) is one standard
which defines how a barcode stores its information. Page
23 explains how barcodes work in more detail.

Magnetic Stripe Readers

Bank cards, credit cards, hotel key cards and some fre-
quent traveller cards feature a magnetic stripe on the
reverse side, and in many places tickets for public
transport now use the same technology to process pas-
sengers through automated gates, and to reduce fare
dodging. These magnetic stripes store a small amount of
data which is read using a magnetic stripe reader.

Although magnetic stripes are often considered relatively
secure, it is possible to purchase stripe writers to alter the
data on such cards. This can be done to create a clone of
an existing bank card which might be indistinguishable
(to a computer) from a genuine card. The clone card
could still be spotted by a person because it would lack
the colours, logo, security holograms and signature of a
genuine card.

Smart cards

Smart cards are plastic credit card style cards that differ
from normal ‘dumb’ magnetic stripe cards by having a
higher storage capacity and an embedded processor. The
processor is powered on when the card is inserted into a
smart card reader; the processor then controls access to
the data stored on the card. This allows the data to be
encrypted for increased security.

Smart cards are frequently used in bank and credit cards,
and related electronic cash systems such as public
transport or loyalty card systems. Some governments

Figure 2-16 Cards for public transport systems, like this London
Opyster card, often use embedded RFID chips.

—
Exercise 2-5: Healthy Computer Gaming?

Some people have claimed the new generation of motion input devices and games consoles can help
young people improve their fitness. Some schools have even bought games consoles for their PE depart-
ments. Research the use of these devices. Analyse the benefits and problems. Do you think the benefit is

significant? [8 marks]
.
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How Barcodes Work

Barcodes are used in supermarkets to identify different types of products. This speeds up many processes in the
supermarket, from customer purchases to managing stock levels.

Each product of the same type (for example, every 1 litre bottle of water from the same manufacturer) is given the
same barcode. The barcode contains a unique identification number to identify that type of product—it does not
contain any other data about the product, such as a description or the price. The barcode number is used to re-
trieve data information from the supermarket’s database, as explained below.

I Step 1—Scan the barcode
A barcode reader scans the barcode using a laser. The amount of
01234™M 2

light reflected back is interpreted as different numbers by the com-
puter.

Step 2— Verify the barcode

The last digit of the barcode number is a check digit. This helps
3457"> the computer determine if the barcode has been scanned correctly.
Page 157 explains how check digits work.

5 1y

Product Code Item Description Price  Stock
Step 3—Find the product's data 590123412345-7  Mineral water 1 litre $095 108
The barcode only contains a unique product 977147396801-2 Eggs (12) $2.29 54

identification number—it does not contain the

price of the product or any other information. ~ 7501054530107 Milk semi-skimmed 0.5 litre  $1.25 12
To retrieve this data, the barcode num-
ber is used to search the product data-
base.

590123412345-7 Mineral water 1 litre $0.95

Step 5—Return the product’s data
Once the product’s record is found, the number of items in stock is decreased and the product's description and price
is returned to the Point of Sale (POS).

Advantages

Using barcodes and a database like this has several advantages:

e Prices can easily be changed simply by changing a single database field. No barcodes need to be changed. This
saves time and reduces the chances of mistakes.

e  Supermarkets can easily keep track of stock —each time an item is scanned, the ‘quantity’ field in the database
can be reduced by one.

e  Automatic stock ordering can be performed if the quantity of an item drops below a predetermined level. This
reduces the chance of the supermarket running out of stock. Advanced systems can even order more items de-
pending on variables such as the weather or time of year—for example, ordering more ice cream during a heat
wave, or more drinks during the holiday period.
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Figure 2-17 MICR is frequently used on cheques because it can be read by both people and machines.

issue smart cards as identity cards, which can also be
used for authentication when claiming services such as
health care, or when voting. Although smart cards are
more expensive than regular plastic cards, they reduce
costs for many operators by reducing fraudulent transac-
tions.

Normally a smart card contains a unique identification
number which can then be used to access a database for
further details related to the card. For example, swiping a
smart card at a subway station will access a central
transport database, and record the card’s number and the
time and location of the journey. Depending on the sys-
tem the amount of money remaining for future travel
might be stored on the smart card or the central database,
or both.

Optical Mark Recognition

Optical Mark Recognition (OMR) is an input method for
speedily reading and counting multiple choice style an-
swer papers. If you have ever taken a multiple choice test
like the US SAT, or filled in lottery tickets, your work has
probably been checked by an Optical Mark Reader. An
OMR system uses reflected light to determine whether or
not a mark exists in a box on a piece of paper, and then
tallies the results.

Magnetic Ink Character Recognition
Magnetic Ink Character Recognition (MICR) is a spe-
cialised technology that uses ink containing iron particles,
making it magnetic. MICR text is written in a special font,
making it human-readable, while the varying amounts of
iron in each letter allow the computer to differentiate
them. Probably the most common use of MICR is on the
bottom of cheques.

Scanners

A scanner is a device for digitizing a piece of paper. A
digital image of the paper being scanned is stored as a
standard image file (JPEG, TIF, PNG). This happens even
if the page being scanned contains text. The resolution of
the scanner, measured in DPI (Dots Per Inch), deter-
mines the quality of the image produced —this is particu-
larly important when scanning photographs for digital
archiving. Modern photo scanners might have maximum
resolutions around 4800 dpi. Page 127 describes DPI and
PPI in more detail. Many scanners come with OCR
(Optical Character Recognition) software to convert a
scanned image containing text back into ‘normal’ text
which can be edited in a word processing program. Typi-
cally OCR software will not work well, if at all, with hand
written text.

Figure 2-18 Scanning technologies: Optical Mark Recognition recognises pen and pencil marks as they are placed in the boxes—the
numbers are there for the human to read—the computer determines the answer by the position of the box on the page.



Sensors and Probes

Sensors are used for measuring some aspect of the physi-
cal world, such as humidity, temperature, light, or pH.
Such data is typically analog data (continuous data), so it
needs to be converted to digital data before it can be pro-
cessed or stored by a computer. An Analog-to-Digital
Converter (ADC) does this task. Sensors are useful for
collecting data at regular intervals without human inter-
vention: for example, measuring the temperature every
ten minutes for many hours. They are also useful in situa-
tions that are too dangerous for humans, such as monitor-
ing the activity of an active volcano. The Spirit and Op-
portunity robots designed by NASA used a variety of
sensors for recording data about the surface of Mars, and
sending it back to Earth. Page 238 contains more details
about Data Logging.

Digital cameras

Digital cameras and digital video cameras have gradual-
ly replaced film models over the last decade. Although
many digital cameras could be considered computers in
their own right, they are also a useful way of inputting
image, video, and sound straight into a computer. This
can be done using a USB or FireWire connection, or by
putting the camera’s memory card into a card reader in
the computer. Page 34 describes the types of memory
card available.

Web cams

A web cam is a relatively low resolution video camera.
Many modern laptops have web cams built into their
screens, and external models can also be bought. Web
cams are normally used to record the computer user, of-
ten for the purposes of video conferencing. Some ven-
dors also sell software that allows web cams to be used as
cheap security cameras, with the computer being used to
record and monitor activity.

Radio tags

Radio tags are used for locating or tracking objects. They
emit Very High Frequency (VHF) radio signals which can
be picked up and located by a receiver. Radio tags are
frequently used to track wildlife, especially endangered
species, by attaching the tag as a collar or a leg ring. The
advantage of using radio tags to track animals is that the
technology has a relatively long range and allows animals
to be monitored without disturbing them. Radio tags can
also be used in combination with the Global Positioning
System (GPS) to generate alerts if tagged animals enter
certain areas — for example, farm land. This can allow
wildlife managers to deal with the animal before it causes
a problem.

Hardware

Figure 2-19 A wolf in Yellowstone National Park is tracked
using a radio tag collar (top). Radio tags can also be used to
track animals in the ocean (bottom).

Radio Frequency Identification

Radio Frequency Identification (RFID) is a technology
which some people believe will replace barcodes in the
near future. An RFID system consists of two components:
an RFID tag which is attached to the surface of an item
(or sometimes even inside it), and an RFID reader to que-
ry the tag and retrieve its information. RFID tags have a
greater storage capacity than barcodes and are contact-
less — that is, the reader does not have to be very close to
the tag and it does not require line of sight to the tag.

A major application of RFID tags is in supermarkets. Indi-
vidual pallets of goods are tagged as they leave the man-
ufacturer, allowing them to be tracked to the warehouse,



Chapter 2

and ultimately to the shelf. This has great benefits for
efficiency and loss reduction. Tagging of individual
items, such as clothes, also has benefits, such as allowing
workers to stock shelves more effectively and ensure
goods are always available. For example, an employee
scanning a shelf visually might notice that only half the
stock of jeans has been sold —but an employee using an
RFID scanner can quickly determine which size and col-
our jeans are missing, ensuring a variety of products is
always on the shelf.

Other applications of RFID include implanting the chips
into the skin of pets to enable their identification: the
RFID tag can contain the name, address, and contact de-
tails of the owner, unlike a barcode which can contain
very little information (and would be easily lost if
attached to an animal!). Additionally, the RFID tag can
store the details of the animal’s vaccinations — essential
information when trying to import animals into other
countries. An embedded RFID tag has the advantage that,
unlike paperwork, it cannot be lost or easily forged.

RFID is also being used in new passports issued by many
countries, including the US and the UK. The RFID chip is
designed to speed up the passport control by allowing
the passport to be read from a greater distance, and im-
prove security by allowing biometric data to be stored.
Page 293 discusses the use of such passports.

Concerns about RFID

RFID has also raised some concerns. The ability to make
extremely small tags—similar in size to a grain of rice—
raises worries about privacy, surveillance, and the possi-
ble surreptitious tagging of items. The ability the embed
tags within objects, rather than on their surface, and the
relatively large reading distance of RFID readers, increas-
es these concerns.

Because each individual RFID tag is unique, it also allows
tracking of individual items—or the people buying those
items. For example, a tag embedded in a product could
be read by RFID readers in the shop’s shelves. The shop
owners could then view the path the customer takes
through the shop — including the other products they stop
at, pick up, or buy. Over time a complex record of cus-
tomer activity can be built up, enabling the shop to devel-
op much more advanced product placement or targeted
advertisements. A tag in a long lasting item such as a pair
of shoes could even allow tracking over multiple visits.
However, there is no evidence that any of these tech-
niques have been used yet.

Figure 2-20 Uses of RFID tags. Top to bottom: in a passport; in
groceries; embedded in animals to aid identification; in a car flap
which opens only for a specific animal, using a tag in its collar.




Input devices of the future?

The decreasing size of mobile devices often makes it diffi-
cult to input data using a conventional device like a mouse,
keyboard, or even a touch screen.

One solution, designed by researchers at Microsoft and
Carnegie Mellon University, is the idea of Skin Input, or
Skinput. This system uses a small projector to project imag-
es of menus and options directly onto the hand or arm sur-
face. The user taps the appropriate option and the Skinput
system detects the choice by measuring the inaudible sound
waves that travel through the skin and bone when the arm
is tapped. With training, the research team claimed over
90% accuracy in detecting correct taps to the skin'.

The team believe the technology will be useful for a variety
of small devices including MP3 players.

Output Devices

Output devices are any items of hardware that the com-
puter uses to present data to the user. Like input devices,
output devices can output text, images, video, sound or
other types of data. Even movements can be output using
robotic arms.

Screens

Screens are one output device found in almost all com-
puter systems. CRT (Cathode Ray Tube) displays are the
big, deep, monitors that used to be used on almost all
desktop computers. They have now been almost com-
pletely replaced by LCDs (Liquid Crystal Displays).

LCD displays are generally cheaper, thinner, lighter, and
produce higher quality images than CRT displays. Their
small size is useful when displays need to be wall mount-
ed, used in confined spaces such as in instrument panels,
or in portable devices such as music players.

LCD screens have a native resolution, which refers to the
fixed number of dots that make up the screen. Although
an LCD can display an image in different resolutions, the
image will be scaled to match the LCD’s native resolu-
tion. For this reason, the best image quality is obtained
when using an LCD at its native resolution.

If data needs to be shown at a much greater size than
CRT or LCD will allow, a projector can be used, These
are often used when data needs to be presented to a large
audience, such as in a classroom or a business conference.
Some classrooms make use of interactive whiteboards—
a combination of projector and touch screen (see page
227).
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Flgure 2-21 A user selects from menu options projected onto
their hand using the Skin Input system. (Image courtesy of
Microsoft Research and Camegie Mellon University)

Speakers

Speakers come in many forms, from simple ear phones to
complex multi-speaker arrangements. As well as enter-
tainment purposes, speakers have essential functions in
other areas. In busy environments where a person must
absorb a lot of information at once (such as an aircraft
cockpit), some feedback can be given as audio output,
either as beeps or as a human voice. This is especially
useful in emergency situations where sound is more like-
ly to be noticed than flashing lights or displays.

Figure 2-22 Sound output is often used in aircraft cockpits.
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Printers

Printers produce hard copies of documents and files.
Printers vary in how they produce an image, which has a
direct effect on the quality of the printout and the cost of
the printer. The speed of a printer, expressed in pages per
minute (PPM) may also be an important factor when
considering a purchase.

Years ago dot maltrix printers were very common. They
created an image by hitting the paper through an ink-
ribbon with a series of pins to form a shape, similar to a
typewriter. As a result they were incredibly noisy and
quite slow. Dot matrix printers are generally obsolete
now.

Much more common are inkjet printers, which work by
squirting ink onto a page through a series of nozzles. The
quality of the printer can be measured by the number of
dots per inch (DPI) that the printer is able to produce.
Some printers, often sold as photo printers, have a higher
DPI and are capable of very high quality printouts when
using the correct ink and special paper. Page 127 discuss-
es DPI in more detail.

Laser printers produce higher quality printouts than
inkjet printers but are also more expensive, especially
colour versions. They often print at up to 40 ppm.

Figure 2-23 Printers come in many forms: inkjet printers (left} are often used with desktop computers as they offer good value for mon-
ey; laser printers (middle) offer faster print speed and higher quality; specialised art printers (right) are used for larger print sizes and

professional quality.

Ethics: running costs and environmental costs

Running costs should also be considered when purchasing a new printer.
Some modern inkjet printers are so cheap that it can be less expensive to
replace the printer than buy a new set of ink cartridges for it! This is espe-
cially true if the printer requires you to replace all inks at once rather
than allowing you to replace individual colours as they run out. The use
and replacement of ink also brings environmental concerns: of the 700
million ink cartridges used in the US each year, 95% are discarded in
landfill sites. This clearly has a huge impact on both disposal sites and in
terms of the resources needed to manufacture new cartridges (each car-

tridge requires 2 ¥2 ounces of oil to manufacture)?.

Figure 2-24 Millions of empty ink cartridges
are thrown away each year.



Computer Access for Disabled users

Computer systems which can be used by users with disabilities are
said to be accessible. User disabilities can include hearing prob-
lems, mobility problems, and vision problems.

Vision impaired users
Vision impaired users have a variety of options, depending on the
severity of their disability. Users with partial sight might find the
screen magnification, large pointer, and high contrast options
helpful. If users have difficulty seeing the components of the screen
- (such as the mouse pointer), using a microphone and speech con-
' trol software might assist with input problems. Similarly, text-to-
speech software can be used to read out loud the contents of the
screen. Windows and MacOS both feature basic text-to-speech utili-
ties.

A blind user might also use a Braille keyboard to input text. Rather
than simply placing Braille dots on a standard keyboard, a Braille
keyboard uses a small number of keys that can be pressed in differ-
.ent combinations to produce the letters of the alphabet. Braille
printers are also available, which produce documents using the
Braille system of writing by impacting the paper to raise small
bumps.

Mobility Problems

Users with mobility problems in their arms may find a trackball
more useful than a mouse because it requires less arm dexterity to
use. Software utilities such as sticky keys can also help because
they allow keys (for example the shift key) to be “stuck down’ after
pressing, rather than requiring the user to hold down multiple keys
at once,

Head control systems use a web cam and special software to track
the movement of the user’s head and convert this into pointer
movement. Some hardware and software developers are taking this
system a step further and attempting to implement eye tracking
software to follow the movement of a user's eyes around the
screen, with the cursor following their gaze. Input switches are
pads that can be pressed with the user's hands, feet, or even head
in order to input data. In many cases they are relatively large and
padded, as they are designed for users with limited control over
their movements.

If a user has severe mobility difficulties and speech problems, there
are still input options. A head wand can be worn and used to
touch keys or switches. Sip and puff input devices allow the user
to control a computer literally by blowing or sucking on a small
plastic tube. The change in air pressure is then read by the comput-
er and interpreted as a command. This can be extended to measure
the strength of sips and pulffs, for example strong and weak.
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Flgure 2-25 Screen magnification tools enlarge the
area of the screen around the pointer (top); inverted
colour schemes are easier to read for some users
(middle); a disabled computer user casts a vote
using a head wand (bottom).
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Processor Technology

Microprocessors

At the centre of all computers is a processor (also called a
Central Processing Unit (CPU) or a microprocessor). The
processor is responsible for performing all instructions
and tasks that the computer does. Instructions (software)
are loaded from secondary storage into RAM and then
the processor executes each of these instructions one by
one. The speed of the processor determines how quickly
tasks can be completed.

One of the main concerns computer manufacturers have
about the processor is keeping it cool. Processors generate
a large amount of heat and without cooling they can
quickly overheat and even melt. Most desktop and laptop
computers use a metal heat sink to dissipate heat, with a
fan on top to draw air over the metal and improve cool-
ing. Higher end computers such as supercomputers may
even use liquid cooling to maintain low operating tem-
peratures.

Clock Speed

The speed at which a processor executes instructions is
called the clock speed and is measured in Megahertz
(MHz) or Gigahertz (GHz) (and perhaps in the future,
Terahertz (THz)). The higher the clock speed, the more
instructions a processor can perform in a given period of
time.

However, comparing the clock speeds of processors from
different companies is not always useful since on some
processors some instructions may a different number of
clock cycles to complete. Thus, a processor with a lower
clock speed can sometimes be faster than a processor
with a higher clock speed.

Increasing the clock speed of a processor also increases
the amount of heat it produces. This can be a problem
even for desktop computers, but is a particular issue for
smaller devices such as laptops and mobile devices.

Some manufacturers design their processors with varia-
ble clock speeds, which reduce when the processor is
under less load and increase when the processor is being
heavily utilised. This speed throttling saves power and
reduces heat output when the computer is idle.
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Figure 2-26 The underside of a microprocessor (top). The gold
pins are used to provide a connection with the motherboard.
The top side of the processor with a heat sink attached (bottom).
The heat sink's fins increase the surface area to aid cooling.

MIPS

MIPS (Millions of Instructions Per Second) is another
measure of processor performance. Like clock speed,
MIPS figures should be used with caution because it is
possible to quote misleading figures based on instruc-
tions which execute the quickest, rather than those that
represent real life computing tasks.

A modern desktop computer might have a processor run-
ning at between 2 and 3 GHz and capable of performing
about 50,000 Million Instructions per Second.

Multicore processors

Increased processor performance can also be achieved by
adding additional processor cores. Each core is capable of
running an individual program thread at once, boosting
performance. While computers with only one core give
the appearance of performing more than one task at once
using multi-tasking (switching rapidly between running
programs), multicore computers can truly run more than
one task at the same time. Multiple cores can also work
together on the same task to get the job performed in less
time. Multicore processors offer huge performance bene-



fits, especially when software is designed to take ad-
vantage of this approach. Dual core, quad core, and even
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Figure 2-28 Modern processors allow you to reduce
their clock speed to lower power consumption when
they are idle and increase laptop battery life.
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E Common Mistake: Multitasking

i A processor cannot perform more than one instruction

i at a time. When you are using a word processor, listen-
E ing to music, and running a web browser, your comput-
i er's processor is switching between each of these tasks

E very quickly — far quicker than you could notice. This

i type of system is known as multi-tasking. To truly per-
E form multiple tasks at once, a multicore system can be

Figure 2-27 A typical computer motherboard

‘Quad-core: 4 times quicker?
It is not true that a dual-core processor will double a computer's performance, a quad-core processor will quadruple it,
and so on. Although multicore systems offer large performance gains, the relative gain drops as more cores are added.
There are two main reasons for this:

Sequence: many tasks cannot be completed in parallel — there are some parts which must be completed before other
parts can be attempted. This may leave some cores idle, waiting until a separate part of the task is finished.

Organisational overhead: many consumer-level multicore systems have one area of RAM, shared by all cores. This
causes an overhead as each core must wait in turn to access the RAM and other devices like secondary storage, High
end systems like supercomputers alleviate this bottleneck by having dedicated memory areas for each processor.

Consider this example: if you had to write a 1000 word English essay about Shakespeare, you might be able to complete
it in 2 hours. If you had a friend to help, you could probably write it together in 1 hour. But if you had three friends to
help you, would it be possible to write the essay in 30 minutes? What if there were 120 people? Could the essay be
written in one minute? Certainly not — for two reasons. Firstly, the work would need to be divided between each per-
son, deciding who writes which section, and then recombined later (this is organisational overhead). Secondly, not eve-
ryone would be able to write the essay independently — each paragraph depends to an extent on the one before it; simi-
larly with each sentence; and certainly if we want to write something which makes sense, each word depends on the
preceding word. So writing an essay is a task which does not lend itself to parallelism —it is sequential.
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Storage devices

Storage devices are used to store both the data that a
computer system processes and the software programs
that tell it how to process that data. Storage devices differ
according to their storage capacity, their physical size, the
speed at which data can be accessed, and whether they
store data temporarily (volatile storage) or permanently
(non-volatile storage).

Primary Storage

Primary storage refers to the high speed, electronic
memory found inside a computer. Primary storage is the
only storage that the processor can access directly be-
cause it is connected directly to the bus on the mother-
board. This makes primary storage much faster than sec-
ondary storage. (Although hard disks are inside the com-
puter system unit, they are still considered secondary
storage because they are not directly connected to the
processor).

Random Access Memory

Random Access Memory (RAM) is a temporary (volatile)
storage area for programs and data that are being used in
a given moment. When a program or piece of data is first
needed, it is loaded from secondary storage into RAM.
The processor then fetches the instructions and data from
RAM, executes them, and saves the results back to RAM.
Because RAM loses its contents when the power is re-
moved (i.e. it is volatile), you must save your data to sec-
ondary storage before turning off your computer.

RAM exists in relatively small amounts compared to sec-
ondary storage (a few gigabytes compared to hundreds of
gigabytes). This is because RAM only has to store the
program and data being used at any given moment,
while the secondary storage holds all programs and data,
even if they are not currently being used.

Figure 2-29 RAM chip from a typical
desktop computer

——

Common Mistake

The word 'memory' is typically used to refer to
primary storage — RAM or ROM - not to sec-
ondary storage like hard disks. Thus it is usual-
ly incorrect to say My files are using a lot of
memory' when you probably mean 'My files
are using a lot of storage space'. Similarly, you
would not buy a new hard disk ‘with more
memory’ - you would buy a higher capacity
hard disk. These may seem like minor points
but they cost students marks in exams.
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Read Only Memory

Read Only Memory (ROM) is a type of primary storage
whose contents cannot be changed. Because of this, the
contents of ROM are programmed at the time of manu-
facture. The ROM in a typical computer contains the BI-
OS (Basic Input and Output System) software, which tells
the computer how to boot up, perform a self-check, and
locate secondary storage devices. Then the operating sys-
tem will be loaded from secondary storage into RAM,
and started.

Secondary Storage

Secondary storage devices are used to store all of the
data and programs installed on a computer system — even
if they are not currently being used. Any program that is
run or data that is used will be copied from secondary
storage to primary storage before being used. Secondary
storage is slower, but also cheaper, than primary storage.

Magnetic Tapes

Magnetic tapes have been used in computing for many
years. In the 1980s many home computers by companies
like Amstrad and Sinclair used magnetic audio tapes to
store all their software and data.

These days, much higher capacity magnetic tapes are
used by organisations that must handle large amounts of
data. It is slow to access data on tapes because they are
sequential, so the tape must be spun through to find the
right place. Because of this, they are used mainly for
backing up and archiving data. Their reliability and their
low price make them ideal for this type of data, since it
will not need to be accessed very often.



Primary Storage
Speed Electronic — very fast to access data
Storage capacity 1GB-4GB
Storage type Volatile (RAM)

Non-volatile, read-only (ROM)
Cost Expensive

Figure 2-30 Primary versus Secondary storage

Magnetic Disks

Magnetic hard disks are by far the most common type of
secondary storage found in computers today. They con-
sist of a series of disk platters spinning at up to 10,000
rpm inside a solid case. A read/write head moves back-
wards and forwards over the disk and magnetically
charges areas of it to store data.

The high capacity, high speed, and relatively low price of
hard disks makes them ideal for most personal comput-
ers. Their main disadvantage is that they are relatively
fragile: a knock or a bump while the computer is
switched on can easily be enough to make the read/write
head hit the disk surface, damaging or destroying it. For
this reason, some portable devices like MP3 players, some
netbooks, and the One Laptop Per Child laptop use solid
state storage instead of magnetic hard disks. Hard disks
are also susceptible to damage from magnets.

External hard disks are portable disks often used for
backups or transferring large files. Inside the case, exter-
nal hard disks are the same as internal hard disks. The
case simply allows the disk to connect via a USB, Fire-
Wire, or eSATA connector, and may also provide a con-
nection for an external power supply.

Figure 2-31 Hard disks: two external models (left
and right), and an internal hard disk with the case
removed (centre)
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Secondary Storage
Mechanical — slower to access data
100 GB - 2TB

Non-volatile

Cheaper

Optical Storage

Optical disks like CDs, DVDs, and Blu-ray disks read
and store data using lasers. Small ‘lands’ and “pits’ in the
disk surface reflect laser light in different ways: the differ-
ence between these is interpreted as either a binary 1 or a
0 by the computer. Early versions of these technologies —
CD-ROM, DVD-ROM, BD-ROM allowed only reading of
data from pre-recorded disks. Over time, recordable ver-
sions (CD-R, DVD-R, BD-R) were developed that allowed
a user with the appropriate recorder to save or ‘burn’
data to disks once. Later on, rewritable versions of the
disks became available, allowing data to be saved and
erased many times (CD-RW, DVD-RW, BD-RW).

Compact Disks store between 650 MB and 700 MB of da-
ta; DVDs allow 4.7 GB, while dual-layer (DL) DVDs allow
up to 8.5 GB. The latest Blu-ray disks can store between
25 GB and 50 GB.

Optical disks are sometimes used for creating backups of
files on personal computers, although the increasing ca-
pacity of hard disks is making them less useful for this.
However, CDs and DVDs are still the most popular medi-
um for the distribution of software in stores, and Blu-ray
disks are the standard format for storing High Definition
(HD) films.
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Optical disks are relatively delicate: even small scratches
on the disk surface can cause problems for the laser
which reads them. Also, the cost of the writeable disks
themselves can be quite high, especially in the case of
newly released technologies such as Blu-ray.

Flash memory

Flash memory is a technology that stores data using elec-
tronic logic dates. Flash storage devices have no moving
parts, giving them three main benefits over hard disks:

1. They are less susceptible to damage from drops and
knocks when in use, making them ideal for portable
computers, especially those intended for harsh envi-
ronments (e.g. for use by young children).

2. They use significantly less power than hard disks
(because there is no moving disk to power), which is
useful for extending battery life on portable comput-
ers. This is especially important when a charger can-
not be used (such as on many trains or on aircraft) or
for devices that need to stay on for long periods of
time (such as music players or mobile phones)

3. They offer much faster access than hard disks, which
is useful for ‘instant-on’ devices which need to quick-
ly load an operating system and user interface.

The main downside is that flash memory devices are still
expensive, and only available in relatively low capacities.
Currently flash memory is used heavily in memory cards
for digital cameras and also in some netbook computers
in place of a hard disk. USB based flash memory sticks
are also commonly used as portable storage devices.
Memory cards like CompactFlash cards, SD cards or
MMC cards are generally available in sizes up to about
32 GB. USB flash drives, and flash based storage to re-
place hard disks are found in slightly bigger sizes, up to
about 128 GB.

Camera memory cards need to be inserted into a card
reader to be used on a computer. Laptop computers often
have built in readers which are capable of reading multi-
ple card formats.

Storage Type Speed

Magnetic disks Fast

Magnetic tapes Slow (serial access)

Optical disks Medium

Flash memory Very fast

Figure 2-32 Comparing secondary storage devices

Figure 2-33 Various solid state memory: CompactFlash (top),
SD (middle), and a USB flash drive (bottom).

Common Mistake

[t is common for people to use the term 'USB’ to
refer to flash drives. However, USB strictly re-
fers to the connection on the computer — a USB
port can be used to connect flash drives, print-
ers, mice, keyboards, digital cameras, and many
other peripherals. Therefore it is better to refer to
flash drives, USB memory sticks, or USB

2 S o S

drives.
Capacity Price
Upto2TB Cheap
Upto5TB Very cheap
Up to 50 GB Cheap
Up to 500 GB Very expensive
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Hard disk security and privacy

As more and more details about our lives are stored on computers, the security of our data becomes increasingly im-
portant, especially when computers are lost or stolen, or old hardware is thrown away. In 2003, two MIT students con-
ducted a study on 158 second-hand hard disks purchased from the online auction site eBay. The students used freely
available software to attempt to recover previously stored data from the disks"'. They found that:

e 117 drives (74%) contained data that they could recover and read
e 12 drives (9%) had been correctly erased
e 29 drives failed to work

Among the data recovered, the students found pornography, credit card numbers, financial data, and medical records —
all extremely sensitive information. Some of the data could easily be used by criminals to commit fraud or identity theft.
Other material might leave the previous owners open to blackmail. Material remaining on a hard disk from a previous
owner could also cause problems for the hard disks’ new owner if the material were illegal. This case highlights the
need for education and training about the risks of discarding old equipment and the necessity of ensuring data is cor-
rectly and securely erased.

Where does data go when it is deleted?

Typically, the answer to this question is ‘nowhere’. The MIT students above were able to recover data from hard disks
because deleting a file on a computer does not normally remove the file’s actual data. Instead, deleting the file removes
the pointer to the data from the hard disk’s File Allocation Table (FAT), which acts like an index to each file on the disk.
Thus the computer’s operating system cannot ‘see’ the file by reading the FAT, but the data itself remains on the disk
until it is overwritten by new files — which may take months. Consider the analogy of an index in a book: if the index is
removed it is much harder to find the material you want, but the information is still there — you just have to search page
by page until you find it. This is effectively what disk recovery software does, searching the disk sector by sector to find
previously deleted data.

Deleting a file, emptying the recycle bin or trash can, and even
formatting a disk do not remove any files from the disk —the File
Allocation Table is merely altered to give the impression that
there are no files present.

Solutions

There are only two ways to ensure data is fully removed from
your hard disk: by either physically destroying the hard disk, or
by using special disk wiping software. Good methods for de-
stroying hard disks include shattering the disk platters into piec-
es, drilling holes into the disk, or using a disk shredding ma-
chine, A strong magnet can also be used to wipe the data, alt-
hough it is difficult to see whether this has worked or not.

If the intention is to reuse the disk, a less exciting solution is to
use specialist disk wiping or secure deletion software
(sometimes called shredding software). This overwrites all data
on the hard disk with random data, making the old data inacces-
sible. Usually it repeats this process several times. Disk wiping
software takes a long time to finish the job — especially on larger
capacity hard disks—because it must overwrite every single sec-
tor on the disk. However, disk overwriting gives a good guaran-
tee of privacy. Secure wiping software can be purchased and
there are also free programs to perform the task.
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Storing Data: Bits and Bytes

Whether you are viewing a web page, watching a video,
running a game, editing an image, or reading an e-book,
your computer is representing all of its data internally as
binary digits—ones and zeroes. These ones and zeroes
are known as bits. On their own, bits are not very useful
because they only represent one of two states: on or off,
yes Or no, one or zero.

Eight bits are grouped together into more meaningful
units called bytes. Bytes themselves are grouped into
increasingly larger units called kilobytes, megabytes,
gigabytes, and terabytes. Figure 2-34 shows common
units used to describe computer storage capacity.

One byte can store a value between 0 and 255 (2° values).
These values are interpreted by the computer in different
ways: a byte might represent a letter in a document, or it
might represent the colour of a pixel on the screen. Re-
gardless of what you do with computers, underlying eve-
rything are bits and bytes. Computers communicate data
by using predefined standards that govern the meaning
of each bit and byte. Two common standards for storing
text are ASCII and Unicode.

Unit Size
Bit One binary digit
(Oor1)
Byte (B) 8 bits
ASCII and Unicode)
Kilobyte (KB) 1024 bytes
Megabyte (MB) 1024 KB
Gigabyte (GB) 1024 MB
RAM
Terabyte (TB) 1024 GB
Petabyte (PB) 1024 TB
Exabyte (EB) 1024 PB
Zettabyte (ZB) 1024 EB
Yottabyte (YB) 1024 ZB

Figure 2-34 Computer storage units

ASCI

ASCII (American Standard Code for Information Inter-
change) is a standard coding scheme for representing text
using the English alphabet. Using ASCII, each byte of
data represents a single character. When the computer
comes across a given byte in a text file which uses ASCII
encoding, it displays the corresponding character on the
screen. Similarly, when a character is typed using a text
editor, the ASCII code for that character is recorded as a
binary number. Table 2-35 shows a subset of the ASCII
coding scheme,

Because ASCII uses one byte per character, the maximum
number of characters ASCII can represent is 128 (27).
(There are 8 bits in a byte, but the eighth bit is used for
error-checking). 128 characters might sound like a lot, but
remember that different ASCII codes are needed for up-
percase and lowercase letters, symbols, and numbers. As
such, ASCII fails to include characters from many lan-
guages which include accents or completely different
characters (such as Cantonese or Arabic).

Some companies developed 8-bit versions of ASCII, al-
lowing 256 characters — but the companies didn't agree
on which characters each code represented, causing com-
patibility problems when displaying documents on
different computers. Today ASCII is being superseded by
Unicode.

Example

A single character of text consumes between 1 byte and 4 bytes of space (see

In 2011 most home and laptop computers have between 2 GB and 8 GB of

In 2011 the largest common hard disks are between 1 TB - 2 TB



ASCII Code Character
32 Space bar
33 !

34 “
35 #
36 $
37 %
38 &
39 iy
40 (
41 )
42 -
43 i
44 .
45 -

Hardware

ASCII Code Character
65 A
66 B
67 &
68 D
69 E
70 F
97 a
98 b
99 c
100 d
101 e
102 f
103 g

Figure 2-35 A sample of ASCII codes and their corresponding characters

Unicode

Unicode is a more modern coding scheme which aims to
solve some of the problems of ASCIIL Unicode uses up to
4 bytes to represent each character, allowing many thou-
sands of characters to be represented (there are 32 bits in
4 bytes, so 2*' characters can be represented). These char-
acters include non-English alphabets, and right-to-left
(RTL) languages like Hebrew and Arabic. (In Ancient
Greece, boustrophedon writing was often used, in which
the characters in alternating lines of text were flipped and
read in opposite directions. Although there weren't many
computers in the 8th century BC, if there had been, the
Greeks would have been pleased to know that Unicode
has support for such bi-directional writing).

Modern operating systems such as Windows Vista, Win-
dows 7, Mac OS X, and Linux distributions use Unicode
as their character representation standard.

Plain Text

ASCII and Unicode are both examples of plain text
standards. They specify the characters that make up a text
but they do not include ways to specify other formatting
attributes such as the font type, the font size, features like
bold or underline, or coloured text. Plain text files are
usually saved by programs known as text editors. Alt-
hough many word processors have options to export

documents as plain text, doing so will cause any for-
matting options to be lost.

To use more advanced formatting features, a word pro-
cessor must be used. Word processors still use the ASCII
or Unicode standards to represent text, but save docu-
ments in their own file formats which allow the inclusion
of text formatting data plus more advanced features like
image placement, columns, and tables. Some formats, like
Rich Text Format (RTF) and OpenDocument (.odt), have
openly published specifications, allowing them to be rela-
tively compatible across different word processors. Other
formats such as Microsoft Word's .doc format are propri-
etary. Page 137 details the most common file formats
used for exchanging text data.

Graphics Standards

Computer graphics are represented as bits and bytes just
like all other computer data. Different file formats such as
BMP, JPEG, and PNG store the image data in different
ways, but in general all true colour images use a similar
scheme. Typically each pixel in an image uses three bytes
of storage space—one byte to represent the amount of red
in that pixel, one byte for the amount of green, and one
byte for the amount of blue. Page 122 gives more details
of exactly how computers store image and video data
using schemes like this.
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Failover systems

A failover system or standby system is one designed to keep a system running if the primary system fails—perhaps
due to hardware or power failure. Failover systems are usually redundant systems—they provide the same functionali-
ty as the primary system, but do nothing unless the primary system fails, at which point they can be switched to auto-

matically.

In situations where high reliability is needed, distributed redundant servers or redundant networks may be used to
provide a failover system in case the primary server or network fails. Housing these at different geographical locations
provides greater protection again serious disasters such as a fire, flood, or earthquake at the original location.

- > 0

Figure 2-36 An array of hard disks in a server, arranged to pro-
vide data redundancy.

Although RAID is very useful if a hard disk fails, it is
not a replacement for data backups. Because all data is
mirrored to both disks, if data is corrupted by a comput-
er virus, all copies of the data will be damaged identical-
ly. Similarly, a flood or fire is likely to damage both
disks since they are in the same physical location.

An Uninterruptible Power Supply (UPS) provides a
redundant power source in case of a mains electricity
failure. On detecting a power failure a battery in the
UPS will provide enough power for a short period of
time, which should be sufficient for the mains power to
be restored or for an alternative power source such as a
generator to be switched on. It also provides time to
save any data and shut down the attached computer
correctly. Many UPS systems also include hardware to
condition the power line—ensuring that the voltage
remains stable, avoiding dips or spikes, and removing
noise and interference.

Uninterruptible Power Supplies designed for desktop
computers are relatively small and inexpensive, and
typically provide power for around 30 minutes. For
larger scale uses, such as server rooms or data centres,
large cabinets or rooms of batteries might be needed in
order to provide sufficient power.

A RAID (Redundant Array of Independent Disks) array
is a failover system for hard disks. RATD uses multiple
hard disks connected together to create a fault-tolerant
system. A common approach is called mirroring — one
hard disk contains a complete, exact copy of another hard
disk in the RAID array. Every time data is written to one
disk, it is also copied (mirrored) to the other. Thus, if one
of the hard disks fails, the computer can switch over to the
other disk and continue operation with interruption
(although possibly with some performance loss). In a hot-
swap system, the failed hard disk can even be removed
and replaced without switching off the computer. This is
very useful in server environments where users expect a
continuous service and downtime needs to be avoided.

Figure 2-37 Desktop UPS system
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Ports & Connectors

Various ports and connectors are used to connect input, output, storage, and networking devices. Using
standard ports allows hardware devices to be compatible with many different systems, saving on costs for
both users and manufacturers. Below are some of the most common ports and connectors used in modern
computer systems.

VGA Used for connecting a standard monitor, either CRT or LCD, to a com-
puter or games console. Projectors and interactive whiteboards also use

VGA connections.

DVI Digital Video Interface (DVI) and the newer High Definition Multime-
dia Interface (HDMI) are used to connector digital displays to digital
video sources. These connectors are especially designed to handle the

requirements of High Definition (HD) signals.

SATA and | A high speed standard for connecting hard disks, DVD and Blu-ray
eSATA players. eSATA is a version of SATA used for connecting external de-

vices (e.g. backup drives).

IDE An older standard for connecting hard disks. Although slower, IDE is
still widely used for devices like CD and DVD drives.

\‘ USB Universal Serial Bus: A modern standard used for connecting a wide
&' variety of peripherals including mice, keyboards, external hard disks,
\

digital cameras, printers, scanners, and flash drives. There are several

versions of the standard — the most recent being USB 3.0.

FireWire | A high-speed interface used for different peripherals including digital

(IEEE 1394) video cameras and external hard disks. FireWire is less common than

USB connections, but offers a much higher transfer rate

Ethernet A standard for wired Internet access, available on virtually all comput-

ers.

P52 An older standard for connecting mice and keyboards. Generally su-
perseded by USB.

Figure 2-38 Common ports and connectors
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Chapter Review

Key Language

Types of computer
desktop computer
embedded systems
home theatre PC

Input

barcode scanners
concept keyboard
digital cameras
digital video cameras
digitise

Dvorak keyboards
game controllers
joystick

Output

CRT monitor
hard copy
inkjet printer

T
bit
Blu-ray
byte
CD-ROM
CompactFlash
data synchronisation
DVD
eSATA
exabyte (EB)
external hard disk

Processing Technologies
clock speed

CPU

dual-core

gigahertz (GHz)

General terms

ASCII

convergence

failover system

Global Positioning System

Computer Accessibility
braille keyboard

braille printer
eye tracking software

laptop
mainframe

keyboard

MICR

magnetic stripe readers
microphones
multi-touch
multimedia keyboard
OCR

optical mark recognition

interactive whiteboard
laser printer
LCD screen

FireWire

flash memory
gigabyte (GB)
hard disk

IDE

input

kilobyte (KB)
magnetic storage
megabyte (MB)
MMC

hardware
megahertz (MHz)
microprocessor
MIPS

Kensington lock

plain text

radio frequency identifica-
tion (RFID)

head control systems
head wand
high contrast mode

netbook
personal digital assistant

scanner

sensors

smart card readers
soft keyboard
stylus

touch pad

touch screen
trackball

native resolution
output
pages per minute

mouse
non-volatile storage
optical storage

petabyte (PB)

primary storage

RAID

Random Access Memory
Read Only Memory
SATA

secondary storage

motherboard
multi-core
multiprocessing
mutltitasking

radio tag

RFID reader

RFID tag

Rich Text Format (RTF)

input switches
screen magnification
sip and puff

smartphones
supercomputers

Universal Product Code
voice control

voice recognition
webcam

printers
projectors
speakers

secure deletion
solid state storage
terabyte (TB)

UsB

volatile storage
yottabyte (YB)
zettabyte (ZB)

processor
software

speed throttling
terahertz (THz)

Unicode
UPS
uptime
VolP

sticky keys
text-to-speech
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Exercise 2-6

Consider the following examples of information technology. Identify all of the input, output, and storage technologies
used by each:

a) An ATM (Automatic Teller Machine) d) Anin-car GPS navigation system
b) An airport self check-in machine e) An aircraft cockpit
c) A mobile phone (cell phone) f) A cleaning robot
, O =
-

rExercise 2-7

Find and describe a suitable computer for the user in each situation below, using adverts from the Internet, magazines,
or newspapers. The computer must have appropriate hardware specifications for the situation. In some cases addition-
al input and output devices may be needed too. Try to find a solution that offers good value for money. [12 marks]

a) Scenario: A family wanting a computer for general use (browsing, typing up homework, playing simple games)

b) Scenario: An amateur film maker who wants to record her own films (she already has a digital camera for this)
and then edit them on her computer.

¢) Scenario: A businesswoman who wants a computer to use during her daily train commute. The typical journey
lasts 2- 2.5 hours so she has plenty of time to work on company reports and spreadsheets. She also needs the ability

(tocatch up with her email, and access files stored on her company's network.

vy
(Exercise 2-8 h
Research the One Laptop Per Child (OLPC) computer (this computer is also variously known as the $100 laptop and
the XO PC). Try to find detailed specifications of the computer. The designers have made some interesting choices
compared to the average laptop computer. Justify the individual specifications of the OLPC with reference to its tar-
get market (hint: there are many reasons other than pure cost). [8 marks]

J
N
r?Exer(:ise 2-9
(a) State the units typically used to measure: [2 marks]
(i) Processor speed
(ii) Hard disk capacity
(b) State two ways of connecting an external hard disk to a computer. [2 marks]
(c) Distinguish the terms primary storage and secondary storage. [4 marks]
(d) A digital camera produces files that are 1,500 KB each. Calculate how many photographs can be [2 marks]
stored on a standard CD-R.
& =
- ™
Exercise 2-10
(@) Define the term embedded computer. [2 marks]
(b) Identify two input mechanisms often used by disabled computer users. [2 marks]
(c) Distinguish the terms supercomputer and mainframe. [2 marks]
(d) Identify common applications for the following input and output devices: [4 marks]
i. Touch screen
ii. OMR
iii. Barcode readers
iv. Track ball
S J
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Software

Computer software or programs are the sets of instructions which hardware follows in order to perform tasks. Software
i processes input data and transforms it into useful output. From the most powerful supercomputers to the simplest mo-
bile phones, all information technology requires software to operate. Software is often said to run ‘on top’ of hardware,

providing the interface between it and the user.

Operating Systems

Operating System (OS) software, also called system soft-
ware, is responsible for managing and controlling all of
the computer’s hardware. When you first switch on a
computer, the operating system software is loaded into
the computer’s memory (RAM) and started before you
can perform any other tasks. The operating system runs
the entire time you are using the computer and provides
the user interface to let you manage programs and data.
On its own, the operating system software does not ena-
ble you to produce work (for example, documents, photo-
graphs, or emails): instead, it provides a platform on
which application software can run. The operating sys-
tem’s tasks include:

Task and memory management — Many users run multi-
ple pieces of software at once, for example a word proces-
sor, a web browser, and a music player. Even if it is not
obvious, most computers are running many programs in
the background, such as anti-virus software or network-
ing software, It is the job of the operating system to man-
age these programs, assign them the resources they need,
and protect or isolate programs from each other so that
one program cannot corrupt another program’s data. If
one program crashes, the operating system should be
able to shut down or Kill the process without affecting
other programs. Similarly, if programs need to use devic-

Platforms

The term ‘platform’ is often used to describe a particular combination of hard-
ware and operating system. ‘Windows running on x86 (‘PC’) hardware’ and
‘Linux on running x86 hardware” are two examples of platforms. ‘MacOS X on

Apple hardware’ is another example.

es like the hard disk or the printer, it is the job of the op-
erating system to assign these resources to programs in a
controlled manner.

Security management - the operating system provides
security for multiple users by requiring each user to au-
thenticate themselves with a username and password.
The OS also manages users’ home directories, keeping
their contents safe from other users. Shared folders, files,
and peripheral devices are handled in a similar way, with
the operating system maintaining a list of permissions
that control users” access (see file permissions, page 92).

If the computer is attached to a network, the operating
system might include firewall software to restrict incom-
ing and outgoing traffic and prevented unauthorised ac-
cess (see page 73).

Providing a user interface - the operating system pro-
vides an interface to allow the user to interact with and
operate the computer. Typically this will be either a Com-
mand Line Interface (CLI), where the user types a series
of commands using the keyboard, or a Graphical User
Interface (GUI), operated with a mouse or similar point-
ing device. The interface allows the user to start and stop
programs, switch between programs, and create, copy,
and delete files (see page 60).

. F

User
g LE

Application

Some operating systems run on multiple types of hardware—for example, Linux
distributions are available that run on many different hardware configurations SOftwa re
from mobile phones to supercomputers and everything in between. This allows, S )
in theory, application software compatibility across different hardware plat- :
Operating

forms.
System
S

\

Similarly, some applications software is cross-platform or multi-platform, mean-
ing that it works on several different platforms. For example, Microsoft Office is »
available for both Windows and Mac OS X, while LibreOffice has versions for
Windows, MacOS, and Linux. Using the same application software on different
operating systems helps maintain file compatibility between the systems.

Hardware




Communicating with hardware - the operating system
controls all hardware devices such as disk drives, print-
ers, and screens that are attached to the computer. It does
this transparently to the user. For example, when a file is
saved in a word processing program, the user enters the
file’s name. The user does not need to know (or care) in
which physical platter or in which sector of the hard disk
the file will be saved. It is the job of the operating system

ware devices attached to the computer. This means a
piece of hardware can work even if it was released long
after the operating system was shipped: the device manu-
facturer simply writes a device driver to tell the operating
system how to communicate with the hardware. This is
why many devices require an installation CD when first
used — the CD contains the device drivers that must be
installed before the device will work.

to control the disk, telling the hard disk which data to
save, and in which sector to save it.

Operating systems use software called device drivers to
understand how to communicate with the various hard-

Common Operating Systems

Microsoft Windows—the most common operating system for
personal desktop and laptop systems. The latest version, Win-
dows 7, offers an improved user interface, a redesigned task
bar, performance improvements, improved security features,
and the latest version of Microsoft's web browser, Internet
Explorer.

MacOS 10—Apple’s OS for its Mac computers is based on
Unix, a system designed around security. Apple have added a
user-friendly graphical interface on top of this. MacOS only
runs on Apple hardware.

Unix—originally developed in the 1970s, Unix and Unix-like
operating systems are known for security, stability, and scala-
bility — the ability to take advantage of many types of hard-
ware configurations, such as multiple processors. These traits
make Unix a popular choice on high end hardware like super-
computers and mainframes. Embedded devices (see page 18)
which must run for long periods of time without restarting
often use Unix based systems. For example, the popular TiVo
Digital Video Recorder uses a modified Linux OS.

Linux—a ‘Unix-like” OS which is free software (see page 55).
There are many different versions of Linux, called distribu-
tions, aimed at different markets. Two common distributions
targeted at desktop users are Fedora and Ubuntu. Both pro-
vide a modern graphical user interface and feature a wide
range of free software.

SymbianOS —a popular OS for mobile phones, managed by
Nokia. Some sources suggest that Symbian has up to a 36%
share of the mobile phone market.

Android —based on Linux and developed by Google, this is
one of the newest phone operating systems. Android runs on
handsets from a variety of manufacturers (Google do not man-
ufacture phones) and has quickly gained market share.

OS share (desktops)

Linux
i0s 0.85% Other

S

Figure 3-1 Source: NetMarketShare

OS share (supercomputers)

Windows BSD
1.0% 0.2%

Flgure 3-2 Source: Top500 Project
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Figure 3-3 Operating systems control the many background tasks running on a computer, allocate resources to them, and moni-
tor computer performance.

Selecting and Installing an Operating System
| Most computers come with an operating system pre-installed by the manufacturer. This can be replaced with an alter-
native operating system, or upgraded to a new version of the existing operating system if one has been released. It is
also possible to install more than one operating system at once and choose which to use when the computer starts up —
this is known as dual booting. A dual-boot system presents a list of available operating systems to the user when it is
switched on. To switch between the operating systems, the computer must be rebooted.

When selecting and installing an operating system, there are several steps to follow:

1. Check hardware compatibility - ensure the operating system has device drivers for the hardware you want to use.
These may be part of the operating system or may be available on the hardware manufacturer’s web page.

2. Check software compatibility — ensure that any application software you need to run will work on the new OS
(including the specific version you are installing).

3. Check hardware requirements - operating systems have minimum requirements in terms of hard disk space, RAM,
and processor speed.

4. Obtain the operating system media and any licences required.

5. Back up any existing data you wish to keep and test the backup to ensure it works (see page 49).

6. Partition and format the hard disk — operating systems should be installed in their own partitions — separate areas
of the hard disk that appear as though they are separate disks.

7. Run the installation program and configure the operating system — including the language, keyboard layout, time
zone, and bundled software you wish to install. You will also need to create at least one user account at this time.

8. Activate or register the operating system — some operating systems, such as Microsoft Windows, require online or

| telephone activation before they can be fully used. Other operating systems offer you the chance to register the soft-

ware, perhaps in order to receive free updates or information.

9. Update the operating system — many operating systems have regular updates to boost performance and security.
These can usually be downloaded with an included utility program. It is good security practice to keep the operat-
ing system up to date (see page 95).

10. Install any required application software,

11. Restore any data from backup copies.



Utility software

Utility software is the basic software included with operating systems to performing common ‘housekeeping’ tasks,
helping to maintain and manage the computer. Examples of tasks performed by utility software include:
Disk defragmentation Optimises hard disk performance by arranging files into contiguous sectors (see page 48)
Backup programs Used to compress and back up important files (see page 49)
Encryption Secure files, folders, and disks in the event of theft or loss of the computer (see page 106)

System monitoring Monitors system resources such as processor and memory usage and optimises them to im-
prove performance (see figure 3-3)

Disk clean u Detects and deletes unneeded files, such as temporary files created by some applications, that
P porary ¥ PP
have built up over time. This helps reclaim valuable disk space.

Accessibility options  Sets options for disabled users, such as increased font size or screen contrast (see page 29).

Anti-virus software  Used to detect and remove malicious software such as viruses, Trojan horses, and spyware
(see page 96).

System updates Updates the operating system with the latest security and performance ‘patches’ released by
the software’s creators (see page 95).

Compression Used to compress files to save disk space or network bandwidth, and decompress them again
software (see page 124).

You are protected.
Anti-Virus Al securtty Features are warking correctly and are up to date

FREE EQINON

Security components and status overview

Anti-Virus .’ Anti-Spyware ::E?trirtjs)z -
{4 Active ' {4 Active

-)gggmpmg our pmducb

Resident Shield Update Manager
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—) License Anti-Rootkit
0| & Active ﬁ\ & Active

-

Disk Claanup is calculating how much space you will be
ableto fres on (C:). This may lake a few minutes lo
complete.

£ Compress this drive fo save disk space
{7} Mlow files on this drive to have conterts indexed in 3ddkion to
fie :

Figure 3-4 Disk clean up tools and anti-virus software are two common

examples of utility programs.
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Disk Fragmentation

Storage media like hard disks are divided into logical areas called sectors. When files are stored, one or more sectors are
used to store their data, Each sector can only contain the data for one file. In some operating systems, files are always
stored in the first available free sector. If a file needs more than one sector (which most do), the next available free sec-
tors are found, even if they do not occur in a continuous block. This causes disk fragmentation: a file is stored in several
sectors which are scattered across different parts of the disk. This can reduce disk performance because it is slower to
read or write sectors from many separate places than from continuous sectors.

Fragmentation in action

Step 1

In the first diagram below, five files have been saved to the disk (ITGS.doc, English.rtf, TOK.ppt, Science.doc, and Ge-
ography.doc). Each file is saved in a separate sector. Two of the files consume more than one sector (ITGS.doc and
TOK.ppt). In both cases, the two sectors that make up these files are in a contiguous block (i.e. they are next to each oth-
er). This is the ideal situation because they can be read very quickly. The final sector of the disk is free.

Step 2
In the second diagram, two files (English.rtf and Science.doc) have been deleted, leaving the third and sixth sectors free.

Step 3

In the third diagram, a new file (Art.tif) has been saved. Following the rules of the file system, the new file’s data goes
straight into the first available free space - straight after ITGS.doc. But this new file needs three sectors, and the gap is
only one sector, so two more free sectors need to be found elsewhere on the disk. The next free sector is after TOK.ppt,
but that is only one sector, so even more space is required. Another free sector is at the end of the disk, and this is where
the final sector of Art.tif is stored. The problem now is that Art.tif is split into three fragments, in non-contiguous
blocks. This makes reading Art.tif from disk slower, because the disk read head must move to multiple locations to ac-
cess the file.

With a large number of files, disk fragmentation can cause serious performance problems. The diagram below is only an
illustration: in reality, disk sectors are usually 4 KB, so there will be thousands of sectors on a high capacity disk. Like-
wise, most files will use many more sectors than illustrated here. On a frequently used hard disk, where data is often
saved, deleted, and amended, files can be divided into dozens or even hundreds of fragments, drastically reducing disk
performance.

ITGS.doc ITGS.doc ITGS.doc

ITGS.doc ITGS.doc ITGS.doc

FREE
TOK.ppt TOK.ppt TOK.ppt

TOK.ppt TOK.ppt TOK.ppt

FREE

Geography.doc Geography.doc Geography.doc

FREE FREE

Step 1 Step 2 Step 3




Defragmentation

Most operating systems include a defragmentation utility. These programs try to rearrange file allocations so files are

stored in contiguous sectors, and all
files within the same directory are also
stored together. This speeds up both
individual file access and directory
access. Some defragmentation pro-
grams, such as the one bundled with
Microsoft Windows, can give priority
to files which are accessed frequently,
such as those needed during the boot

(3# Disk Defragmenter 4

& Disk Defragmenter consalidates fragmented files on your computer's hard disk to improve system
performance, Tell roe mcre abigut Bk fefragmentes,

Schedule:

Scheduled defragmentation is tumed on -~ V@Conﬁguu ;chédule...
Run at 01:00 every Wednesday

Next scheduled rup: 27/04/2011 01:18

Current status:

process.

Some file systems suffer less from frag-
mentation than others: the reiser4 and
extd Linux file systems, and the Ma-
cOS X file system are all designed to
reduce fragmentation problems.

.« Data (D)

o« Software 1 (H:)

o wlomega Backupl (<)
| s Mail (Y2}
|« School (Z:)
|

OESMIEDY
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20/04/2011 11:21 (1 % fragmented)
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Only dizks that can be defragmented are shown,
To best determine if your disks need defragmenting right now, you need to first analyze your disks.

Figure 3-5 Disk defragmentation software optimises disk perfformance

Backups

Regularly creating and testing backup copies of data is an
essential computing task. Businesses rely on their cus-
tomer, product, and sales data to operate, while more and
more of our personal photos, music, documents, and
communications are stored only on computers. Data can
be deleted or corrupted due to hardware failure, software
errors, user error, or malicious software. Portable devices
containing important data - especially small devices like
USB flash drives — can easily be misplaced or stolen. Nat-
ural disasters like fires or floods can also destroy data.

Data can be backed up to a variety of devices including
internal or external hard disks, writeable optical disks
such as CD-Rs or DVD-RWs, or specialist backup devices
such as tape drives. There are also an increasing number
of online backup options available, where data is stored
on a remote Internet server.

A full backup is, as its name suggests, a complete backup
of all data on a computer system. An incremental backup
is used to backup only the files that have changed since
the last backup (either full or incremental). An incremen-
tal backup is quicker than a full backup because relatively
few files will have changed and need copying.

|A ¥ Analyze disk | I “;iﬂugm:ﬂl disk ]

W——
| Close

A backup of important data is no use if it is left next to
the computer and the building suffers from a flood, fire,
or theft, For this reason, backup copies should be kept off
-site in a secure location away from the main copy of the
data. Businesses will often invest in fire-proof safes in
which to store their backups. Remote ‘cloud’ based Inter-
net backup options are also helpful here.

Security of backups is also important. If data is valuable
enough to be backed up, it could also be valuable to a
potential thief. Although a computer system may have
usernames and passwords to prevent unauthorised ac-
cess, many people forget to apply the same security rules
to backup copies of data. Backup copies should always be
stored in an encrypted form and in a physically secure
location to prevent unauthorised access.

Many companies don'’t try to restore the data from their
backup copies until they have suffered some form of data
loss. In these situations, over 70% find that their backup
copies contain errors and not all data is retrievable'. An
important part of the backup procedure is to try to restore
the files from the backup on a regular basis — perhaps to a
spare hard drive. This will draw attention to any prob-
lems in the backup process so that they can be fixed be-
fore a real disaster strikes.
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Application software

In contrast to operating system software, application
software allows the user to perform tasks to solve prob-
lems, such as creating documents, managing finances, or
editing images. For this reason it is sometimes called
productivity software.

There are many types of application software, each spe-
cialising in a different task. Word processing software
allows the creation of typed documents such as letters,
memos, and business proposals. A word processor has
features optimised for text creation, including formatting,
spelling check, and language tools. Most word processors
also include numbered lists, index creation, and referenc-
ing or footnote features. Another common tool is mail
merge, which allows a single template document to be
customised for individual people —for example, creating
a thousand copies of a document each with a different
name in the greeting line (see page 192).

Desktop Publishing (DTP) software (also called page
layout software) allows the creation of documents such
as leaflets, brochures, posters, newsletters, and maga-

zines. DTP software is often confused with word pro-
cessing software, but DTP software allows much greater
control over the page layout than a word processor, and
can prepare documents for output on professional com-
mercial printers. These extra features may come at the
expense of some text-creation tools. Many authors create
their text in a word processor first and then import it into
DTP software for layout. See page 136 for more details on
using DTP software.

Presentation software focuses on the creation of slides
for giving verbal presentations, as is frequently done by
business workers, speakers at conferences, and teachers.
Presentation software typically revolves around a series
of text bullet-points and one or more images. Slides are
formatted to the size of a computer screen rather than a
printed page, and presentation software is almost always
used in conjunction with some form of overhead projec-
tor. Page 138 describes good presentation techniques.

Spreadsheet software is used to perform tasks involving
lots of calculations, such as managing finances or student
grades. Spreadsheets divide a worksheet into a grid of
cells labelled with letters and numbers. Individual cell
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references (for example ‘Al’) are used in
formulae to calculate values in other cells.
Spreadsheets support automatic recalcula-
tion so that if the value in one cell changes,
any other cells referring to that cell will up-
date to reflect the change. For example, if a
student's grade in one assignment is
changed, the cell containing the total score
from all assignments will automatically
change as well. See page 194 for more de-
tails.

Database software is used to create, store,
structure, and sort a collection of data about
a set of items, search for certain data using
queries, and produce printed reports. A
database may be relatively simple (like a
collection of DVDs) or more complex, like a
shop’s database of customers, suppliers,
products, and sales. In extreme cases, web
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sites like Amazon and Facebook use extreme-
ly complex Relational Database Management Systems
(RDBMS) to manage data about millions of items. See

page 143 for more details about databases.

Figure 3-7 Database software structures data in tables, fields, and records
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Figure 3-8 Spreadsheet software is used for calculations and data analysis
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graphics editing software (below) offer powerful
tools to manipulate video and images, but require
= computers with lots of RAM and a fast processor.
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Web browsers are an essential tool for many users, espe-
cially with the increased use of web based email, social
networking, and the development of cloud computing.
Modern web browsers have a variety of built in tools to
protect users’ security and privacy while online, and
some include extensions to allow additional features to be
added to the browser.

To design and create web sites, web development soft-
ware is used. This typically includes a code editor which
allows users to enter HTML, CSS, and JavaScript code.
More advanced programs also include a graphical editor,
allowing pages to be created without knowledge of
HTML. Web development software also lets users check
their web sites for compatibility with different web
browsers and with web standards. Page 198 explains how
web sites are developed.

Graphics software is used to create or edit digital images.

Basic graphics software allows the creation of images by
drawing individual pixels and shapes. More advanced

Creating this textbook

software provides powerful effects to manipulate images,
including adding blurs, changing brightness, contrast,
and colour levels, cropping and rotating images, and
adding special effects. Some graphics software even pro-
vides tools to mimic those used by an artist, such as pen-
cil, watercolours, or charcoal. Vector graphics software
focuses on the creation of images using mathematical
shapes. 3D rendering software allows the creation of 3D
objects which can be given colour, texture, and lighting,
and rendered to produce a final image. Expert users can
create 3D images which are hard to distinguish from real
photographs, and such images are often used in televi-
sion and film special effects. Computer Aided Design
(CAD) software focuses more on product design, using
3D graphics to represent components and allowing de-
signers to create prototypes within the computer. Page
115 contains more information about the types of
graphics software available.

Audio software is used to record, edit, and mix digital
audio. Multiple tracks of sound can be recorded and com-

A range of software was used to create this textbook, each program specialising in one part of the process:
e A word processor was used to create and edit the text, and spell check it. At this stage, no formatting of the text

was done.

® A vector graphics editor was used to create the diagrams and charts. The diagrams were saved as SVG files in case

future editing was needed, and exported as PNG files.

e  Graphics software was used to crop, resize, and alter the colour balance of the images. The DPI of the images was

also changed and the images were exported as TIF files.

e A DTP package was used for page layout and formatting. From there the pages were output as a PDF file ready for

professional printing.




bined, and various effects and fades can be
applied, as well as basic changes such as
altering the volume. Audio software is heavi-
ly used in the music, film, and television
industries, as well as by users who want to
record podcasts or enhance their home vide-
05.

Video editing software allows images,
sound, and video to be combined. Basic vid-
eo packages allow cuts to be made and sim-
ple titles to be added. More advanced soft-
ware can combine and overlay video and
images from multiple sources, synchronise
audio to video, and add special effects.

Multimedia software like Adobe Flash is
used to create interactive graphical presenta-
tions, as might be found on some web sites,
in simple games, or in some computer aided
training packages.
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Flgure 3-10 Audio editing software can record and edit digital audio (above) and
perform a wide variety of enhancements, alterations, and effects (below).
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Custom or Off-the-Shelf Software?

If off-the-shelf-software purchased from a store does not meet an organisation’s requirements, they can hire a software
development company to produce custom (also called bespoke) software tailored to their specific needs. This is useful if
an organisation’s needs are very specific and not catered for by mainstream software developers, but can also be more
expensive. Another alternative is for an organisation to develop its own software —the feasibility of this option will de-
pend on the IT expertise the organisation has. Page 310 covers custom software in more detail.
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Accounting software helps manage finances, from small per-
sonal finances to large businesses with hundreds of employees,
suppliers, and accounts being processed. Accounting software
is more specialised than spreadsheet software and includes the
necessary features to manage accounts payable, accounts re-
ceived, payrolls, sales, and billing, while maintaining the infor-
mation legally required for tax and auditing purposes. Double
entry book keeping is required by many users, while large
companies may need the ability to operate using multiple cur-
rencies or with multiple sets of rules and processes depending
on the country of operation. Because many of these functions
are so specialised, accounting software is often customisable to
suit each individual user’s needs.

Note taking software is designed for users who frequently
attend lectures, classes, or conferences. It differs from word
processing software because the text entered is free-form —it is
not restricted by the structure of lines on a page, unlike a word
processor. Note taking software also allows easy integration of
diagrams, images, audio and video recordings into documents.
Often touch input devices are used to enter handwriting into
note taking software, which may or may not be converted into
editable text using OCR techniques.

Often separate application programs which perform related
tasks are sold together in application suites. For example, an
office suite might contain a word processor, spreadsheet,
presentation program, and other tools commonly used by busi-
nesses. A web design suite might include web development
software applications and graphics design software. An ad-
vantage of application suites is that their price is often lower
than buying each program separately and, because the pro-
grams are all from the same company, they are likely to inte-
grate with each other much more effectively.
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Figure 3-11 Presentation software (top) is widely used by
teachers and conference speakers. CAD software (above)
facilitates product design. Accounting software (below)
keeps track of finances.
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for accounting and similar tasks. Spreadsheets
are not suitable for storing data such as lists of
contacts or product information. See page 143
for more information about databases and
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Software Licences

Computer software is a form of intellectual property and
is therefore protected by copyright laws. Different types
of software have different restrictions on how the soft-
ware can be used, including the circumstances under
which it can be sold or copied for other users, whether
the source code is available, and whether you are allowed
to modify the software.

Commercial software is software which is licensed or
sold for profit by the companies that create it. When you
buy commercial software you are in fact buying a licence
to use the software. Commercial software has very strict
licences preventing you from making copies of the soft-
ware for other users, from having access to the source
code, and from changing the software. Microsoft, Adobe,
Apple, and IBM are very large companies that create a lot
of commercial software.

Shareware is software which is distributed for no cost
and is free to use for a limited period of time. After that
period of time (usually 30 days), the user is expected to
pay for the software if they continue to use it, or delete it.
Some shareware may stop functioning after the time peri-
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od expires, or the software’s author may rely on the hon-
esty of users to pay if they find the software useful.

Freeware can be distributed for no cost, but the soft-
ware’s copyright is still maintained by the author. This
means that although you are allowed to copy the soft-
ware you are typically not allowed to modify it or sell it.
Freeware should not be confused with open source soft-
ware, which grants more rights.

Public domain software is software for which the creator
has relinquished all rights. This means that anyone can
do anything with the software including selling it, chang-
ing it, and giving it away. Software typically becomes
available as public domain if its copyright has expired or
if the creator has specifically waived their rights under
copyright law.

The central idea of Free and Open Source Software (also
called open source, FOSS, or software libre) is that users
have the freedom to use the software as they please. The
source code of FOSS is always available for anyone who
wants it. This makes it possible for users with program-
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Figure 3-12 The office suite LibreOffice (a branch of OpenOffice) and the web browser Firefox are two very well known examples of

FOSS.

Why use commercial software?

There are several reasons that companies and people still pay for commercial software, even though similar FOSS pro- .
grams are available, Some of the advantages of commercial software include better technical support, which is usually
available from the manufacturer, including telephone support, user manuals, and web site forums. Sometimes support
for FOSS can be more difficult to find. Commercial software is often designed to be integrated with other products from
the same software company (for example Microsoft’s Internet, Office, and database products integrate very well). For a
company this can help improve work flow and helps provide a consistent user interface. It also means that if a problem
occurs, there is no need to contact multiple companies to establish where the fault lies.

Finally, because commercial software is much more common than FOSS in many industries, staff with relevant experi-
ence and training may be more readily available (and therefore cheaper) than those with the relevant FOSS skills. This

is particularly true for desktop applications.
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Licence Price
Commercial Not free
Freeware Free
Shareware Free initially
Public domain Free

Free and Open Source  Free or sold

SIS MY

Redistribution allowed Re-selling allowed = Modifications allowed

BRRBX
8ERXR®

Figure 3-13 Each type of software licence presents different freedoms and restrictions

ming experience to alter the software, adding features,
fixing bugs, and customising the software to suit them-
selves. Users who make changes to open source software
must publish their changes under the same licence: this is
done to allow everyone to benefit from the improve-
ments.

Unlike commercial software, users of open source soft-
ware are encouraged to distribute the software freely to
other users, and make changes they find desirable. Con-
fusingly, it is even permitted to sell open source software,
provided that you still follow the rules of making the
source code available to users for free. Companies often
create customised versions of FOSS and make money by
selling boxed versions complete with user support and
documentation, which would not be available in the free
versions.

office suite, the Firefox web browser, and the MySQL
database programs, all of which are used by thousands of
users worldwide.

Free and Open Source Software should not be confused
with freeware. While freeware is free (no cost), Free and
Open Source Software is ‘free as in freedom’ - it gives you
the freedom to use it as you wish.

— - 1 o o - - . 1 0 T 7 1 S T o o,

Common Mistake

A common mistake is to think that because the source
code is available, anyone can maliciously edit FOSS
and damage your computer. Of course, this is not cor-
rect— even if a malicious user does alter the source
code, they still have to install the new, altered, software
on your computer. If a malicious user has access to

-

install software on your computer, it is irrelevant
whether the software is open source or not —you have
a large security problem regardless!

Perhaps the most famous examples of open source soft-
ware are the Linux operating system, the LibreOffice

S S ———

S ———

Open source versus Closed Source

Commercial software companies consider the source code of their software to be hugely valuable business assets. Pro-
grammers of free and open source software on the other hand openly encourage users to download, view, and change
the source code. Why is there such a difference in viewpoints, and why is source code such a big concern?

Source Code

A program'’s source code is the instructions that make up the program. Computer programmers write source code in a
programming language such as C, Java, or Basic, which are much more readable for human beings than the binary that
computers understand. Source code has to be converted into binary (executable) code by a translator program before it
can be run by the computer. This is a one-way process: source code can be translated into executable code, but executa-
ble programs cannot be converted back into the original source code. This is important because it means that if the pro-
grammer wants to make further changes to the program, the source code is needed.

Free as in Freedom

Programmers of free and open source software (FOSS) make their source code available to anyone because they want to
encourage sharing and innovation. A common philosophy is that a person should be able to make changes to their soft-
ware to suit their needs. Because FOSS also requires users to publish the source code for any changes they make, every-



one can benefit when somebody improves the software. Thus if somebody creates, for example, an improved grammar
checker for the popular LibreOffice software, they must make that code available so that everybody can benefit from the
new features.

For the same reason, commercial software companies keep their source code tightly guarded —because they make a
great deal of money not just by selling initial copies of the software, but also by selling upgrades and new versions. By
being the only company to make these new versions available, they can harness the market.

Is Open Source more secure?

Security is a big topic in IT, and especially in open source softwate, Proponents of open source software often use the
argument that because many people have examined the source code (because it is freely available), there is a higher
chance of security problems being spotted — and therefore a higher chance that somebody will fix them. They also argue
that because security problems can be spotted, users are aware of their security situation and can make informed deci-
sions about what products to use and which to avoid. They argue that security bugs in commercial software may only
be known to the developers, leaving users to make uninformed decisions.

On the other hand, some argue that open source software is less secure, precisely because the source code is available.
They argue that malicious users can use the source code to spot security problems and, instead of reporting or fixing
them, exploit them.

Transparency

One big advantage of open source software is transparency: because the software it available for all to see, the way the
software works can be verified. In some situations this can be vitally important —for example, in an electronic voting
machine (see page 295), the source code could be used to prove that the software counts votes correctly and does not
accidentally or deliberately manipulate the results. With commercial software, this would not be possible.
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Commercial Licences

Users of commercial software need an appropriate licence
to use it in order to comply with copyright laws. There
are several types of licence — though not all software com-
panies sell every type. The terms and conditions of the
software licence usually forbid certain practices such as
modifying the software, and are covered in the End User
Licence Agreement (EULA) which you approve when
you install the software.

Single user licence — allows only one user to use the soft-
ware. It may allow installation on several computers (for
example, a laptop and a desktop) but only one copy
should be used at once.

Multi-user licence or concurrent licence — Allows a fixed
number of users to install and use the software. The num-
ber of users is specified when the licence is bought. Often
companies sell multi-user licences for three or four users,
aimed at families who want to install the software on
each computer in a household. The number of concurrent
users can be checked by having the software ‘phone
home’ every time it is run, or by using a network server
on a LAN to manage and keep track of licences.

Site licence — Allows the software to be installed on as
many computers as desired, and used by as many users
as needed, provided that they exist in the same organisa-
tion or on the same physical site. Site licences are useful
for large organisations who might have fluctuating num-
bers of computers and do not want the difficulty of keep-
ing track of individual licences. Because of their flexibil-
ity, site licences are expensive. They often come with dis-
counts for upgrading to new versions of the software.

Copy protection mechanisms

Software companies have tried many methods to protect
their software from illegal copying and distribution
(sometimes called piracy). Some software embeds the
name of the authorised user into it, allowing the source of
any illegal copies to be identified. A more common ap-
proach is the use of serial numbers, found in the soft-
ware’s packaging and entered during the installation
process, to uniquely identify copies. The software may
register the serial number online during installation to
prevent the same number being used multiple times.
Product activation is another common method in which
the software contacts the software company’s servers and
sends identifying information such as its serial number,
user, location, and even machine specification. Software
which detects it has been installed on unauthorised com-
puters (for example, by checking the machine specifica-

Paying for FOSS

Free and Open Source Software does not always cost
nothing. FOSS gives you the right to sell it, and some
companies make money by selling the software along
with hardware, installation, documentation, and tech-
nical support services. Business users in particular are
often willing to pay extra for value added features such
as technical support, especially businesses who may lack
their own IT staff. For example, Red Hat
(www.redhat.com) sells Red Hat Enterprise Linux,
aimed at enterprise and mainframe users, from its web
site, together with paid subscriptions which offer tech-
nical support and software updates. Although the
source code of Red Hat Enterprise Linux is also freely
available under a FOSS licence, it does not come with :
any of this support.

tion and comparing it to the specification of the machine
on which it last ran) may stop functioning or enter a re-
duced functionality mode.

Many games CDs and DVDs use copy protection meth-
ods including Digital Rights Management (DRM) to stop
duplicates of the disks being made. This reduces the
number of illegal copies by making copying difficult and
by programming the software to require the original disk
to be present in order to work.

Software organisations such as the Business Software
Alliance (BSA)} and the Federation Against Software
Theft (FAST) represent software companies and work to
reduce illegal copying. Their campaigns include lobbying
governments for stricter copyright enforcement, and edu-
cating users about copyright. The BSA also offers rewards
in some circumstances for people who report cases of
copyright infringement to them. A 2010 report by the
BSA estimated the global piracy rate to be 43%, with the
total value of pirated software being $51.4 billion world-
wide®.

Cloud Computing

Cloud computing is a relatively new phenomenon in
computing which takes a different approach to the stor-
age and availability of software and data, Instead of being
stored on a local computer or network server, cloud com-
puting applications are web-based, stored on a remote
server on the Internet (‘in the cloud’). To use cloud com-
puting applications, the user starts their computer as usu-
al (so an operating system is still required) and then uses
their web browser to access the cloud computing system.
After account authentication, the application software
runs inside the web browser. When the user saves their



data, that too is saved ‘in the cloud’ - on the remote Inter-
net server, No data is stored on the user’s computer.

Several large companies now offer cloud computing ser-
vices. Google Apps is one such system which offers word
processing, spreadsheet, and presentation software to

Advantages

Software and data are available from any location that has
Internet access, regardless of the computer being used.

There is no need to manage, maintain, and upgrade a net-
work of computers with lots of application software in-
stalled. Upgrades to the cloud software are automatically
available on all computers immediately.

Reliability & Integrity: there is less need to maintain back-
up and test procedures for data stored on the cloud.

Some cloud computing applications let multiple users work
simultaneously on the same document (collaborative work-
ing).

Internet %

Working on the move

Figure 3-15 Cloud computing users can
access their work from any Internet

connected device. Working from home

users with a Gmail account. Google also provides en-
hanced services for education and business users. Mi-
crosoft’s Office Web Apps offers cloud computing ver-
sions of their popular Office software for free, but with
only basic features enabled. Zoho Office Suite also pro-
vides many cloud based applications for users.

Disadvantages

Reliability: A fast and reliable Internet connection is re-
quired. Unreliable connections may result in inability to
work for long periods of time. If lots of users are using the
cloud computing system, a lot of bandwidth is needed.

Security: You are reliant on the cloud computing provider
having adequate security measures to prevent your data
falling into the hands of unauthorised users both during
transit and when stored on the remote server.

Reliability & Integrity: You are relying on the cloud com-
puting provider to have adequate backup procedures to
prevent loss of data if their systems fail.

Globalisation and Cultural Diversity: There are concerns
about the legal status of data stored on cloud computing
servers in different parts of the world, Varying interna-
tional laws may mean that data is subject to government
inspection or may be considered illegal, even though it
would not be in the user’s home country.

A e

Working from office LAN
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User Interfaces
Graphical User Interfaces (GUI)

A graphical user interface (GUI) uses visual buttons,
menus, icons, and windows to represent different parts of
the computer, including the hardware, software, and da-
ta. A GUI is usually controlled by a pointing device like a
mouse, although a variety of hardware can be used in-
cluding touch sensitive devices and even voice command
software (see page 21).

GUIs are often considered easier for users, particularly
those with limited computing skills or experience. They
remove most of the need to remember the complex com-
mands that are needed for Command Line Interfaces.
Most modern operating systems have a GUIL

Command Line Interface (CLI)

In a Command Line' Interface (CLI), the user interacts
with the computer solely by typing commands. Depend-
ing on the command, the user may also specify additional
parameters such as the files to operate on, or options to
control exactly how the command works. Command line
interfaces were some of the earliest computer interfaces,
and most modern operating systems have a command
prompt (also called a terminal) built in. In Windows, the
command prompt can be accessed by clicking Start, Run,
and typing ‘cnd’ and pressing enter. In Mac OS X, the
“Terminal’ tool is available in Applications, Utilities.

Since many modern operating systems use graphical user
interfaces which are easy and fast to use, it can be hard to
see why anybody would choose to use a command line
interface. However, for some tasks, especially those that
need to be performed on multiple files or objects, com-
mand lines make work quicker and easier. For example,
listing all files in a folder is easy in a GUI—but saving the
list to disk, or printing it out, is much harder. A com-
mand line makes such tasks very easy.
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Figure 3-17 Command Line Interfaces are powerful tools for those
who know the necessary commands and options

Similarly, copying every file ending in .doc, or every file
modified since a certain date (regardless of which folder
they are in) to another disk would takes hours using a
GUI and would be error prone. But a single typed com-
mand can be used to perform that task.

Command line interfaces often employ wildcards to in-
crease their flexibility. A wildcard is a character that
stands in for other characters. For example, in the Win-
dows command line, the ? and * characters are wildcards.
The former represents ‘any one character’ while the latter
represents ‘zero of more characters’. So the command
dir important.* will list any file or folder called
‘important’, regardless of its file extension.

Menu Driven Interface

Menu-Driven Interfaces (MDI) let the user make selec-
tions from a series of predetermined options. Options
may be spread across multiple screens or menus. Auto-
matic bank tellers (ATMs) are a common example of
menu driven interfaces: the user chooses from some ini-
tial selections (‘Cash’, “Transfer’, ‘Balance’), and then fur-
ther menus appear depending on the option selected
(‘Cash’ usually leads to different options for different
amounts of cash, or the option to specify your own
amount).

MDIs may also be used in restaurants where the cashier
must select from a fixed but quite large range of products.
Initial menu options might include the food type (starter,
main course, dessert), with sub options for each specific
item (salad, soup, etc.).

Figure 3-16 A graphical user interface controlled by touch



Flgure 3-18 Graphical user interfaces are found
in most modern operating systems including
Windows {below) and Linux (right).
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Getting Help

Commercial software applications sometimes include a printed user manual with installation instructions, descriptions
of the software’s features, and tutorials to complete common tasks.

Read me files are often included with software programs and detail last minute changes or known problems which
may not have been included in the printed documentation. Read me files are often included with updates to explain

what has been added in the new versions.

Increasing, the web is used to provide user support. Both commercial and FOSS applications often have dedicated web
sites with documentation, FAQs (Frequently Asked Questions) and tutorials. If users cannot find an answer, online

forums run by the software company or
members of the software community can
provide an invaluable source of help.

Programs can also include online help.
Context sensitive help provides assistance
for the specific feature being used when
the user requests help. Wizards (called
Assistants in MacOS) can guide users
through a complex task by breaking it
into steps and asking a series of questions
— they are often used for software installa-
tion and configuration.

Third party documentation, in the form
of tutorials or printed books, are also a
common source of help. Most book shops
carry a range of books for different appli-
cations and levels of ability.

i e ' R P ==

How do you want to connect?

ﬂmﬁ.' S

Connect using a wireless router or a wireless network

Broadband {PPPoE)

Connect using DSL or cable that requires a user name and password.

=P

Dial-up

Connect using a dial-up modem or ISDN,

Figure 3-19 A wizard guides a user through connecting to the Intemet
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Software Reliability

All IT systems are a combination of hardware, software,
people, and data. Problems with any of these parts, or a
combination of them, can cause an IT system to fail. All
software contains bugs — errors and mistakes made by
the programmers as they create programs. As software
complexity increases, so does the number of bugs, and as
software becomes more commonplace in our lives, so the
chances of these bugs affecting us also increases.

In recent years major email, social networking, and VoIP
services have all suffered large scale ‘blackouts’ of their
services. While these may lead primarily to inconven-
ience, other failures can have much more serious impacts.
Failure of banking networks or credit card authorisation
networks can cause serious problems for businesses that
rely on these services, especially online transactions, cost-
ing business and possibly future customers. In the worst
cases, computer failure can cause physical harm to peo-
ple. Systems where failure could cause injury or death are
known as safety critical systems, and special measures
must to taken to keep the number of failures as low as
possible, as well as to fail safely when a problem does
occur. Some (in)famous software bugs are described here.

Year 2000 problem or ‘Millennium bug’

Although not technically a software bug, the Year 2000
problem reveals a lot about the assumptions humans
make when using computers. Computer software created
before the 1990s often stored dates using two digits in-
stead of four. This was to save money: memory was ex-
pensive and every digit saved helped. As the year 2000
approached, a problem became apparent: these systems
represented the year 2000 as ‘00" — a figure which is small-
er than the preceding year ('99’), and indistinguishable

Figure 3-20 An artist's impression of the doomed Mars Climate
Orbiter probe

from the years 1900, 1800, and so on (all also ‘00’). This
caused problems with some date calculations: in 1999, a
person born in 1980 would have their age correctly calcu-
lated (99-80 = 19 years). But a year later, that same calcu-
lation would produce invalid results (00 - 80 = -20 years)!

The millennium bug received enough publicity before the
year 2000 that most problems were fixed. However, there
were some instances of credit cards being refused because
their expiry date was considered to be in the past, and
similar errors.

Denver Airport Baggage System

This system was designed to automatically transfer pas-
sengers’ bags from the check-in desk to the aircraft. It was
due to open in October 1993 but was delayed until Febru-
ary 1995, at a cost of over US $1 million per day (in addi-
tion to the $234 million initial costs). This system high-
lighted how hard it is for computers to work in the real
world: the problems faced included bags falling out of
baggage carts, getting stuck on carts or in conveyor belts,
and labels getting dirty, preventing the computer from
reading them. The system was abandoned in 2005, partly
because it was costing $1 million per month to maintain®

National Cancer Institute, Panama City
In 2000, in a series of accidents at least 28 patients re-
ceived overdoses and 18 later died after a computerised
treatment system miscalculated radiation doses. A meth-
od used by doctors to get around a limitation in the soft-
ware sometimes resulted in miscalculated doses.

The doctors were required by law to manually confirm
the radiation dose calculations before treatment, but did
not do so. As a result, two of them were subsequently
sentenced to four years in prison®,

Mars Climate Orbiter

The Mars Climate Orbiter was designed to land on Mars
and study the Martian surface, but it was destroyed as it
attempted to land because, NASA believe, it entered the
atmosphere at a higher speed than intended. The official
accident report discovered that some of the software de-
velopers for the project had used metric units (Newtons)
for their calculations, while other developers had used
Imperial units (pounds). This simple miscommunication
over which units were being used caused the incorrect
speed which led to the loss of the $327 million probe*.



Case Study: Therac-25

Therac-25 was a computer controlled machine for administering radiation treatment to cancer patients, manufactured
by Atomic Energy Canada Limited (AECL). Therac-25 had two modes: a lower energy electron mode designed to focus
on a specific part of the body, and a high energy x-ray mode designed to distribute energy over a wider area of the
body. A tungsten shield moved into place during the x-ray mode to protect the patient from harm. The shield was not
needed during the lower energy electron mode. Therac-25 was first used in 1982 and reused software from Therac-6 and
Therac-20. Because there had been no problems with those previous machines, the Therac-25 designers removed hard-
ware safety locks which physically prevented certain erroneous conditions. This was to be a critical mistake.

Accident 1, June 1985. This accident caused a large overdose to be given to a breast cancer patient. A nurse noticed the
patient was ‘warm’ after treatment but the hospital denied any mistake. Indeed, the patient was sent for future treat-
ments. However, she had been severely injured, lost the use of one of her arms, and had to have both breasts removed.

Accident 2, July 1985. A Therac-25 machine gave an error message during treatment. The machine displayed the mes-
sage ‘No Dose’, prompting the hospital technician to start the machine again. The technician did this five times, not real-
ising that each time, the patient had in fact been given a radiation dose. Overall, the patient received 13,000 — 17,000
rads (200 rads is a typical dose and 1000 rads can be fatal). After this accident, an AECL engineer investigated the
Therac-25 machine but was unable to determine the cause of the fault.

Accident 3, December 1985, Accident three was similar to accident 1, The patient eventually recovered from his inju-
ries. After this accident, hospital staff contacted AECL about problems with the Therac-25 machine. A month later
AECL replied, stating ‘After careful consideration, we are of the opinion that this damage could not have been produced by any
malfunction of the Therac-25 or by any operator ervor’ and ‘[there have] been no other instances of similar damage to other pa-
tients.’

Accident 4, March 1986. This accident was one of the most severe: a Therac-25 machine paused with a ‘Malfunction 54’
error during the treatment. As in accident 2, the technician was prompted to restart the machine, and did so. Unfortu-
nately she had stumbled onto two faults in Therac-25 at the same time: one which gave a (single) overdose to a patient,
and the ‘No Dose’ error. The patient received two large overdoses and died five months later. A contributing factor was
broken audio/visual equipment, stopping the nurse seeing that the patient was hurt and trying to escape the room.

Accident 5, April 1986, In the same hospital as accident 4, with the same technician, the same ‘Malfunction 54’ error
occurred. This time the technician stopped treatment immediately, but it was too late: the patient received an overdose,
suffered severe neurological damage, and died three weeks later. After this accident the operator remembered the se-
quence of input she had made to cause the ‘Malfunction 54° error message. Working with the hospital’s physicist, she
was able to eventually reproduce the error message at will. The speed at which the data was entered was critical in
causing the error to occur. If data was entered and then quickly altered, the error would occur. The next day they re-
ported this to an AECL engineer and two days later AECL acknowledged the error. Further testing revealed the dosage
during the error to be up to 25 times higher than the amount required to kill a person.

Accident 6, January 1987. Despite the cause of the fatal overdoses being known, a Therac-25 machine at the same hospi-
tal as accident 3 was still in use. A technician received an error message during treatment of a patient and an overdose
was administered. The patient died three months later.

By the time Therac-25 was removed from service, three people had been killed and three more seriously injured. The
system had two main faults. The first, ‘Malfunction 54', gave an overdose to the patient because the software did not
move the tungsten shield into place during the high powered x-ray mode. The second error, ‘No dose’, caused a false
message to be displayed, even though a radiation dose had been delivered. This fooled the operators into giving a se-
cond (normal) dose, thus causing an overdose. Accident 4 was particularly unfortunate because both errors occurred,
giving the patient multiple overdoses. The tragedy of Therac-25 is that the programming errors were very simple errors,
and existed in all previous versions of Therac but had been prevented by the hardware safety locks — the same safety

5,6,7

features the Therac-25 designers removed because of the unbroken safety record of Therac-6 and Therac-20™".
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Chapter Review

Key Language

accounting software
application software
application suite
assistant

audio software
automatic recalculation
backup

browser

Business Software Alliance
closed source

cloud computing
command line interface
commercial software
compatibility
concurrent licence
copyright
cross-platform

database software
defragmentation

desktop publishing software
device drivers

DTP

End User Licence Agree-
ment

Federation Against Software
Theft

firewall

fragmentation

free and open source soft-
ware

freeware

frequently asked questions
full backup

graphical user interface

graphics software
GUI

incremental backup
mail merge
menu-driven interface
multi-user licence
multimedia software
network licence

open source
operating systems
platform

presentation software
product activation
productivity software
public domain

read me file

restore (a backup)

safety critical system
serial number

shareware

single-user licence

site licence

source code

spreadsheet software
JIO)

tutorials

user interface

utility software

video editing software
voice controlled interface
web development software
web-based software
wizard

word processing software

r?xercise 3-1

Choose one scenario and produce a short persuasive presentation justifying either switching to FOSS or continuing to

use commercial software. Your argument should take into account the specifics of the scenario. [10 marks]

Scenario 1 A large business has offices all over the country in many towns and cities. Each location has between 10
and 100 computers on their own network, with a server. Each office is connected to the main office in the capital city.
The company has a 4 year hardware life-cycle. They run Microsoft Windows, Office, and Exchange. They have an up-
grade agreement so they get big discounts on the latest Microsoft versions.

Scenario 2 A medium sized photographic and printing business has 50 desktop computers and 2 servers. The comput-

ers are about 5 years old. They mostly run Windows XP, with some still using Windows 2000. The desktops all use
commercial software such as Photoshop, Internet Explorer, and Outlook. Staff frequently exchanges emails and files
with clients who mostly use Windows.

Scenario 3 A large secondary school with 800 students has two computer laboratories with 50 Windows PC in total,
and one learning resource centre with 20 Apple Macs. The school also has laptop carts with Windows netbooks that
can be moved from classroom to classroom. A significant number of students also bring their own laptops to school.
The school wants to increase the number of laptops available in the carts, increase the use of e-learning by teachers,

and decrease total cost of operations - but they are unsure of the direction to take their IT strategy.

You will need to research both types of software —a good persuasive argument is balanced and covers all angles. You
should refer to specific examples of software and apply them to the scenarios.

J

b
Exercise 3-2

Perform additional research on the Therac-25 case (sources for further reading are given). Split into pairs, with each

pair representing a major stakeholder: AECL, the Therac-25 programmers, the hospital managers, and the patients.

Consider whether the responsibility is the same for each accident. What might have been done instead? Prepare a de-

bate to discuss the question "Who is responsible for the injuries and deaths caused by Therac-25?". [10 marks]

J
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Exercise 3-3
Match the terms on the left with the definitions on the right.

1) CLI A) The instructions which make up a software program
2) Public domain B) Software which is sometimes needed to make a new piece of hardware work
3) Application soft- C) One method used to reduce illegal copying of software
ware
4) Freeware D) When software and data are saved on remote Internet servers
5) Device drivers E) Software which helps users perform work, such as creating documents
6) Source code F) A system that lets users control the computer by typing commands
7)  Serial number G) A reduction in disk performance when files are repeatedly changed over time
8)  Full backup H) Software which can be freely distributed but not usually changed
9) Cloud computing I) Software over which the author has given up all rights
10) Operating system J) A single document which is automatically customised for many individuals
11) Fragmentation K) A complete copy of all data on a system
12) Mail merge L) Software which manages the computer hardware and provides a user interface

\ J

(Exercise 3-4

Research three famous computer failures. Describe the events, including the cost (in money or materials) of the failure.
Try to determine whether the failures were caused by errors with hardware, software, people, or data. [12 marks] |
p S = /
(Exercise 3-5

Every computer system has bugs—it is impossible to build a computer system that is 100% reliable. This means we
need to build computer systems that are ‘safe enough’. How could we determine an acceptable failure rate? What

would be an acceptable rate for software controlling an aircraft or a medical device? Explain your answer. [4 marks]
A

A

Exercise 3-6
An online advert for a computer shows the following specifications:
Intel Pentium 4 2.0 GHz single core
1 Gigabyte (GB) DDR RAM Memory
40 GB Hard Drive
CD Drive (Plays Music & Data CD's)
10/100 Networking (Cable-DSL Internet Ready)
8 x 2.0 USB Ports
Microsoft Windows XP,
Office suite CDs included (Open Office is Microsoft Office compatible), anti-spyware and Anti-
virus software
Also Includes: Power cables, Keyboard, Mouse, New Speakers

(a) State the amount of: [2 marks]
i. Primary storage
ii. Secondary storage

(b) Define the term operating system. [2 marks]

(c) Discuss whether this computer would be a suitable purchase for an student starting IB year 1. [6 marks]

e e e = S
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Chapter 4

Networks

Objectives

Describe the roles performed by computers on a network
Distinguish PAN, LAN, MAN, and WAN networks
Describe the types of LAN networks which exist

Explain the ways computers can connect to a network
Explain how computers communicate on a network
Explain how network performance can be monitored
Explain the impacts of network failure
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Networks

Networks are increasingly important as more devices like laptops, PDAs, and smart phones feature wireless network-
ing options. The Internet has grown from 361,000,000 users in 2000 to 1,971,000,000 users just ten years later. Networks

. allow global collaboration and sharing of information and ideas like never before. In this chapter you will discover how

networks operate and how it is possible to locate and access information on computers across the world from the com-

fort of your home.

Network Components

Clients and Servers

Computer networks exist in many places, from small
home networks with just a few family computers, to huge
corporate networks with thousands of devices attached.
All but the smallest of networks tend to be client-server
networks —the computers attached to the network act in
one of two roles —as servers (of which there tends to be
fewer) or as clients (of which there tends to be more).

Servers are computers that are assigned responsibility for
certain tasks for the whole network, and provide services
to other computers (the clients). File servers store users’
files and data, and control access to them. Application
servers perform a similar function for software applica-
tions, which can be delivered to any client computer on
the network. They may also manage software licences
(see page 55). Print servers manage any printers attached
to the network, controlling access to them and maintain-
ing a queue of documents waiting to be printed.

Many organisations have large databases of information,
either for internal use by staff or external use by custom-
ers. A database server hosts this information and manag-
es access to it.

Several security functions are also performed by servers.
An authentication server, sometimes called a domain
controller, is responsible for processing login requests
and determining whether a user should be allowed access
to the network and its resources. If a network is connect-
ed to the Internet, a server will often be dedicated as a
firewall, managing security of information coming in and
out of the network (see page 73). If an organisation hosts
its own web site, rather than using an external hosting
company, it will need a web server to store the web pag-
es and serve them to users who connect. Similarly, an
email server handles email for a network if an external
service is not used.

In smaller networks one server may perform several or
even all of these tasks, while on large networks each task
may have an individual server, or even a group of serv-
ers, dedicated to it. Server computers normally have a

68

higher specification than regular desktop computers be-
cause they must deal with many clients requests at once.
They often feature multiple processors and extra RAM. If
the server is responsible for storing a lot of data such as
user files, a web site, or a shared database, it will proba-
bly have multiple hard disks offering several terabytes of
storage, often arranged as a RAID array for maximum
reliability and fault tolerance (see page 38).

Client computers are regular desktop, laptop, or mobile
computers that connect to a network to use its services.
Small home networks may feature only two or three cli-
ent computers while a large business may have hundreds
of client computers in one location or spread across the
country or the globe. When connecting to a network, cli-
ents normally have to authenticate themselves using a
username and password.

Shared devices

Sharing devices such as printers over a network provides
many benefits, Most obviously, if an item such as a print-
er is attached to one computer and shared, there is no
need to buy a separate printer for every user, thus saving
large amounts of money. Most printers are not used con-
stantly, so even a large number of users can share just one
device without having to wait in line. Sharing devices
also means users have a choice of devices—for example
choosing between a low quality black and white inkjet
printer and a high quality colour laser.

. -
Figure 4-1 Many modern servers are blade servers, making it
easy to connect many of them into a server enclosure (above).



Figure 4-2 Network hub

Shared devices may connect directly to a network hub or
switch using an Ethernet or USB connection, or they may
be attached to a server or client computer. In the latter
case they will only be accessible if the connected comput-
er is switched on and if they have been explicitly shared
by the owner.

Hubs, routers, and switches

Hubs and switches are both used to connect multiple
computers on the same Local Area Network (LAN).
Routers have a slightly different task: they connect two or
more separate networks. For example, a switch will con-
nect all the computers on a school network, while a router
will connect the school network with another network,
such as the Internet. The router acts as a gateway through
which all data entering and leaving the network passes.
This enables a router to perform a number of additional
tasks, including filtering information that passes through
it (perhaps only allowing access to certain computers).

Broadband routers are often supplied by Internet Service
Providers (ISPs) when installing Internet access at a home
or small business. Broadband routers effectively combine
the functions of a router (connecting your home network
to the Internet), with the features of a switch (allowing
you to connect multiple computers to form a home net-
work).

Hubs, routers and switches all perform a similar basic
task, but the way in which they operate is different and
has implications for network performance and
cost. Hubs, routers, and switches all include a
number of Ethernet ports, allowing multiple com-
puters to be connected to them. The number of
ports depends on the model: 8, 16, 32 and 64 ports
are common configurations. If a network adminis-
trator needs more ports it is easy to link two or
more devices together. Many devices also have l

Data for 192.168.0.8

Network Hub

TN ,

Wi-Fi capabilities to allow clients to connect wire- l l l
lessly. Most feature a series of status lights to indi-
cate whether a cable is connected at both ends i f e s

X - connee e, NSy . e
(this is useful when trying to fix a network con-
nection where the cable is many metres long), and
whether data is being sent over the connection.
The difference between hubs, switches, and rout-
ers is how they broadcast data.

192.168.0.6 192.168.0.7 192.168.0.8 192.168.0.9

Hubs are the most basic and cheapest of these Data for 192.168.0.8

devices: when a hub receives data, it simply re-
broadcasts it to every connected device—
including the one that sent it! Computers simply
ignore data if it is not intended for them. This
method of operation has implications for network
performance because a lot of bandwidth is wast-
ed sending unnecessary data over the network.

Network Switch

Switches are like smarter versions of hubs. They hﬂ u‘ b“ b‘l
inspect the data they receive to determine the
intended destination, and then forward it to only
the intended recipient. This saves a bandwidth

compared to a hub.

192.168.0.6 192.168.0,7 192.168.0.8 192.168.0.9
Figure 4-3 Hubs broadcast data to all connected computers (top), while

switches send it only to the intended recipient (bottom)
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Network Architecture

Network architecture refers to the way computers are
logically organised on a network, and the role each takes.
In a client / server network, one of the most common
architectures, one or more computers act as servers that
provide services to the rest of the network (the clients).
This is a very common arrangement because having a
central server provides many advantages. Files located on
a server can be accessed by their owners from any client,
meaning users are not tied down to one particular com-
puter. This reduces the impact on work if a client com-
puter needs repair, and also makes it easier to backup
files regularly as they are stored in a central location. Se-

curity can also be improved because the server will au-
thenticate users and control access to shared resources,
which is easier and less error-prone than managing secu-
rity on separate clients.

In a thin client network, the client computers rely heavi-
ly on a server not only to store files and applications, but
to run software on the client's behalf. The thin client
merely acts as a terminal for accepting input and display-
ing output. In extreme examples, the server will even run
the operating system on behalf of the thin client: the client
contains only enough software to initialise the hardware
and network connection, and connect to the server. The
heavy reliance on servers for the bulk of their work

File and print servers

Application servers running
software for clients

7 "N
# b e S R AR R
Data for printing :
I —— ke
: User files
Y \j
. - . !
e - -
7 i
Clients
Input from thin client [
3>
Output / results T A T
\
V A )

Thin client terminals

Figure 4-4 In client / server networks (top), servers centrally manage access control and provide a single location for file storage. In
thin client networks (bottom), servers provide even more functionality, even running applications on behalf of the clients, which merely

provide the input and output.



Monitoring networks

Network monitoring systems are used by network administrators to continually monitor a network and its users. The
administrator can be automatically notified by email or pager if any networked devices fail or if the network starts to
exhibit performance problems. Two protocols which are commonly used to monitor networks are Simple Network

Monitoring Protocol (SNMP) and Windows Management Instrumentation (WMI). Network monitoring systems per-
form checks including:

¢  Checking if pages on a organisation’s web site are accessible
e  Checking that response time from a web site is within an acceptable range

Checking email servers are receiving email and able to send outgoing email

Checking that network traffic is being routed correctly, for load balancing,

Monitoring of server resources (CPU utilisation, disk space, memory) - for load balancing purposes
Checking if bandwidth is being used efficiently

Performing traffic shaping —giving more bandwidth to higher priority applications or users

e  Looking for unusual traffic patterns which could indicate an intrusion or infection by a worm or virus

Network monitoring software records data [E
PR e Py Camen s T Tkl

into a log ﬁle which can be checked later by HesCorte % Open Catute bySwe s | f Copturesabags » St i 5l lavo v Ly PuncyPrchles » 2| Optiom by How Del
L. & Gl (13 kg | 2 Mo
the network administrator.

W bty W Bamamy | 0 bty @ Lasd T » Qlevefie 2 Onm Ted |

If a network administrator is alerted to a ‘

problem but is away from the network, re- : —-v...w..._m_.
mote access can be used to investigate the :

problem. Remote access tools allow a user to
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access is usually restricted to particular com-
puters and communication sent over a virtual
private network (VPN).

Figure 4-5 Microsoft Network Monitor showing network traffic.

Audit Trails

Individual users can also be monitored, including their login and logoff times, files and web sites accessed, emails sent
and received, and even key strokes made. This information is usually recorded in a system record called an audit trail,
which provides a chronological list of all actions taken. Audit trails are useful tools for ensuring network policies are
being followed by users, and for investigating problems or potential security breaches. In fields where information se-
curity and privacy are critical, audit trails are an essential tool in ensuring network policies and local laws are being
followed. Page 188 covers monitoring employees actions in more detail.

Load Balancing

Load balancing is an optimisation technique to make sure that bandwidth and network facilities such as servers are
efficiently used. Larger web sites have multiple web servers servicing the needs of site visitors. Load balancing ensures
that visitors are equitably distributed among the different servers, helping prevent individual servers from being
swamped by traffic, and improving the response time for everyone. Load balancing can be achieved through configura-
tion of networks switches. Load balancing can take place dynamically, so if one machine is performing a CPU-intensive
task, less work can be assigned to it until the task is finished. Similarly, the load balancer can automatically stop dele-
gating tasks to a server if it stops responding for any reason. In this situation, the load balancer helps implement a failo-
ver system (see page 38).
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means thin clients can have very low specifications com-
pared to so-called fat clients found on other networks. In
particular, thin clients often have no secondary storage
devices, a relatively slow processor, and only a small
amount of RAM.

Peer-to-peer Networks

On a peer-to-peer network every client (peer) has equal
status and there is no central authority or server. Peer-to-
peer networks are common in homes and small business-
es where a dedicated server is not needed or is too expen-
sive. On a peer-to-peer network each computer shares the
files from its own hard disk and other machines are able
to access them (assuming they are shared with the correct
permissions). As there is no central server, user accounts
have to be made on each machine for each user who

Figure 4-6 Peer to peer networks have no central authority or control

wants access. Peer-to-peer networks are limited in their
usefulness once more than a few users are connected, as
the lack of a central server to provide file storage and
security features quickly becomes a problem.

Peer to peer networks should not be confused with peer
to peer file sharing tools. Peer to peer file sharing tools
are a way of sharing files over the Internet without a cen-
tral server. Every user both downloads the data they need
and uploads the data they have. This allows quicker
downloading than from a single server.

Peer to peer file sharing have acquired a reputation as a
means to illegally spread copyrighted material, though
they have many legitimate uses. They are covered in
more detail on page 275.

(&

xercise 4-1

W

Investigate the local area network at your school. Which services are provided by servers, and which are undertaken by
Q:lients? Would you classify it as a client/server, thin client, or peer-to-peer network? Explain your answer.

rExercise 4-2

~

Construct a diagram that shows a local area network which you know, such as the one at your school or your home. On
the diagram be sure to include the key elements of networks: clients, servers, shared devices, hubs and switches, and
\routers. Where possible indicate the type of connection that is used between the devices (see page 76).

S

(Exercise 4-3

\client' network. [6 marks]

~

In what types of situations would a thin client network be useful? Explain the advantages compared to a traditional ‘fat

S




Firewalls

A firewall is hardware or software that determines which
data is allowed to enter and leave a network. Hardware
firewalls can be dedicated computers or can be built into
network routers. Software firewalls are programs that can
be installed to do the same job. If a software firewall is
installed on a desktop computer (rather than a server), it
is sometimes referred to as a personal firewall.

Firewalls help secure a computer by preventing network
access from external unauthorised users, and also control
which users and programs are allowed to connect to an
external network such as the Internet. Firewalls can be
configured to allow or block traffic using a number of
methods:

IP addresses — IP addresses of specific computers can be
allowed or denied access. For example, if a Denial of
Service (DoS) attacked is being committed, the IP ad-
dresses of the attacking machines can be blocked.

Domain names — access to particular web sites, such as a
social networks, can be blocked by specifying their name.

Protocols & Ports — different protocols such as HTTP
(web browsing), SMTP and POP3 (mail), and FTP (file
transfer) can be blocked or allowed as needed. These pro-
tocols usually use a standard port - for example, port 80
for HTTP. Either protocol or port can be blocked.

Figure 4-7 Firewall rules in the Microsoft Windows firewall
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Networks

Application program—individual programs can be
granted or denied network access. This can be useful for
programs that connect to the Internet without consent —
such as programs that try to automatically update them-
selves or report usage statistics.

Firewalls also raise some ethical issues. While they allow
home users and organisations to control access to their
networks, ISPs and governments can use similar technol-
ogy to deny access to some services. Page 290 examines
the ethical issues related to government control of infor-
mation on the Internet.

Proxy Servers

Proxy servers act as a middle step between two comput-
ers—usually between a computer on a LAN and a web
server on the Internet. All communication between the
two passes through the proxy, allowing it to perform a
number of tasks, including caching, filtering, and logging
data. Because of this, proxy servers are a common way to
implement firewall functionality and record logs of users’
web activity.

Caching is a process used to speed up activities such as
web browsing. Proxy servers keep a copy of commonly
requested material, such as a web page, in a storage area
called a cache. When a user requests the web page, the
proxy server provides it from the local cache rather than
retrieving it from the Internet, speeding up the process
and reducing bandwidth use.
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Types of network
Local Area Networks (LAN)

Networks are often classified according to their geo-
graphical size. A network is considered a Local Area Net-
work (LAN) if it is confined to one geographical area
such as a home, an office building, or a school campus.
Even though the area may be quite large (as on a school
campus) all of the computers belong to the same organi-
sation. LANs are common because they provide many
advantages, allowing users to log in from anywhere in
the organisation, offering easy sharing of peripherals,
files and applications, and helping the organisation man-
age its systems centrally. Users can also quickly com-
municate using email, and work together using collabora-
tive tools.

Wireless LANs (WLAN)

A Wireless LAN (WLAN) is a local network in which
some or all devices connect wirelessly. In businesses and
schools it is common for some computers to have wired
access using Ethernet cables while other devices like lap-
tops and PDAs connect using Wi-Fi connections. In other
places, such as freely provided networks in some cities,
only wireless access may be offered. Wireless networks
need special security precautions, explained on page 110.

Personal Area Networks (PAN)

A Personal Area Network (PAN) is created when devices
such as mobile phones or PDAs are connected to a com-
puter. A PAN is normally no bigger than a few metres —
the space of a desk or a small room. A PAN is normally
used to transfer data or synchronise devices (for example,
updating contact details from a phone to a laptop or
downloading photos). Bluetooth, USB cables, and IrDA
(infrared) are common ways of creating PANs.

MANs and WANs
Metropolitan Area Networks (MAN)
cover relatively large areas like
very large university campuses
or even cities. Usually a MAN
is a series of local area net-
works connected together.
For example, different gov-
ernment departments in the
same city might connect
their LANs to form a MAN,
enabling more effective shar-
ing of information.

Even larger networks, covering multiple cities or coun-
tries, are known as Wide Area Networks (WAN). The
best example of a WAN is the Internet — a WAN formed
by connecting many computers and LANs together to
form a network of networks. Other examples of WANs
include businesses that have offices in multiple cities:
connecting the networks at each office location with each
other forms a WAN. In order to ensure security of busi-
ness data travelling over the network, VPNs are often
used too.

Storage Area Networks (SAN)

A storage area network is a specialised network dedicat-
ed to storing data. SANs contain multiple hard disks
which are attached to a LAN using high speed optical
fibre connections, The SAN storage appears to client com-
puters as local storage (i.e. as though it is a hard disk in-
side the client computer) and can be used in the same
way. It is even possible to use servers without local hard
disks and configure them to boot from a SAN. The ad-
vantage of a SAN is that all storage is maintained in a
single location — making backup tasks much easier. It is
also easier to add storage and distribute it across network
clients.

Figure 4-8 A Local Area Network
connecting to a Wide Area Network
using a router.

WAN (Internet)

Business LAN



Virtual Private Networks (VPN)

Wide area networks like the Internet are inherently inse-
cure because of the way data travels across them (see
page 80). There are ways around this, such as encrypting
email, but it is cumbersome and error prone to do this
manually for every communication. A Virtual Private
Network (VPN) uses encryption to create an encrypted
tunnel from one computer to a local network in another
location, over a public network. For example, a travelling
businessman in a London hotel can use a VPN to connect
to his company’s LAN in the main New York office, al-
lowing him to access the LAN's resources (such as shared
files and printers) as though he were actually in the New
York office. The VPN software automatically encrypts all
data sent backwards and forwards through the tunnel,
meaning transactions are secure from eavesdroppers.

Home worker

- using dialup

Home worker
using home DSL

VPNs are particularly useful when an organisation has a
lot of users who travel a lot and must connect from re-
mote locations which may not be secure (such as cafes,
hotels, or airports). Commercial software vendors as well
as open source projects offer various VPN software.

Virtual LAN (VLAN)

A Virtual LAN connects geographically separated com-
puters or LANs into one virtual network. The concept is
similar to a VPN except entire networks connect with
each other, rather than just individual computers. VLANs
are becoming more common as businesses increasing
have geographically separated offices, but need to share
more and more business information between them.

Mobile
worker using
public WiFi

hasasd

Business LAN

Figure 4-9 Virtual Private Networks are often used for security when sending data over a public network.




Network Connections
Wired Connections

A wide variety of methods are used to connect computers
to one another. The option used will depend upon the
distance between the computers, the bandwidth required,
the cost of the connection, and whether a wireless or
wired connection is desired.

Fibre optic cables transfer data by sending light down an
extremely thin glass tube. Fibre optic connections are
extremely fast, able to transfer data at well over 40 Gbps
(Gigabits per second), and each cable is able to contain
multiple independent optical fibres. Fibre optics also
suffer less signal loss than other cables when travelling
long distances. However, they are also extremely expen-
sive — around $70 per metre. This has meant uptake by
home and even business users has been relatively slow.
At the moment fibre optics are mainly used for high
speed backbone connections which deal with huge vol-
umes of traffic.

Cable Internet access is one of the most common forms
of broadband Internet access in homes. Cable uses the
existing cable television network to transfer data, remov-
ing the need to install an additional cabling just for Inter-
net access. In the same way, DSL (Digital Subscriber
Line) connections use existing telephone networks. A
cable MODEM is used to convert the data for use over
the network.

The main advantage of these methods is that relatively
high speed connections can be achieved without the need
to lay additional networks dedicated to computer data.
This also helps reduce the cost. One problem with cable

Figure 4-10 Modems (left) are used to connect a computer to a
telephone line, while Bluetooth is used to connect devices over
a short range (middle, right).

networks is that users in the same area (for example, the
same street or block) will normally share the same net-
work, reducing bandwidth if there are many concurrent
users.

Dialup is a relatively old technology that connects com-
puters to a network using a standard telephone line. Be-
cause computers are digital but telephone lines are ana-
logue, the computer must be connected to a MODEM
(Modulator-Demodulator) to use the telephone network
in this way. Dialup connections were common before
broadband Internet access became widely available. The
main problems with dialup are the relatively slow speed
(up to 56 Kbps) and the fact that the telephone line can-
not be used for anything else while connected. Another
problem is that dialup connections, like telephone con-
nections, must be paid for by the minute —which can
quickly become very expensive.

The term Ethernet can be used in a number of ways, but
in this context refers to the Ethernet cables that are the
standard cables used for many Local Area Networks
(LANSs). Ethernet cables can transfer data at high speed
over relatively short distances (usually less than 100 me-
tres). Different versions of Ethernet exist, including fast
Ethernet (100 Mbps) and 10 Gbit Ethernet (10 Gbps). Even
faster connections can be attained by using multiple ca-
bles — 100 Gbit Ethernet uses this technique. Computers
on Ethernet networks must have a network card that sup-
ports the network speed being used.




Wireless Connections

WiMax (Worldwide Interoperability for Microwave Ac-
cess) is a wireless technology designed to transfer data
over distances up to 50 kilometres. Bandwidth is relative-
ly high — over 50 Mbps - but reduces with distance. Wi-
Max is well suited to providing Internet access to homes
in areas where laying cables would be difficult, or provid-
ing hotspot access to a large areas, such as cities.

Wi-Fi (Wireless Fidelity) is a standard for wirelessly con-
necting devices in a relatively small area, such as an
office. Wi-Fi devices connect to a wireless router, and
from there to the Internet. Wireless networks have be-
come common as the number of laptop computers and
mobile devices increases, Many hotels, cafes, and shops
now offer wireless hotspots to their customers, allowing
Internet access while on the move (page 110 covers the
security precautions related to public wireless hotspots).
Wi-Fi networks are based on the IEEE 802.11 series of
standards, which includes 802.11b, 802.11g, and 802.11n.
The primary difference between these standards is their
bandwidth, with 802.11n offering up to 108 Mbps.

Bluetooth is a wireless technology used only for short
distance or personal area networks (PANSs). Bluetooth is
often used to connect computers to mobile phones, cam-
eras, game controllers, and other peripheral devices. It is
also used to connect wireless headsets to music players or
mobile phones.

3G and 4G (3rd Generation and 4th Generation) are
standards for wireless communication that operate using
the mobile phone network. Smart phones and the MO-
DEMS in some laptop computers use these standards.
Because they use the mobile phone network, 3G and 4G

Technology Used for Typical Speeds
Wi-Fi LAN Up to 108 Mbps
Ethernet LAN 100 Mbps—10 Gbps
Fibre optic WAN Over 40 Gbps
WiMax WAN Up to 70 Mbps
Cable / DSL WAN

Dialup WAN 56 Kbps

3G WAN 200 Kbps

4G WAN 5-—20 mbps in use
Bluetooth PAN Up to 2 Mbps

Figure 4-11 Speeds of typical network connections

Networks

‘Measuring Network speed

The amount of data a network can transfer at once is
referred to as its bandwidth. Older, dialup network
connections are referred to as narrowband because of
their low speed. More modern cable connections are
referred to as broadband connections. Higher band-
width networks are needed for tasks that involve large
amounts of data transfer, including video conferencing,
Voice over IP (VoIP) calls, and quickly downloading
large files.

Bandwidth is measured in bits per second (bps), kilo-
bits per second (Kbps), megabits per second (Mbps),
and gigabits per second (Gbps).

connections do not require the user to be near a Wi-Fi
hotspot, making them good solutions for mobile Internet
access,

While the 3G standard offers at least 200 kbps, 4G offers
speeds of at least several mbps. However, speed varies
greatly depending on signal quality, and some phone
companies limit data usage to a few gigabytes and charge
heavily for additional data.

- . . S - . -

i Common Mistake |
i Network speeds are measured in bits per second '
(bps), not bytes per second. This is a common source of i
confusion. If your Internet connection is 1 Mbps, the |
speed is not 1 megabyte per second, but 128 kilobytes E

)

J

'
:
B
¥
i
1
1
i
]
i per second (since there are 8 bits in a byte).
i

-

10 Mbps— 100 Mbps (home connections are usually bandwidth capped)
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Communicating on a network
In order to send and receive data on a computer network,
there needs to be a way of identifying both the sender
and the receiver.

MAC Addresses

A MAC (Media Access Control) address is
a unique number built into virtually every
network device. Unlike IP addresses which
can be shared in some cases, each MAC

Internet

Unique public IP addresses
for Internet facing servers

address is unique. Typically MAC address-
es are stored in a device’s ROM, since they
are not designed to be changed. For this
reason a MAC address is sometimes called
a hardware address. MAC address filtering
is sometimes used on wireless networks to
prevent access by unauthorised devices.
However, although designed to be unique
and permanent, it is relatively easy for a
competent user to change, or spoof, their
MAC address.

Protocols

A protocol is a set of rules about how to do
something. Communication on a network
could not occur without networking proto-
cols. Different protocols are used for differ-
ent types of communication.

e

145245128 [ |

74.125.9.1

Private IP addresses
used Inside the LAN

Figure 4-12 Private IP addresses are used on a LAN

IP

The Internet Protocol (IP) governs how devices on a net-
work are identified and how information is routed be-
tween them. Despite its name, the Internet Protocol is
used on many networks, not just on the Internet.

On an IP network each machine is assigned an IP address
which uniquely identifies it on that network. An IP ad-
dress contains of four groups of digits separated by dots
(such as 192.168.2.5). IP addresses can be configured
manually on each computer on the network, but in order
to avoid address conflicts (where two or more devices
have the same IP address), addresses are normally as-
signed to computers by a DHCP (Dynamic Host Control
Protocol) server, which keeps track of the addresses it has
assigned.

With millions and millions of computers in the world,
each one cannot have a unique IP address. Therefore the
IP protocol features private addresses which are only
used by computers on private networks such as LAN.
The computers communicate within the LAN using these

private addresses. Because they are only used with indi-
vidual networks, the same private address can be used by
other computers on other networks. For example, in fig-
ure 4-12, the private IP address 192.168.0.10 is used
by two computers —but there is no conflict because they
are on separate networks.

When a private network is connected to the Internet, the
network gateway (typically the router) is assigned one
public IP address which represents the entire network on
the Internet (see figure 4-12). Public IP addresses must be
unique.

TCP

The Transmission Control Protocol (TCP) is the ‘other
half’ of one of the most common network protocols, TCP/
IP. While the IP protocol deals with the addressing of
individual devices and routing data between them, TCP
deals with ensuring that data is sent and received correct-
ly. If a packet of data is lost on the network due to an
error, TCP is in charge of making a request for the data to



How are IP addresses assigned?

Networks

When your router connects you to the Internet, it is assigned an IP address by your ISP. This may change each time you
connect (dynamic IP) or it may remain the same (static IP). But how does your ISP know which IP address to assign you
to avoid conflicts with the millions of other Internet users? All IP addresses are managed by IANA, the Internet As-
signed Numbers Authority. IANA assigns blocks of IP addresses to different Regional Internet Registries (RIR), who
manage IP addresses in different geographical regions. For example, LACNIC (Latin America and Caribbean Network
Information Centre) manages all territory south of Mexico. In turn, these regional authorities assign addresses to Inter-
net Service Providers. Finally, when you connect to your ISP, it assigns you one of the IP addresses from its allocation.
A side effect of this assignment is that a user’s location can be deduced from their IP address, since a record exists of
which IP addresses are assigned to each geographical region and ISP, This geolocation has implications for privacy, and
is one of the main reasons why it is virtually impossible to maintain anonymity on the Internet.

Regional
Internet

Registries

Country
specific
ISPs

End users

Figure 4-13 Assignment of IP addresses is handled by IANA

be re-sent. For ITGS, it is sufficient to understand that
TCP/IP is a group of rules that government how data is
sent over a network, and that an IP address is used to
identify machines on that network. TCP/IP is used on the
Internet as well as many LANs.

Ports

Ports identify the services available on networked com-
puters. For example, when connecting to a web server to
retrieve a web page, your computer will connect to port
80 because that is the standard port used by the HTTP
protocol. Similarly, when web server software is run on a
computer, it will ‘listen” to port 80, waiting for connection
attempts. Ports are used so that one computer can offer
many different services in a standard way. Some common
ports are given below:

Port Service Port Service

25 SMTP (email) 53 DNS (see page 80)
80 HTTP (web) 443  HTTPS (web secure)
110  POP (email)

The future of IP Addresses

The current [P addressing system (technically called IPv4)
uses 32 bit addresses, meaning there are a total of around
4.3 billion possible IP addresses (2%). According to the
Internet Assigned Numbers Authority (IANA), there
were 150 million unassigned addresses remaining in Sep-
tember 2010". This might seem like a lot, but new ad-
dresses are being assigned at a rate of 243 million a year.
In other words, very soon there will be no IP addresses
left for new users! The solution to this is the adoption of a
new standard, IPvé6. IPv6 uses 128 bit addresses, given a
total of 2'* (4.3 x 10°°) addresses — easily enough for the
foreseeable future.

Try It Online
Visit www.itgstextbook.com for examples of online
tools related to networking and IP addresses.
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The Internet

The Internet Backbone

The Internet is a network of networks. All over the globe,
networks from schools, businesses, organisations, univer-
sities and homes are joined together to create one much
larger network. Local networks such as home or business
users are connected via Internet Service Providers (ISP).
In turn ISPs are connected to national Network Service
Providers (NSP). NSPs are large companies that sell ac-
cess to the Internet backbone—the series of high speed
links which connect major geographical areas.

Backbone cables often run under oceans and are usually
high speed fibre optic cables. Backbones need to be high
speed because huge amounts of Internet traffic — every-
thing from ‘below’ them on the network - travels through
them,

Figure 4-14 shows a section of the undersea backbone in
Africa. There are major backbones running off the East
and West coasts of Africa, making land at key points. For
example, the relatively new Seacom backbone runs
through the Indian Ocean and makes land in Mombasa,
Kenya. From Mombasa, this connectivity ‘filters down’ to
the rest of Kenya—to Kenyan Internet Service Providers
and then down to individual Kenyan homes and busi-
nesses. The Seacom backbone provides an essential link
to East Africa because there is virtually no land based
backbone infrastructure. This means almost all Internet
traffic from Kenyan users will travel through the Seacom
backbone to its destination.

Data Routing

The infrastructure of the Internet is important when con-
sidering how data is communicated between computers.
It should be clear that when you send an email or access a
web page, your data does not go directly to recipient’s
computer. For that to be possible, you would need a di-
rect cable between your computer and every person or
web site you were ever going to communicate with —

Internet Failure?

clearly not possible. Instead data must travel through
many other systems before it reaches its destination. This
happens extremely quickly so you are unlikely to notice it
except for routes that require many ‘hops’.

For example, consider a computer which sends an email
from a Mombasa, Kenya to Vigo, Spain. When the user in
Mombasa clicks send, the data travels from his computer
(via the LAN if he is using one) to his Internet Service
Provider. His ISP sends the data to a National Service
Provider, which is connected directly to the Internet back-
bone (in this case, probably the EASSy or Seacom cables
shown in figure 4-14). The data travels through the back-
bone, utilising the cables up the east and north coasts of
Africa, and through the Mediterranean, possibly moving
between backbone connections (the precise route may
vary). An Internet backbone hits land near Vigo, Spain.
At this point the reverse happens—the email travels from
a Spanish NSP, down to the recipient’s ISP, then to the
recipient’s computer, If the recipient was not near a un-
dersea backbone connection, the process is similar, except
additional land-based backbone may be used before
reaching the destination ISP.

Data travelling across the Internet is this manner enables
fast global communication, and is relatively tolerant of
faults because data can be re-routed to alternative paths if
needed. However, there are also implications for privacy
and security. Any of the systems through which data
passes en route to its destination can potentially view or
alter that data. This means it is a bad idea to send sensi-
tive information such as personal details or credit card
numbers through email. Online shopping and banking
systems also face this problem, which is why data to such
sites is always protected with SSL or TLS encryption to
guard against electronic eavesdroppers (see page 108).

In early 2008 tens of millions of people in the Middle East and Asia lost their Internet connections. The
cause: a primary backbone cable, running under the sea from Italy to Egypt, had been accidentally cut by a
ship performing work on the sea bed. Because there were few alternative connections to Egypt, up to 60% of
the available bandwidth was lost, with tens of millions of users affected?

Failures like this highlight our growing dependence on the Internet for many of our daily activities. India,
reported to have lost 50% of its Internet capacity, has a booming hi-tech industry which is extremely reliant
on fast, available Internet access, while users in Pakistan and Saudi Arabia were also affected.
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Figure 4-14 Undersea cables form the majority of the African Internet backbone. Connectivity is carried into the African interior through
land based backbones which connect with the undersea cables.



" Chapter 4

Trace Route

To view the precise route data takes as it travels to a destination, you can use the Tracert command. To do this you need
to open a command prompt (the Terminal on MacOS). Enter the tracert command and a destination, for example:

tracert www.google.com

After a short pause, the ‘hops’ in the route start appearing:

Tracing route to www.l.google.com [74.125.229.210]

over a maximum of 30 hops:

0 192.168.2.2 [Originating computer]
L9053 el [Amnet ISP, El1 Salvador]
205.211.227.2 [Amnet ISP, El Salvador]
200.12.229.65 [Amnet ISP, E1l Salvador]

84.16.9.13 [Telefonica ISP, Spainl]

94.142.126.30 [Telefonica ISP, Spain]
[Telefonica ISP, Spain]

84.16.6.118 [Telefonica ISP, Spain]

209.85.253.118 [Google, Atlantal]
216.239.46.94 [Google, New York]

1
%
3
4
5
6 213.140.43.141
7
8
9
10 74.125.229.210 [Google, California]

The output indicates the IP address of each ‘hop’. Hop zero (192. 168.2.2), is a private IP address —the machine from
which the trace was started. Hop 1 (190.53.3.1) belongs to Amnet, an ISP in El Salvador. Hops 2 and 3 are also located in
El Salvador. Hop 4 (84.16.9.13) belongs to Telefonica, a Spanish ISP with ties to Central America. The IP addresses in
hops 5, 6, and 7 also belong to Telefonica. The IP addresses in steps 8, 9, and 10 all belong to Google, Inc. Hop 8 is ap-
parently located in Atlanta, Georgia, hop 9 in New York, and hop 10 in Mountain View, California, where Google is
based. So in this example data has travelled through nine different computer systems to reach its final destination.

Domain Names and DNS

Although IP addresses help computers identify each oth-
er on a network, they are not very useful for humans be-
cause they are hard to remember and they give no indica-
tion of the purpose of a computer. Instead, URLs
(Universal Resource Locators) are used, such as
www.itgstextbook.com/index.html. These are gen-
erally short enough to remember but provide enough
details about the owner or content of the web site (if the
name is chosen wisely). A URL has several parts:

itgstextbook.com- The domain name

. com — The Top Level Domain (TLD)
www.iltgstextbook.com—The hosthame
index.html—The file name

There are a variety of top level domains including;:
Org—Mainly used by charities and non-profits
Mil—Military sites
Edu—Educational sites
Gov—Government sites
Country specific TLDs such as uk, us, sv, and ke,

A system called the Domain Name System (DNS) is re-
sponsible for translating domain names that people type

into their web browser address bars into IP addresses
that computers can use to locate each other. DNS consists
of servers connected to the Internet whose purpose is
simply to map these domain names to IP addresses. Do-
main names and numeric addresses are interchangea-
ble—for example, entering 74.125.229.51 in a web brows-
er address bar will take you to the same place as typing
www.google.com—to the computer it makes no differ-
ence (but the latter is easier for us to remember). An
attempt to falsify DNS data to commit crimes is called
DNS poisoning (see page 105).

Internet Protocols
HyperText Transfer Protocol (HTTP) is the protocol that
governs communication between web servers and web
browsers (which is why every web address starts with
the letters http). Every time you visit a web site, your
browser is using http to communicate with the web serv-
(Did You Know? k
Some top level domains have been removed over
the years. Czechoslovakia (cs), Yugoslavia (yu),
East Germany (dd), Zaire (zr) and Nato (nato)
have all fallen into disuse since the creation of

\the domain name system. y




er which houses the site. HyperText Transfer Protocol
Secure (https) is a version of the http protocol designed to
encrypt data to provide communication secure from
eavesdroppers. This is essential for sensitive transactions
such as sending passwords or bank account details. Https
uses Transport Layer Security (TLS) or Secure Socket
Layer (SSL) encryption to achieve this security. A secure
web connection is indicated by a https at the start of the
web site address and there is often a padlock icon some-

Networks

time. This means the recipient does not know when to
expect data to arrive. The sender must therefore attach
information to each to piece of data transferred, telling
the receiver where the data starts and stops. Asynchro-
nous transfer is fine for simple, irregular communication,
but the need to add start and stop indicators wastes band-
width and reduces overall communication speed.

In synchronous transfer, the sender and receiver syn-

where in the browser window too. chronise times and agree on a transfer rate before the start
of the transfer. They then transfer data at fixed, regular
Syn chronous or Asynchronous Transfer intervals. This allows faster data transfer.
Data transfer between computers can occur either syn-
chronously or asynchronously. In asynchronous transfer,

the sender and receiver are not synchronised in terms of

Protocols in Action: How HTTP works

When you enter a web site address in your browser, the IP address of the site is found using DNS. Your browser makes
an initial request for the main page of the web site (usually called index.htm or index.html) with the http GET com-
mand:

GET index.html HTTP/1.0

In turn the web server will send a response, such as the one below:

HTTP/1.0 200 OK

The number 200 is the HTTP code for success, followed by the message ‘OK’. After this will come the contents of the
requested file, which the browser will parse and display.

“If a web page has graphics in it, your browser will make individual GET requests to retrieve those files too. The web
browser doesn’t return the graphics along with the initial file because you might not want the images — you might be
using a text-only web browser or have switched images off in your browser. A request for an image might look some-
thing like this:

GET imgs/logo.jpg HTTP/1.0

Similarly, if you click a link on a web page, the browser sends a HTTP request for that resource:

GET exam_timetable.html HTTP/1.0

Each time the destination web server will return a response and the required data. If you have ever seen an error mes-
sage like “404 - File not found’ in your browser, then you have seen the HTTP protocol in action. 404 is the error that the
web server returns instead of ‘200" when you have requested a file that cannot be found:

HTTP/1.0 404 Not found

Receiving this response from the web server prompts your browser to display an error message page. Using the HTTP
protocol web servers and web browsers are able to communicate and send information in both directions. All of this
‘conversation’ happens invisibly, and so quickly that you wouldn’t even notice it. Yet without the HTTP protocol web
browsing would not be possible, because there would be no standard way for your web browser to request resources
from a web server, and there would be no way for it to return the data you wanted.
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The Internet or the Web?

Many people use the terms Infernet and World Wide Web
interchangeably, but technically they are distinct. The
Internet is the physical network of computers across the
globe, using the TCP/IP protocol to operate.

The World Wide Web is just one of the services that runs
over the Internet, providing access to interlinked web
pages containing text and images. As described on page

There are many other services that also run over the In-
ternet, each using their own protocols. Email, instant
messaging (IM), peer-to-peer file sharing networks (not to
be confused with peer to peer networks described on
page 72) , Voice over IP (VoIP), and FTP are all services
that use their own protocols running on top of the Inter-
net’'s TCP/IP protocol. For example, email uses the SMTP
(Simple Mail Transfer Protocol) and POP3 (Post Office
Protocol), while FTP uses the File Transfer Protocol, and

82, the World Wide Web uses the HTTP protocol. many peer-to-peer systems use the BitTorrent protocol.

Figure 4-15 Many different services run through the Internet

Egypt ‘switches off the Internet’
On 28 January 2011, headlines flew across international news networks: ‘Egypt switches off Internet’, ‘Egypt severs In-
ternet connection’, and ‘Egypt Disconnected’. What had occurred turned out to be the biggest shut down of Internet
access in history, ironically motivated in part by the Internet and its ability to unite people. The previous days had seen
‘growing unrest in Egypt with many anti-government protesters taking to the streets. Seemingly unable to prevent the
protests, and with news that protesters were using services like social networks ui. - T

and instant messaging to organise themselves, the Egyptian government literally o TR
switched off the Internet for almost the entire country. Even mobile devices and ' :
smartphones were affected. No difficult technical tricks were used —instead, the - L ‘ﬁ-j e > 4
nation’s ISPs were simply instructed to stop their services. In moments, a nationof
nearly 83,000,000 was disconnected. ' T

However, despite the block a small number of users were able to get Internet ac- S5 3T ' )
cess using dialup modems®, In the rest of the world, both mainstream and social ~ —
media buzzed with up-to-the-minute news and images of the protests. Despite e VS
their attempts to control the Internet, the government faced increasing numbers of A0 dpby S B
protesters, with up to 250,000 in Cairo alone by January 31, and protests carrying S ORI ettt
on through much of 2011. B



What is web 2.0?

Web 2.0 refers to web sites that allow users to contribute
information as well as view it. For this reason, it is some-
times called the read/write web, to distinguish it from
the first web sites which only allowed viewing of infor-
mation (the read only web). Web 2.0 sites often make use
of user generated content and tagging systems to catego-
rise data. Web 2.0 is not a technical standard; merely a
term used to describe a style of web site or service, Exam-
- ples of web 2.0 technologies include:

Blogs—Sites which keep a chronological list of posts.
Blogs are often used like individual journals, as well as
an easy way to post news updates on a given topic. Usu-
ally blog readers can comment on postings. Sites like
Blogger and WordPress allow anyone to easily create
their own blog.

Microblogs are similar to blogs except that posts are lim-
ited in length. The most famous microblog, Twitter, lim-
its posts (called Tweets) to 140 characters.

Wikis—Web sites that can be edited their users. Probably
the most famous example of a wiki is Wikipedia — the
free encyclopaedia which allows anyone to edit its con-
tents. Wikis consist of a series of pages that are linked
together, just like a normal web site.

Social bookmarking—Tools which allow users to share
their favourite links and tag them with keywords that
. describe their contents. Social bookmarking sites like
Diigo and Delicious allow users to search by tag to find
sites other users recommend when investigating that
topic.

Social networks— These are now some of the largest sites
on the Internet. The biggest, Facebook, has over 800 mil-
lion users*. Many social networks are designed for leisure
purposes, enabling people to stay in contact with friends
and family. Others, like LinkedIn, are used by people to
keep in contact with business contacts, search for jobs,
and find business partners.

RSS—A push-technology which allows users to view
updates to web sites without having to repeatedly visit
the site to check for changes. By configuring an RSS news
reader with RSS feeds, any changes to monitored web
sites are automatically displayed in the reader. RSS tech-
nology is often used when information changes frequent-
ly, such as on blogs, news pages, and auction sites.

[ Wocorsa e veu matpngads et Veune R

Networks

Podcasts and Vodcasts—At their most basic, podcasts
are sound files which are downloaded to a computer or a
music player. Many podcasts focus on a particular topic
(such as language learning or news) and authors regular-
ly make new episodes available for download, alerting
their listeners using RSS feeds. Podcasts can be down-
loaded from a web page as normal audio files, or sub-
scribed to using podcast client software (“podcatcher soft-
ware’). Podcast clients have options for searching for
podcasts by topic and downloading the latest episodes as
they become available. Apple’s iTunes is one of the more
common podcast programs available. Vodcasts are simi-
lar except they feature video as well as audio. Podcasts
and vodcasts have a variety of uses including education
and entertainment.
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Figure 4-16 Wikipedia, the encyclopaedia anybody can edit, is
probably the most famous example of a wiki

The Future of the Web: Web 3.0?

Web 2.0 was seen as an innovation over what became
known as web 1.0, allowing more interaction and collab-
oration from users. Opinions are divided on what form
‘web 3.0’ - the next evolutionary step in the history of the
world wide web — might take. Suggestions include:

‘An Internet of things’ where many everyday devices are
Internet connected, communicating with other devices,
sharing their data, and able to be controlled remotely.

‘A semantic web’ where metadata is added to data to
enable machines to understand its meaning. This could
improve searches by understanding the relationship be-
tween items of information.

A ‘3D interactive web’ where information is presented as

three dimensional virtual worlds represented by realistic
graphics.
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Chapter Review

Key Language

3G
4G

application server
. asynchronous transfer

audit trails

authentication server
"authorised access

backbone
bandwidth
blog

Bluetooth

bps

cache

client computer
client / server
database server
DHCP

dialup

Domain Name System

domain names
download
DSL / cable

email server
Ethernet

fibre optic

file server
firewall

FTP

gateway

Gbps

hardware address
home network
host

HTTP

HTTPS

hub

Internet Protocol
Internet Service Provider
IP address

Kbps

LAN

log file

login

MAC address

MAN

Mbps

microblog

MODEM

narrowband

network administrator
Peer to peer

Personal Area Network
personal firewall

port

print server

protocols

PIoXy server

push technology

read / write web
remote access

router

RSS

server

social bookmarking
social network

Storage Area Network

switch

synchronous transfer
tagging

TCP/IP

thin client

Top-Level Domain
upload

URL

Virtual Private Network
VLAN

WAN

Web 2.0

Web 3.0

web server

Wi-Fi

wiki

WiMax

wireless hotspot
WLAN

Www

(= ;
Exercise 4-4

1)  Server

2) Client
3) LAN
4) WAN
5)  Router
6) Hub
7)  Switch
8) IspP

10) Ethernet
11) Wi-Fi

9)  Shared devices

12) Workstation

Match the terms on the left with the definitions on the right.

A) A computer which connects to a network and uses the resources the network has.

B) A network within a small area, such as an office building or a shopping mall.

C) A computer which is in charge of certain tasks on a network, or which is used to

share things with other computers on the network.

D) A device which is used to connect a LAN network to the Internet

E) A network that may spread over several countries and continents. The Internet is
the best known example of one of these.

F) A device used to connect computers to each other on a LAN

G) A more advanced version of a hub

H) This is the type of cable that is used to connect most computers to a network.

I) The most common way of connecting computers to a network without using wires.

J)  Another name for a client computer

K) Items like printers that can be used by many different people on the network.

L) A company that gives access to the Internet.
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Exercise 4-5

Calculate the time taken to transfer the following files over a network:
a) A 400KB image over a dialup connection. [2 marks]

b) A 300 MB software download on a 1 MB cable connection. [2 marks]

S

eAT

/Exercise 4-6
Imagine a video stream that contains 215 KB of data each second. Calculate the type of connection technology which
kwould be needed in order to view the stream smoothly. [2 marks]

I/I'*Exercise 4-7

A household has a family desktop computer, two laptop computers, and two mobile phones. They wish to setup and
configure a home network to provide Internet access throughout the house. Explain the items of hardware and soft-
\ware which may need to be purchased. [4 marks]
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Exercise 4-8
An organisation has a Local Area Network connecting around 100 computers. The network administrator needs to
formulate an acceptable use policy for the network’s users. Explain four provisions which would be included in the

@licy. [8 marks]

(Exercise 4-9

Research the concept of ‘network neutrality’ and its opposite, a ‘two tier Internet’.

a) Outline these two concepts and how they would affect key stakeholders. [4 marks]

b) Explain how a two tier Internet system could be achieved, using technical language. [4 marks]
c) Discuss the benefits and drawbacks of network neutrality. [8 marks]
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Exercise 4-10

(a) Identify two hardware components of a network. [2 marks]
(b) Define the term thin client network. [2 marks]

(c) Explain how a network administrator can control access to resources on a network. [6 marks]

=
P
Exercise 4-11 W

(a) State two units used to measure network speed. [2 marks]
(b) Define the term Metropolitan Area Network. [2 marks]

(c) Explain how computers on a network are identified. [6 marks]
.

(Exercise 4-12 :
Decide whether the following statements are true or false:

a) Hardware address is another term for an IP address

b) An IP address can uniquely identify any computer in the world

¢) A modem is needed for all connections to the Internet

d) Fibre optic cables are one of the fastest types of network connection

e) Local Area Networks always have at least one server

f) Data transmitted over the Internet travels through several hosts before reaching its destination
g) Network switches are used to connect several networks together

h) A peer to peer network has no centralised server

i}  Servers perform jobs including user authentication
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Describe common security problems and their impacts

Explain good security practices (preventative measures)

Explain solutions to common security problems (corrective measures)
Select the appropriate security software based on the risks a user faces
Explain how biometric technology works, using technical language
Explain how encryption technology works, using technical language
Discuss the ethical issues related to encryption and biometrics
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Security

Computer security is the process of protecting hardware, software, and data from unauthorised access, while allowing
authorised users to perform their work. As computers are more commonly connected to networks like the Internet, se-
curity risks come from an increasing number of places. Additionally, as more users store and transmit sensitive infor-
mation such as credit card details electronically, so the rewards for criminals become greater.

Individuals, organisations, and governments need to be aware of the potentially serious consequences of security prob-
lems: unauthorised users can access data and alter or destroy it, threatening its integrity, or they can steal copies of it,
causing potentially serious legal, financial, and privacy problems. Undetected hackers can also plant malicious software
into a compromised system to gather data surreptitiously, or use compromised computers as a stepping stone to com-

mit further crimes on other computers.

This chapter discusses the security risks faced by computer users, the implications of security failure, and preventative

measures and solutions.

Authentication

Authentication requires users to prove their identity so a
system knows they are genuine, authorised users. Au-
thentication techniques can be broadly divided into three
categories: ‘something you know’, ‘something you have’,
and ‘something you are’.

Something you know

Passwords and PINs fall into this category. Passwords
are one of the most common ways of securing data, hard-
ware, and systems from unauthorised access. Passwords
must be chosen carefully—short passwords, or those
based on common words, can be easily guessed. For this
reason the term passphrase is sometimes used instead of
password, to indicate that a longer series of characters is
needed. The general rules when selecting a password are:

e  Use more than 12 characters

e  Use upper-case and lower-case letters, numbers, and
symbols

e Use different passwords for each system, to limit
problems if one password is compromised

®  Change passwords frequently

e  Avoid using real words, names, or dates

e  Never write down passwords

One way to generate a complex password which is easy
to remember but hard to guess or crack is to think of a
line from a book, song, or poem. Then take the first letter
of each word to generate the password. So the line A lone-
ly impulse of delight, drove to this tumult in the clouds, would
become the password ‘alioddtititc’. This could be further
enhanced by swapping some digits for numbers, such as
the letter O for a zero, or adding symbols. This should
help create a relatively strong but easy to remember pass-
word.

john_smith

Figure 5-1 A security token displaying a one time passcode,
used in addition to a username and password for authentica-
tion.

Something you have

The ‘something you have’ paradigm requires a user to
have a physical object in order to authenticate them-
selves. An every-day example is a key — you cannot ac-
cess your car or house without having the appropriate
key in your possession.

In IT, security tokens are commonly used. Most are simi-
lar in size to a typical key ring so that the owner can easi-
ly carry them at all times. Some tokens contain biometric
data such as fingerprints or a cryptographic certificate
(see page 108) to identify the owner, and connect to the
computer system using a wireless technology or a USB
port.

Other security tokens generate one time passwords—
unique numbers which are generated based on a secret
key the token shares with the computer system. The user
inputs this number together with their normal password,
and the computer can verify that the number is correct
and that it came from the correct security token.



Like passwords, security tokens are not perfect. The main
disadvantage is that they can be lost or stolen quite easily.
For this reason, security tokens are normally used in con-
junction with other authentication methods, such as pass-
words or biometrics. Using more than one authentication
method is known as multi-factor authentication, and is
used where tight security is required.

Something you are—Biometrics

Biometrics is the process of using part of a person’s body
to identify them. Fingerprints, iris patterns, face shape,
and voice patterns are commonly used. Biometrics have a
clear advantage over passwords and security tokens be-
cause body parts cannot be lost, stolen, or forgotten
(usually). They are also unique for each user — even iden-
tical twins have different fingerprints. It has also been
generally considered quite hard to forge biometric data
such as fingerprints, although some attempts have been
successful (see pages 92 and 301).

The primary problem with biometric systems is that they

are never 100% accurate. Even images of the same per-

son’s fingerprints, eye, or face will vary due to lighting,

environment, changes in the body, and even the time of P =%

day. This means that biometric systems must attempt to % N 3

make a good match rather than an exact match with the A %‘i"‘* 2 }@)«_ "

stored biometric data. There will always be a margin of TRt EL :

error. Figure 5-2 Fingerprint and iris recognition are two common
forms of biometrics.

If a system fails to recognise an authorised user, it is said _
to have generated a false negative. This can be annoying lowed access because the system mistakes their data for

and inconvenient, but at least allows the user to try the ~ that of an authorised user. A good biometric system
needs to find a balance that minimises both false nega-

authentication again. Much more dangerous is a false
tives and false positives.

positive — when an unauthorised user is mistakenly al-

How does password authentication work?

For security reasons, computers generally do not store passwords as plain text. Instead, a one-way function is used to
generate a cryptographic hash of password. It is not possible to retrieve the original password from the hash, making it
safe to store the hash.

When a user attempts to log in, another cryptographic hash is generated from the password they enter. This hash is
compared with the stored hash value. If the two match, the computer can determine that the passwords match and the
user is authenticated. The value of this system is that the password itself is never stored on the system, nor is it sent
over a network —both of which would be security risks.

Is this web site secure?

Not all systems use this method — some do store passwords insecurely. If a web site or
system is able to send you a reminder of your ‘forgotten’ password, this clearly means
your password is stored in a way accessible to the administrators of the system (whom
you do not know or trust). In contrast, if the “forgotten password” function simply sends
you a new password, this is likely because the administrators of the system do not have
access to your old password (because it is stored as a cryptographic hash). This is a Good Thing.

Password
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Another problem with biometric data is that — unlike
passwords - it cannot be retracted. If a password is dis-
covered, it can be easily changed to something new,
denying access to the unauthorised user. But a person
cannot change their fingerprints or voice if their biometric
data is somehow captured and misused! This makes the
issue of biometric data privacy very important,

Biometric enrolment

Before they can be used, biometric systems need to collect
data during a process known as biometric enrolment,
This involves collecting biometric samples from users
along with their identity, When the system takes a sample
of, for example, a fingerprint, it does not store an image
of the fingerprint. Instead, the computer analyses the
fingerprint, looking for the key features and measure-
ments, and produces a biometric template containing
these values. This biometric template is stored for future
use. When the user tries to authenticate themselves with
the system, another biometric sample is taken and used to
produce a biometric template. The new template is com-
pared with the one old. If they match sufficiently, the user
is authenticated.

User accounts and levels of access

While passwords, security tokens, and biometrics allow
users to authenticate themselves, most system adminis-
trators do not want all authenticated users to have the
same access privileges. On a school network for example,

Biometric Enrolment (at earlier time)

RS>

" Biometric
reader

Biometric Authentication (at later time)

reader

s>

e 3

' J

Did You Know?

In 2006 the television program MythBusters was able to
fool a variety of fingerprint readers and gain unauthor-
ised access to the system by making latex or gel copies
of fingerprints. Some biometric readers were even
fooled by photocopies of fingerprints. In other cases,
the team had to lick the fingerprint copy in order to
simulate a sweaty finger!

In 2008 a German hacker group even managed to clone
the fingerprints of the German Home Secretary and
distribute copies (see page 301).

students, teachers, administrators, and possibly even par-
ents are all authorised users. However, different areas of
the system may need restricting from different users. Are-
as such as exam papers and confidential reports must be
accessible to teachers and administrators, but not stu-
dents. Sensitive data such as medical records may be ac-
cessible to the nurse or doctor, but inaccessible for all
other users, including teachers. Financial data may be
required by administrators but no other users. Some re-
sources, such as teaching materials must be accessible to
both students and teachers, but there may be a desire to
stop students from changing or deleting the data. Finally,
guest users might be given access to a very limited set of
resources — wireless Internet access and perhaps a shared
printer, for example — but nothing else.

.

Authenticated

-

Figure 5-3 Biometric enrolment must take place before the system can be used
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Exercise 5-1

Consider the passwords that you use for common tasks like logging into your computer, email, social networking sites,
and so on. How many of those passwords meet the criteria in the table below? How many of your passwords would
you consider strong?

Password for Password Password uses  Password uses Password uses Password age (last
length numbers? uppercase and  symbols? changed?)
(characters) lowercase?
Windows 24 Yes Yes Yes Last month
Power-on
Email
, . JJ

Exercise 5-2
Answer the questions below for each of the biometric examples on this page.

a) Find at least five measurements that a biometric system might take from this part of the body.
b) What problems might arise with this system in the short term?

¢} What problems might arise with this system in the long term?

d) How unique is each measurement likely to be?

e) What might be appropriate places to use this system?

o

\ N y,

Exercise 5-3

At the 2001 Super Bowl, a new biometric technology was tried out on sports fans for the first time. Facial recognition
software, linked to security cameras at the stadium entrances, scanned the face of everybody entering, and compared
them with a police database of known criminals®.

a) Unlike most systems, this system did not require people to stand still to submit a biometric sample —it was
capable of working from live video feeds. Explain why this is so significant. [4¢ marks]

b) Describe what the risks might be if this system gave a false negative or a false positive. [4 marks]

c) Discuss the benefits and drawbacks of using such a system. [8 marks]

\ J
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Most operating systems provide a means to grant access
privileges to individuals or groups of users. Usually a
series of rights can be assigned including the ability to
read (view), write (modify), and delete material. This can
be done on individual files, folders, drives, and resources
such as printers.

In order to keep each user’s files safe from other users,
operating systems normally assign every user a home
directory. This gives full access privileges (read, write,
delete) to the user who owns it and denies access to any
other user.

Usually the system administrator account (called the root
user in Unix and Linux) has full access to all items, re-
gardless of any configured permissions.

Group or user names:
| 82 fughenticated Users

| 84, 5svSTEM

To change permissions, click Edit

Permissions for Administrators
Full control

Maddy

Read & execute

List folder contenls

Read

Wite

For special permissions or advanced setlings, click
Advanced.

29 Corirg] s pemmissiom

| oK

Figure 5-4 Configuring security permission (access
privileges) on a folder in Microsoft Windows

Hacking

Hacking (also called cracking) refers gaining unauthor-
ised access to computer systems. This is usually done by
exploiting weaknesses in the target system’s security,
such as problems with network security or vulnerabilities
in specific software being used on the system. Once a
hacker has compromised a system, information will often
be stolen —especially valuable personal data such as cred-
it card numbers and passwords.

Hackers use a variety of tools and techniques to gain ac-
cess to a system, perhaps the easiest of which is social
engineering. This involves simply tricking or manipulat-
ing a person into revealing their password or other sensi-
tive data. Social engineering attacks can be quite effective,
especially against inexperienced users. Techniques in-
clude watching over a person’s shoulder as they type
their password, or calling a company’s technical support
department and impersonating a genuine user, pretend-
ing to have forgotten your password. In a large organisa-
tion it is unlikely that every employee is known personal-
ly to the technical department, and an inexperienced
technician could be tricked into resetting the user’s pass-
word. Another increasingly common social engineering
technique is phishing, explained on page 104.

Software tools are also used by hackers. A packet sniffer
is a program that captures data as it travels over net-
works. Like most tools, packet sniffers have genuine uses
(such as helping diagnose network problems), but can
also be used maliciously (by capturing sensitive data as it
travels over the network).

Key loggers are designed to capture every keystroke
typed by users. Hardware key loggers plug into the com-
puter between the keyboard and the keyboard port. Soft-
ware key loggers run in the background, silently record-
ing key presses. Most anti-virus software will try to de-
tect software key loggers,

A password cracker is a program designed to guess pass-
words. Some use a dictionary attack to simply try every
word in a list of known English words (or words in some
other language) until the password is found. Dictionary
attacks can easily be thwarted by avoiding the use of real
words as passwords. Other password cracking tools uti-
lise brute force methods to try literally every single com-
bination of characters until they guess the correct pass-
word. For example, they would try every single letter of
the alphabet individually, then move on to aa, ab, ac, and
so on, until the maximum password length is reached.
Because of this, brute force cracking tools are extremely
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@ Software Update [[ESS ) 4 - = - - .
£ » Control Panel » All Control Panel tems » Windows Update o l G,U Searel: Con.. L1
Checking for Updates — == i — —
= iew  Tools Help
Looking for nesver versions of Firefox... w“
hel Home .
S 00 ST by Windows Update
ipdates
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) &1 Windows is up te date
¢ history
/ There are no updates availakle for your computer.
den updates =
equently asked
Most recent check for updates: Today at 07:03
Updates were installed: Today at 16:54. View update history
1 You receive updates: For Windows onty.
1
Gel updates for ether Mitrosoft products, Findd oyt e
[ Concel | |
. S
= = Installed Updates
Figure 5-5 Many software programs automati- || £, Wind : L -
. . indows Anytime rage
cally download the latest security fixes as ! . oo
soon as they are available i T ===

slow, with the number of combinations to be tried being
number-of-letter . Even trying ten mil-
lion passwords a second, it would take years to try all
combinations for a long password.

Spas.sword length

Many computer systems attempt to make the use of pass-
word cracking tools harder by limiting the number of
times a user can try to login before their account is tem-
porarily locked, Other systems impose a small delay (e.g.
one second) between login attempts, which is barely per-
ceptible to a human but seriously hampers tools which
could otherwise try millions of passwords each second.

OS fingerprinting tools are used to give more infor-
mation about a target system, such as the versions of op-
erating system and web server software it is running.
This is important information for an attacker because they
can then investigate known flaws in those software ver-
s10ns.

Hacking in Action

Security Updates

Software vendors frequently release patches for their
system — updates which offer fixes for performance or
security problems. Downloading and applying these up-
dates is an important part of keeping computer systems
secure, because new vulnerabilities in programs are con-
stantly being found. Many hackers use vulnerability
scanner tools to test a system for vulnerabilities which
have not been patched, so they can exploit them.

Most modern operating systems and programs have built
in features for automatically downloading updates.

/;s cyber-terrorism a real threat? h
The fear of cyber-terrorism — computer based terrorist
attacks against infrastructure such as power grids, wa-
ter treatment plants, and emergency response systems
— has risen in recent years. Page 304 covers the risks
and technologies of cyber-terrorism and cyber-warfare.

o J

In 2008 US Republican candidate Sarah Palin’s webmail was compromised by hackers. The attack was relatively simple:
the attackers used the password reset mechanism of her email account and, when asked for her personal details, they
used details freely available on the Internet. This enabled the attackers to reset Palin's password and leak her emails

onto the Internet’.

In June 2009 a web hosting company lost the web sites of 100,000 customers after its servers were attacked. The compa-
ny had updated its software with the latest security patches but the attackers targeted a newly reported, and unfixed,
vulnerability — a so called zero day exploit. The attackers deleted large amounts of data from the servers. Many of the
customers had signed up for hosting without backup facilities, meaning they were unable to retrieve their data®.
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Malicious software unprotected. machmes)’ or auFomatlcally forward 1tse.1f. to
Viruses everybody in the user’s email address book. In addition

to the data-destruction effects of computer viruses,
Viruses are malicious programs designed to replicate worms also cause problems by consuming large amounts
themselves and cause damage to computer systems. Vi- of bandwidth as they propagate (MyDoom reportedly

ruses usually attach to other programs or email attach-  jnfected over 75,000 in about ten minutes in 2004)°.
ments, and are triggered when a user opens the program

or attachment. When the host email is spread, or when Trojan Horses
the host program is copied to another computer, the virus
also spreads. At a given point, such as a certain date or
after a certain number of infections, viruses trigger their
payload, which might include deleting or overwriting
files, or even wiping the hard disk.

Instead of spreading on their own, Trojan horses rely on
tricking the user into downloading and running them.
They do this by pretending to perform a useful or desira-
ble task (for example, posing as games or even as anti-
virus software). Once run, the Trojan horse delivers its
payload, which often takes the form of spyware, or enlists

Macro viruses are written using the macro programming the infected machine into a botnet (see page 98).

languages designed in automate tasks in some software,
such as word processors, spreadsheets, and databases
(see page 192). Because they can be configured to run
automatically when a document is opened, macro viruses
can easily and quickly infect computers.

Spyware

Spyware is a form of malware which monitors the user’s
activities without their knowledge or permission. This
might be to serve them advertisements targeted to their
behaviour, or it might include more sinister uses such as
stealing personal files or using a key logger to capture
usernames, passwords, and credit card details. It is even
possible for malware to record visually the user’s screen
in order to gather such information.

Worms

Worms are similar to viruses, but spread without any
user interaction. For example, if the user opens a worm-
infected email attachment, the worm might immediately
copy itself to other machines on the network (looking for

How does anti-virus software work?

Virus scanners use a variety of techniques to protect users. Most use a virus definition file (also called a virus signature
file) to help them identify known viruses. Because new viruses and variants are constantly being released, these defini-
tion files need frequently updating. Several anti-virus companies release new definitions at least once every day, and it
is important to configure anti-virus software to download these updates.

On demand virus scanners check specific files that the user has selected for anti-virus scanning. Real time scanners run
in the background of the computer and scan all files before they are opened. Program files will be scanned each time
they are run, and files downloaded from the Internet will be scanned as they are saved. Real time scanners provide a
convenient and transparent method of checking files, at the expense of a small amount of speed when opening files.
Many modern anti-virus programs will also integrate themselves into web browsers to prevent visits to malicious web

sites.
B, g riieow 3 ) ; _
Heuristic scanners attempt to identify viruses without using defini- | MSSAREESENNS
tion files. Instead, they look for suspicious, ‘virus-like’ activity. This | ¢ (b iivimac
helps the scanner identify new viruses for which there are no anti- | e _—
virus definitions, such as modifications of existing viruses. Many e A et e TN s

anti-virus programs combine both definition based scanning and
heuristic scanning.

Finally, some anti-virus software uses blacklists to prevent access
to web sites known to host viruses and other malware, and prevent
the download of known malicious files. The advantage of these sys-
tems is that the.y do not need to l?e running continuously on the; Figure. S T T e S S
computer: running them once configures the computer’'s HOSTS file gram, with a blacklist of known malware which it will
to prevent access to banned sites. transparently block.

I e |




Infamous Computer Viruses and Worms
CIH / Chernobyl (1998)
In the late 1990s the CIH virus spread across global computers. Its payload was extremely destructive, wiping the parti-

tion table on users’ hard disks and erasing the flash memory in the BIOS. Although a lot of data could be recovered
from damaged hard disks, machines with damaged BIOS chips needed a replacement before they would even boot.

Melissa (1999)

The Melissa virus took advantage of the macros feature (see page 192) built into Microsoft Word and Excel. The virus
sent itself to the first 50 people contained in an infected machine’s address book. In addition to mass-mailing, other vari-
ants of the virus delete files and the contents of documents.

I Love You (2000)

This worm used the email subject line ‘I Love You’ to entice users to open the email. Doing so caused the worm to email
itself to everybody in the user’s email address book. Within a week ‘I Love You’ had infected 50 million computers. The
worm also overwrote important files with copies of itself.

Code Red (2001)

The Code Red worm infected over 350,000 computers by attacking web sites running Microsoft Internet Information
Server (Microsoft IIS). The worm defaced web pages with the phrase ‘Hacked by Chinese’ and also launched denial of
service attacks on the White House web site.

Slammer (2003)

Slammer was a rapidly spreading worm, infecting up to 75,000 machines in less than ten minutes. As with Code Red,
Slammer infections caused global Internet slowdowns as bandwidth was consumed by the duplicating worm. This
brought down many Internet routers and networks, including cash machine networks and airline reservation net-
works—a good example of how viruses and worms can impact computers even without damaging files or data.

Stuxnet (2010)

Stuxnet was something never seen before — a worm that attacked the computers used in industrial equipment and the
specific programmable logic controllers (PLCs) inside them. The worm was designed to infect any machines, but only
damage industrial machines containing Siemens equipment. Such control equipment is often used in power plants, wa-
ter treatment and distribution systems, and power and gas systems. In early 2011 the US government and the Israeli
intelligence service Mossad were accused of engineering Stuxnet to sabotage Iran’s nuclear weapons program, which
uses exclusively Siemens equipment for the process of nuclear fuel enrichment. Stuxnet renewed fears that future mal-
ware that might attack critical infrastructure as part of a cyber-terrorism or cyber-warfare campaign (see page 305).

Rootkits

Rootkits are a particularly hard to remove form of mal-
ware. They generally infect a machine as the administra-
tor (root) user, and use a variety of techniques to hide
their presence from the user and the operating system,

Impacts of malicious software

Data destruction is a common goal of malicious software
(malware). Some malware programs simply display an
annoying message on the screen when they trigger, while
others can be very destructive. Effects including erasing

including altering the operating system so the rootkit's
process is not displayed in the list of running processes.

Rootkits are by their nature very difficult to detect and
remove, and often a fresh operating system installation is
the only way to guarantee an uninfected computer. How-
ever, some rootkits can even infect a computer’s BIOS,
activating themselves before an operating system is even
loaded —meaning even reinstallation will not solve the
problem. Although rootkits can have some genuine uses,
the term generally refers to their use as malware.

or overwriting data and programs or even making the
computer unbootable by damaging the operating system
(see CIH virus, above). Even ‘harmless’ viruses can cause
damage and problems for systems administrators as they
must spend valuable time cleaning and repairing ma-
chines, restoring corrupted program files, and checking
for damaged data and programs.

Increasingly, malware is used to infect computers with
backdoors, which allow them to be controlled by an un-
authorised remote user. Such infected machines are
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known as zombies. Criminals gangs control hundreds or
even thousands of zombies at once to form botnets—
groups of computers under their control. Botnets are used
to send out spam or phishing email, or to distribute fur-
ther malicious software. They can also be used to perform
Distributed Denial of Service attacks on other computer
systems, Botnets offer criminals an easy way to commit
their crimes without fear of being caught. There are even
examples of criminal gangs renting botnets to other crimi-
nals to perform their crimes.

Law enforcement agencies and computer companies are
in a constant battle to combat botnets. In 2001, Microsoft
and the FBI managed to shut down two large botnets:
Rustock and Kelihos. Kelihos consisted of 41,000 compro-
mised computers, capable of sending 3.8 billion spam
email messages every day. Rustock was even bigger—up
to 250,000 computers, and was thought to be responsible
for almost half of all global spam being sent at the time of
its shutdown*®.

Drive-by downloads

Drive-by downloads are programs which are download-
ed or installed automatically, without the user’s consent,
when they visit a web page. They are typically used ei-
ther to infect a system with some form of malware, or to
make money by tricking the user into buying security
software that they don’t need. JavaScript, ActiveX, and
Java are technologies that can be used to create enhanced,
interactive web pages, but can also be misused to deliver
drive-by downloads. This is particularly true if a user’s
Internet or web browser security settings are set too low.

Other drive-by downloads may attempt to trick the user
into clicking something to activate the download. Figure
5-9 shows a common technique—using a false error mes-
sage, ironically often informing a user about a virus infec-

Infiltrating the Pentagon

Web Spy Shield Warning

WARNING!
Windows has been infectad

Name Type alert level

0 SillyD! Spyware high Spyware High |~
¥ Matcash BG Trojan high Trojan High !E"]
4} 0QPass I Password Capture PassCapture Critical

E{,‘ NewaNet.Domain.Plugin Spyware Spyware High

e )
@ warning found infected data: -

Click the “Erase Infected” button to erase all spyware and viruses from Windows

& Erase infected I

Figure 5-7 Some web sites use fake operating system or
anti-virus error messages to trick users into downloading
malware. Here even the title bar and red close button are
fake—clicking anywhere will trigger the download.

tion. Extreme examples like figure 5-7 show images
which look like a window generated by the operating
system, including a title bar and close button. Clicking on
these windows (including the fake close button) will trig-
ger the download of malware. A good way to safely close
windows like this is to use the keyboard shortcut (Alt-F4
in Microsoft Windows).

Denial of Service attacks

A denial of service attack involves bombarding a com-
puter system with so many requests that it is unable to
keep up, slowing down its response, or even causing it to
crash. It is similar to the idea of bombarding a telephone
switchboard with calls - after a certain number of users
are calling, others will need to wait in line to get through.
Distributed Denial of Service attacks (DDoS) use many
computers (possibly thousands) to attack a system. Often
these are zombie computers that have been compromised
and taken over by malware to form botnets.

In 2008 a US Ministry of Defence employee picked up a discarded USB flash drive in the car park of a US military base
in the Middle East. Believing the flash drive to be lost and trying to identify its owner, the employee inserted it into a
military laptop. What happened next was later described as ‘most sig-

nificant breach’ ever of US military computer networks’.

The flash drive had not been accidentally lost: it had been placed in the
car park by a foreign intelligence agency, and was infected with the
Agent.BTZ worm. Inserting the flash drive automatically triggered the
worm, silently infecting military computer networks and establishing
back doors which allowed data to be transferred to servers outside of
the US network. The Pentagon did not reveal how much, if any, data
had been copied outside of its control, but it is estimated that it took
over a year to remove the worm from the compromised systems.

e L e e -
Figure 5-8 The Pentagon: compromised by a

USB flash drive.



DoS attacks are hard to combat because they consist of
genuine requests to the target system — such as a request
for a web page. The problem is that there are so many
requests that the target cannot service them. DDoS attacks
are even harder to fight because the disruptive requests
come from many different machines, making blocking the
sources ineffective.

Avoid Malicious Software

There are a number of measures that can be taken to re-
duce the chances of being infected by a malicious soft-
ware. Advice for good practice includes:

e Install anti-virus software and make sure the virus
definitions are regularly updated. Most anti-virus
software also offers protection against spyware and
other malware.

¢  Configure web browser security settings to disallow
unsigned code such as ActiveX controis

e Only download new software from well known,
trustworthy sites, and scan it with anti-virus soft-
ware before use.

e Avoid common sources of malware such as illegal
downloads of software.

e Never open an email attachment you were not ex-
pecting —even if it comes from somebody you know.

e Never click on a popup window which occurs while
browsing,.

e Maintain a backup of your data in case your comput-
er is infected.

e Educate other users in your family about avoiding
viruses, and in the case of young children, supervise
them online,

Computer Security and the Law

Spyware alert!

Vulnerabllities faund
Your computer is infacted by spywars - 25 serlous threats are found while scanning your flles

and registry. It is strongly recommanded to entirely clean your computer in order to protect
the system against future intrusions.

Wiy vou resd to ba protacted agsinst soyware?

computer and prevent new security and prlvacy attacks. You will have daily updates

@ Upgrade to full version of YirusResponse Lab 2009 security kit to clean yaur
and online protection agalnst Internet attacks,

hdtivate VirusResponse Lab 2009 | |

Stay unprotected

Figure 5-9 A fake spyware alert from Virus Response Lab
2009—a well known piece of malware

Common Mistake

In an exam, giving recommendations such as ‘be care-
ful where you download software’ is too vague. You
need to be precise and give the exact steps a user
should take to protect themself.

The Computer Misuse Act (1990) is a UK law governing unauthorised access to computer systems. The law provides
for a prison sentence of 5 years and up to a £5000 fine for three offences:

i.  Gaining unauthorised access to a computer system

ii. Gaining unauthorised access to a computer system in order to commit further crime (for example, stealing credit

card data to commit fraud)

iii. Unauthorised modification of data stored on a computer

Additions and amendments were made to the Act in 2006 to increase the length of sentences and add a further offence
of ‘intent to impair operation of computer’. This additional offence was aimed specifically at providing a penalty for
committing Denial of Service attacks, which some felt were not covered under the law previously.
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Spam

Spam refers to unwanted messages that are sent to many
users at once. Although it usually refers to email messag-
es, spam can also take the form of unwanted phone text
messages (SMS), online chat, and comments on public
bulletin boards and blogs. Spam messages usually adver-
tise products ranging from dubious web sites to illegal
products such as unregulated prescription drugs or coun-
terfeit items. Some spam messages are scams which try to
entice the user into sending money to an overseas bank
account — usually with an elaborate back story (see page
102). These messages are known as 419 scams or some-
times ‘Nigerian scams’ because of the common origin of
these emails. Other spam is simply used as a method to
deliver viruses or worms using infected attachments.

Spamming Techniques

Spammers use a variety of techniques to entice users into
opening their emails. A common approach is to include a
subject line which appears personal, such as ‘here is that
document you asked for’, suggesting the recipient knows
the sender. This is particularly effective if the spam is sent
by a virus or a worm, because the sender may actually be
a person the recipient knows.

Spam sometimes offers links or attachments supposedly
offering the latest news or images of famous people. For
example, less than a day after the death of singer Michael

I3 Mrs. Susan Amson
it Jylwunavi2di@bluewin.ch

R30 PARR T DO 7o |
BETE PRET2
a1 1o, TIORENPINDNNESIPTRURSSPR | | | - Attention. Dear

willson victor
efcc commission
HENORRA —Day

Grestings from Abidjan
YOUR OVER BUE PAYMENT

SEXOEBTEILLTES

R30 BEPIBS S0 FE 20 L
EEER PR TCT 2

AR 1B

HHN BEVSAPH A1 - CY,

2 From Wrs. Susan Amson Read the attachiment below and get back to me
Member craven, VIAGRA & 64% OFF

4 - w RR SAPSIEHREELTWE Y.
MG 2T ! &ESHLERPLLLSBEO BB THILFTED L !

CEMIE RIPP >R XBUSAICLBLLHS LKRETRROBHT N 77 6.

Jackson, spam email purporting to offer information
about his death was being sent around the Internet. A
similar thing happened after the death of Osama bin lad-
en in 2011. The technique of ’hijacking’ global news
events is used by the spammer on page 102. The email
contains a fairly standard story about ‘lost’ money which
can be reclaimed ($35,000,000 in this case). In this case the
background story is supported by a link to news article
about a real plane crash— the spammer has cynically used
the name of a real person and a link to a genuine web
page which reports his death. Of course, this does not
prove the email is genuine—and it obviously isn’t.

Impacts of spam

One obvious effect of spam is the potential exposure to
malware infected attachments. This can have a serious
impact on businesses, whose networks can be quickly
infected by just one user triggering a virus or worm (see
page 97). Large amounts of spam also slow down email
servers, consuming disk space and bandwidth — possibly
preventing users from completing their normal work. For
example, many email inboxes have limited storage space,
and large amounts of spam can fill this, forcing new
emails to be bounced back to their sender. Sifting through
dozens of emails to find the genuine ones also consumes
time and increases the risk of missing an important email.
In some cases businesses may need to buy additional
storage for their email servers to address this.
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Figure 5-10 The Bulk Mail folder of an email account. The messages with subjects like ‘Attention. Dear’ are generally 419 scams.
Notice that some of the messages contain attachments, some of which are probably virus-infected.
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Anti-spam software is now essential for many businesses,
but it also means more expense. Software has to be
bought, installed, and constantly updated. This costs
money and valuable time.

Businesses also lose money because their employees are
less productive when they must deal with large amounts
of spam. One survey calculated that each employee
spends 7.3 minutes every week dealing with spam—
adding up to $71 billion of lost productivity in the US®.

Businesses who do use email for marketing need to be
very careful about how they do it. Appropriate and genu-
ine information can be useful, but bombarding customers
with advertisements and special offers will quickly earmn
the business a poor reputation and users may flag their
messages as spam. Page 210 discusses e-marketing tech-
niques.

Finding email addresses

A common way for spammers to find valid email ad-
dresses is to use software spam bots to scan through
thousands of web pages looking for email addresses. The-
se might be written in the web page, in the HTML code as
a mailto tag, or used in web forms that users fill in and
send,

Another technique which is becoming more common is to
randomly try combinations of common names with com-
mon email providers to see if they generate a valid email
address. Although this technique might not generate gen-
uine addresses, for the spammer there is little to lose as
the cost of sending such emails is so low —especially as
most spam is sent using botnets.

=
rrDid You Know? h

Up to 200 billion spam emails are sent each day —an
estimated 80% to 97% of all email sent.

Pharmaceutical products account for 64% of all

spam —more than any other type®.
\ /

Finally, some companies exist with the sole purpose of
collecting and selling databases of email addresses. Some
of these addresses may be collected using the above
methods, and others may be taken from companies that
share their customer data with third parties.

Spam Filters

Most email providers, including those offering free web-
based email, use spam filters to reduce the amount of
spam you receive. Organisations or individuals can sup-
plement these blocking measures with their own spam
filters, which can be installed on an email server or on
client computers. The open
SpamAssassin is an example of one such program. Spam
filters often use Bayesian filtering to examine email and
determine how likely it is to be spam, based on the words
it uses (for example, common words associated with sell-
ing material or 419 scams would trigger the filter).

individual source

Spam blocking services monitor global spam email and
make available the IP’ addresses or domain names of
spam sources. These can then be blacklisted by email
software so that spam from that source is no longer re-
ceived. Some blacklists are published periodically while
others are updated in real-time.

100 Security Threats as a Percentage of All Email Figure 5-11 Email based
security threats
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Spotting Spam
Spotting spam is often very easy if you know what to look for. The example below has many tell-tale signs:

1. A popular free email service has been used. This seems quite odd for a man who is supposedly the manager
of a major bank.

2. The‘To’ address is not my email address (in fact, it is the sender’s address). If hundreds of email addresses
were listed in the ‘To’ line, it would be suspicious, so the sender has used to BCC (Blind Carbon Copy) fea-
ture to hide the recipients’ names from each other. Since “To’ field should contain something, the spammer
put his own address.

3. A generic greeting rather than using my name.

Obvious spelling and grammatical errors and awkward phrasing. This is a common feature of spam.
5. A fantastic sounding story —if it sounds too good to be true, it probably is!

o

From: "andrew white" <hon_w06@hotmail.com> @
To: hon_w06@hotmail.com
Reply-To: mrandrewwhite@hotmail.com @

Subject: From Mr Andrew White
Date: Sat, 02 Sep 2006 12:12:44 +0100

Goodday, @

I got your contact over the internet. Please pay attention and

understand my reason of contacting you today through this email. My name is Hon
Andrew White I am the personal solicitor to a foreigner, Late Mr. Morris @
Thompson, an merican who unfortunately lost his life along with his entire

families in the plane crash of Alaska Airlines Flight 261, which crashed on

January 31 2000. You may read more about the crash on visiting this C.N.N News

internet web site.

http://archives.cnn.com/2000/US/02/01/alaska.airlines.list/

The Bank manager of Late Mr. Morris Thompson bank in Channel Island

and myself desperately need your assistance to secure and move huge sums @
of money left behind by Late Mr. Morris Thompson in his account to the

tune of $35,000,000.00 (Thirty five million United States dollars).

The account is escrow call account, a secret type of account in the

bank and no other person knows about this account or any thing concerning

the account except the bank manager and myself. As the Manager of the

bank, he has the power to influence the release of the funds to any foreigner

that comes up as the next of kin to the account, with the correct

information concerning the account, which he shall give you. I will give you 25%
of the total sum for your assistance,30% of the total sum goes to the bank
manager while 45% of the total sum will be for myself. I will give you more
details as soon as I hear from you.

I can be reached urgently through my private mail address below.

Regards

Andrew White
From Mr Andrew White




Many web sites use CAPTCHAS or “scribble text’ to pre-
vent abuse by automated spam bots. CAPTCHAs create
an image using distorted text, background noise, and
disorientating lines, which is designed to be impossible
for a spam bot program to decipher, but still easy for a
human. CAPTCHASs are commonly used on web sites
which allow you to create accounts (especially email sys-
tems), to prevent spammers writing software to automati-
cally generate hundreds or thousands of false accounts.
They are also useful on blogs and other systems that al-
low users to add comments, to prevent automated pro-
grams adding comment spam.

Avoiding Spam Filters

Just as spam filters try to detect unwanted email, so
spammers use various techniques to avoid the filters. A
common trick is to embed a paragraph of text from a web
site or book into the spam email, to fool Bayesian filters
into thinking the message is genuine. This technique
works because the ‘normal’ text reduces the relative fre-
quency of words associated with spam. Sometimes this
has odd results:

Now and then, a power drill pees on another spi-
der. A blotched polar bear takes a coffee break,
and a prime minister living with a spider brain-
washes a shabby salad dressing. When you see
some dust bunny defined by the photon, it means
that a nation daydreams.

Another technique is image spam. Here spammers try to

avoid spam filters by including their message in an image
file instead of text. Because spam filters cannot read or
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Figure 5-12 CAPTCHA attempts to thwart spam bots.
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Avoiding Spam problems

Security

Figure 5-13 Image spam tries to avoid anti-spam filters.

understand the text in an image, such emails may be
passed through.

Web Bugs

Web bugs are links in spam messages to images stored on
the spammer’s server. When you open an email with a
web bug, the image is fetched automatically from the
server. This request for the image immediately confirms
to the owner of the server (the spammer) that your email
address is valid, encouraging them to send you more
spam.

Prevention is generally better than cure —once an email address has been found by spammers, it is often hard to prevent
it spreading further. Following the tips below should help reduce the chance of receiving spam.

1. Avoid publishing your email address on web sites and forums, to prevent spambots from harvesting it
Avoid web bugs by switching off images in email software
3. Use BBC (Blind Carbon Copy) when forwarding an email to multiple people, to keep each recipient’s email address

private

4. Use ‘disposable email addresses’ when using your email on potentially problem sites. Several web mail companies
offer disposable addresses that temporarily point to your real email address but expire after a short time.
5. Use the ‘Report Spam’ button if your email provider supports it. This can help reduce future spam for yourself and

other users

6. Never open an email attachment from an unknown sender
7. Never open an email attachment from a known user unless you are expecting it
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Phishing

Phishing emails are a slightly more sinister form of spam.
They attempt to impersonate genuine organisations such
as banks in order to fool the user into providing sensitive
personal data such as account details, usernames, and
passwords. Phishing emails will normally be very official
looking, often including the actual logos and other mate-
rial used by the organisation being impersonated. Usual-
ly such emails contain a link to a web site which is an
exact copy of the organisation’s actual site, but is actually
operated by criminals. When the user ‘logs in” with their
password, the details are sent to the criminals and at that
point, it is too late. To avoid alerting the user, some
phishing sites will display a ‘incorrect password’ error
after the details are entered and then direct users to the
impersonated organisation’s real site. Most users would
think they simply made a typing mistake in their pass-
word, rather than suspecting a scam.

Phishing emails can be very convincing because scam-
mers spend a great deal of effort making their imitations
as accurate as possible. Figure 5-14 shows a phishing
email supposedly from the online payment service Pay-
Pal. There are several convincing elements: the sender is
purportedly accounts@paypal.com, a genuine address
(although it is actually a simple forgery). There are official
-looking Case ID and PayPal ID numbers (though of
course these mean nothing).

# Become ID Verified
Fraw: "scounts@paypal.cam” <atcounts@paypsl.com> f"]

T3 undlsclosed-rezipients

Like most phishing emails, this example warns of the
user of an impending security problem and urges them to
take quick action to solve the problem. Finally, there is an
link to what looks like PayPal.com, though it is not.

However, there are also many tell-tale signs of a phishing
email. Firstly, the ‘To’ field is listed as ‘undisclosed-
recipients’, a classic indication that the email has been
sent to many users using the BCC (Blind Carbon Copy)
function. Secondly, there is no personal greeting, which
would be expected in such an email.

Finally, although the link in the email looks real (it even
includes the https protocol to indicate that TLS security is
used), it does not link to PayPal.com. Moving the mouse
over the link without clicking reveals the true destination
address in browser’s status bar: www.armstat.am/
pp.html. Most likely this address will contain a page
that looks identical to PayPal’s actual page.

Moving the pointer over the link and checking the desti-
nation in the status bar before clicking is always a good
practice to follow.

Related scams include smishing and vishing—using text
messages or telephone calls respectively to commit phish-
ing attacks. Smishing victims typically receive a text mes-
sage urging them to call the supplied phone number
(which belongs to the criminal) in order to solve a prob-
lem with their bank or similar account. In vishing, victims

Figure 5-14 A phishing email purportedly
from online payment service PayPal.

PayPal is constantly working 1o ensure security by regularly screening the accounts in our system We

Why is my account access limited?

Your account access has been limited for the following reason(s):

March, 2006: We have reason 1o believe that your account was accessed by a third party. Because
protecting the security of your account is our primary concern, we have limiled access lo sensitive
PayPal account features We understand that this may be an inconvenience but please understand that

this lemporary limitation is for your protection

To remove the limitation for your sensilive account features we need more information to help us provide

you with secure semvice by clicking the link below:

Wies e paypal com/us/eg-bindwebsctPemd= limitation_ramgve
(Your case D for this reason is PP-137-143-712 )
Thank you for using PayPall

The PayPal Team

Please do not reply to this email This mailbox is not monitored and you will not receive a response For
assistance, log in to your PayPal account and click the Help link located in the top right corner of any

PayPal page

PayPal Email ID PP233

| Mg/ wwew. armstatamipp htm) - |

§—

—

7 http://www.armstat.am/pp.html




are contacted by somebody claiming to be their bank (or a
similar organisation), who attempts to trick them into
revealing personal details. Vishing is enabled by IT be-
cause Voice over IP (VoIP) software allows inexpensive
calls to be made, even from overseas, and such calls are
very hard to trace—a characteristic which is of great in-
terest to criminals.

Pharming, sometimes called DNS Poisoning is another
technique used by phishers to direct users to a fake web
site when they enter the URL of a genuine site. Pharming
often involves criminals illegally accessing a DNS server
and putting the IP address of their fake site in place of the
IP address of a genuine site. When a user enters the com-
promised domain name in their browser, the DNS server
then returns the false IP address and directs them to the
fake site. Pharming is very effective because the fake web
site will even show the genuine domain name in the
browser address bar.

Identity theft

Phishing is often performed to commit identity theft -
stealing somebody’s personal data in order to imperson-
ate them. Identity theft has grown rapidly in recent years.
In the US, 10 million people were victims of identity theft
in 2009°. Identity thieves use stolen identities to withdraw
money from victims’ accounts or commit further crime —
often fraud —in their name. The impacts of this can be
severe: economic losses occur for both the real owner of
the identity and the businesses against whom fraud is
committed, with businesses losing $221 billion each year
from identity theft related crimes®. Unpaid loans and sim-
ilar problems can ruin a victim’s credit rating and make it
difficult for them to get loans, insurance, or bank ac-

counts in the future. In the US, medical identity theft,
where criminals steal identities to claim medical insur-
ance, is a growing problem. A particular problem is that
victims can find it extremely hard to prove that they did
not make the fraudulent transactions themselves — for
23% of victims it takes 7 months or more to clear up the
problems caused by identity theft®.

Guarding against Phishing

The most important rule to remember is that no reputable
organisation will ever request personal details in an email
or unsolicited phone call. Your bank does not need your
password or other details in order to access your account
information. Passwords should never be disclosed to any-
body and sensitive data should never be sent in unen-
crypted email.

It is also important never to follow links to your bank,
even if they look genuine. It is far safer to manually type
the bank’s URL into your web browser. The same rule
holds true for telephone numbers—you should look up
the bank’s number, not call a number found in an email.

Many web browsers can now detect potentially fraudu-
lent links —such as the example in figure 5-14—and have
built in anti-phishing filters which block known phish-
ing sites using a blacklist. However, since phishing sites
appear and disappear very frequently, these filters are
not a perfect solution —common sense must still be used.

Users can help prevent identity theft by being careful
about displaying personal data online, for example on
social networks, and by checking bank and credit card
statements regularly to watch for unauthorised activity.

Figure 5-15 Modern browsers | & Reported Web Fargery! - Mozilla Firefox

usually have built in anti-
phishing filters which display
warnings if a suspect page is
encountered.

I@ il S

l £} Reported Web Forgeryl

File Edit View History Bookmarks Jools Help

hitp:/ fwwwimorille.com/firefox/its-a-tra -+ - 8- ¢

Reported Web Forgery!

's\@g\

This web page at www.mozilla.com has been reported as a web forgery and
has been blocked based on your security preferences,

Web forgeries are designed to teick you into revealing personal or financial
nformation by imitating sources you may trust,

Entering any information an this web page may result in idenlity theft or other fraud.

m Why was this page blocked?




Chapter 5
Encryption

Encryption is needed to protect data from unauthorised access when it is sent over an untrusted network like the Inter-
net. Encryption uses encryption keys to transform a message (the plaintext) into a form that is not understandable to
anyone who reads it (the ciphertext). Modern computer systems use complex mathematical algorithms to encrypt mes-
sages, but encryption schemes have not always been so complex. Consider a simple Caesar Cipher (also called a shift
cipher) in which each letter of a message is changed into another letter:

Letter: A B G D E F G H | J K L M
Result: G D E E G H | J K L M N 0
Letter: N (0} P Q R S 1F U \" w X Y zZ
Result: P Q R S T U A" w X Vg Z A B

Thus the message the quick brown fox would be encrypted as vjg swkem dtqyp hqgz. In this case the diagram
above acts as the encryption key, and is needed for encrypting and decrypting the message.

A shift cipher is a very simple cipher with obvious weaknesses. In this example, working out one letter pair (such as ‘A
maps to C’) reveals every letter pair because the letters are in alphabetical order. Even if the result letters were randomly
assigned, decoding this message would still be relatively easy, because in English not all letters occur with the same fre-
quency (the letter e is most common; x much less so), and certain letters often appear repeated (e.g. 00 or ee) or paired
with other letters (q always goes with u). So, while a simple shift cipher demonstrates the general principles of encryp-
tion, remember that computers use much, much more complex methods for encryption.

Plaintext " Key
‘l o | Plaintext

Flgure 5- 16 Secret key encryption uses a single shared key to encrypt and decrypt data.

Secret Key Encryption
The method described above, where the same key is used for both encryption and decryption, is known as secret key
encryption (also called symmettic key encryption or single key encryption). In fact, the name highlights a fundamental
problem of this approach: the key used for encryption and decryption must be kept secret. If an adversary discovers the
key, they can do two very undesirable things:

¢ They can decrypt our private messages

e  They can encrypt messages with our key, pretending to be us

History of Encryption

Encryption predates computers by a long period. The Polybius Square, an early cipher,
was invented around 140 BC in Ancient Greece, while Julius Caesar used his namesake
ciphers around 40 BC for military communication. Johannes Trimethius worked on cryp-
tography in the 15th century. The famous Enigma machine was used by Nazi Germany
during World War 2 to encrypt military communications. Impossible to break through
brute force because of the number of permutations (at least 10%), the British effort to
break the Enigma codes spurred the development of Bombes and then the Colossus - the
first electronic, programmable digital computer. Flgure 5-17 Enigma machine
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This causes a huge problem when using the Internet because there is no safe way to communicate the encryption key to
the recipient. We cannot send the key over the network because we don’t trust it — that is why we are using encryption
in the first place! Figure 5-18 summaries the process of secret key encryption.

Figure 5-18 In secret key encryption, the encryption key must be transported to the recipient, which is risky.

Public key encryption

A much better approach is public key encryption (also called asymmetric key encryption). This uses a key-pair: a pub-
lic key which is used only for encryption, and a private key which is used only for decryption. The keys work together:
once a message has been encrypted with a given public key, only the corresponding private key can decrypt the mes-
sage. Even the public key cannot decrypt a message it just encrypted. As the names suggest, the private key must still be
kept secret, but it does not matter if the public key is widely available (in fact, it is desirable because people need a user’s

Figure 5-19 Public key encryption uses a key pair to remove the need of communicating a secret key over a network.
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Figure 5-20 Browser security features: https in the
address bar indicates a site using encryption. Many
browsers also use the padlock icon to indicate this.

P
@ Send Money, Pay Online or Set Up a Merchant Account with PayPal - Mozilla Firefox
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certificates: Firefox indicates this with a green or blue i )‘r‘"‘,. paypal.com
company name to the left of the address bar. ; o which is run by
{ PayPal, Inc.
Paypan San Jose
[ California, US

public key in order to send them messages). A useful
analogy is the lock on a door. If the door has a standard
lock, a key is used to both open the lock and close the
lock, just like secret key encryption. This means we have
to be very careful about to whom we give our key. In
contrast, public key encryption is like having a padlock
on the door. To lock the door, we close the padlock (use
the public key). To open the door, we use the key for the
padlock (the private key). If somebody steals our padlock
(public key), we don't really care. There worst thing they
can do is lock something up - the thief cannot open any-
thing as long as we keep our key safe.

Public key encryption is commonly used on the Internet.
An encrypted connection to a web site is indicated by the
https at the start of the URL, which signifies SSL (Secure
Socket Layer) or the more modern TLS (Transport Layer
Security) encryption is being used. Most browsers will
also display a padlock icon near the URL, or change the
colour of the address bar (see figure 5-20).

Digital Signing and Digital Certificates
Public key encryption solves the security problem of
sending private messages over a public network—
however, the problem of authenticity remains: when Bob
receives a message from Alice, he cannot be sure that it
really was Alice who sent the message. An imposter
could have signed a message as Alice and used Bob’s
public key to encrypt it.

A digital certificate can be used to authenticate the send-

er of a message. This requires Alice to use something that
is accessible to her and nobody else—her private key —to
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prove her identity. When Alice sends her message, it is
digitally signed using her private key,

When Bob receives the message, he can use Alice’s public
key (the other half of the key-pair) to verify that Alice
was the real sender. This solves part of the authentication
problem (provided Alice keeps her private key secure).

However, how does Bob know that the message is from
the correct Alice? An imposter could have claimed to be
Alice and given Bob her own public key, To solve this
problem, Bob can use a Certificate Authority (CA) to
verify the owner of the public key. Certificate authorities
are responsible for issuing digital certificates (effectively,
key pairs) to organisations, after checking their identity.
Certificate Authorities are used by many online business
to prove that we are dealing with the genuine business.
Most web browsers have a way of viewing a site’s digital
certificate (see figure 5-20).

Thus, using a combination of public key encryption and
digital signing, Bob knows when he gets a message from
Alice that:

® The message is from Alice because it was digitally
signed by her private key

e He has the right Alice because the Certificate Author-
ity verified her identity when issuing her digital cer-
tificate

e The message was sent securely because it was en-
crypted with his public key, and can only be decrypt-
ed with his private key.



Encryption in Action

Transport Layer Security (TLS) (and its predecessor Secure Socket Layer (SSL)) is the standard encryption protocol
used for secure web communication. TLS is used for logins to email providers and social networks, and for online bank-
ing and online shopping transactions. A web page which is encrypted will show the hitps protocol at the start of the
URL in your web browser. Most browsers also use a small padlock icon to indicate the same (see figure 5-20).

Extended Validation SSL (EV SSL) is a digital certificate system designed to verify the identity of online organisations.
An organisation applies to a Certificate Authority (CA) for a digital certificate. The CA performs checks on the organisa-
tion to ensure it is a genuine and legitimate organisation. Once this is confirmed, the CA issues a digital certificate to the
organisation. This certificate is then sent to your web browser when you visit the organisation’s web site, enabling your
browser to authenticate the site.

Wired Equivalent Privacy (WEP) is an older encryption algorithm used by wireless networks. It has been superseded
by Wi-Fi Protected Access (WPA) and WPAZ2. These encryption protocols keep data safe as it is transmitted from com-
puters with Wi-Fi cards (such as laptops) to Wi-Fi routers. Today, WPA2 encryption should be used by all wireless net-
works. The only reason to use WEP or WPA would be if a connected device does not support WPA2.

Encryption and hard disks

Data stored on laptop computers and portable storage devices is particularly vulnerable to loss or theft (see page 17 for
infamous examples). Securing such a device with a user account and password is not usually enough to keep the data
secure. It is relatively easy to remove the hard disks from such computers and attach them as a ‘slave’ disk on another
computer. This will bypass the user account controls.

This can be prevented by using full disk encryption. As the name suggests, these programs encrypt every sector on the
hard disk, including empty sectors. When the computer is first booted, the user is prompted for a passphrase which is
used to decrypt data from the disk. This happens before the operating system is loaded (it has to - even the operating
system is encrypted). If the passphrase is cor-

‘virtual disks’. It also offers the possibility of

rect, it is used to decrypt sectors in memory as | [l TveCopt o e oy oL r ]%M
they are read from disk. As data is written to || ¥olumes System Favorites Tgels Settings Help . Homepage |
disk from memory it is automatically encrypt- Drive | volume Swe | Encryption aigonthm | Type |
ed. No unencrypted data is saved onto the st %:Lf:;;’f;ﬂ;m%mmzi e i b
disk at any time. Al
Sl
e
The advantage of full disk encryption is that it ki
o . Sl
happens automatically and transparently in o M:
every program - after installation the user .o
does not have to worry about remembering to f:;‘:
encrypt their data. One disadvantage is that i) Y
there will be a small speed penalty as data
decryption and encryption takes time. Create Youme | : | |
Volume |
Recent versions of Microsoft Windows feature [ v selectpie.. |||
the Encrypting File System (EFS) which per- l W e ey Vomeook.. |  SelctDevce.. |
form transparent disk encryption. The freely || — -
avalla_\ble product Tr‘u'eCrypt offers disk en- ‘ o 2 j T J = J i ]
cryption and the ability to create encrypted

Figure 5-21: TrueCrypt software, showing two encrypted hard drive parti-

adding hidden encrypted partitions to a hard ¥ ; : :
tions. Disk encryption is especially useful on portable devices like laptops.

disk, whose contents are indistinguishable from
random data when the disk is inspected. This is useful because it not only provides security, but prevents unauthorised
users knowing the encrypted data even exists.
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Encryption Ethics

Encryption is essential to many industries, including e-
commerce and banking. Without encryption, it would
simply be too risky to purchase anything online.

Yet encryption also has a darker side: strong encryption
effectively provides a guarantee that nobody without the
encryption key can view the plaintext — including law
enforcement officials. This fact has not escaped some
criminals. Authorities in some countries are concerned
that organised criminal gangs, terrorists, and paedophiles
may be able to continue their activities without fear of
being caught. Even if arrested, evidence of their crimes
may be on their computers but effectively locked away
from view, forever. Inability to break such encryption has
even led to failure of criminal prosecutions against in
some cases, due to lack of evidence'.

Wireless Security

Wireless networks present additional risks compared to
wired Ethernet networks. Wireless network data is vul-
nerable to interception because it is broadcast through the
air, allowing anybody with suitable equipment to gather
it. For this reason, all wireless networks should be config-
ured to use encryption. This does not prevent eavesdrop-
pers from gathering wireless data, but it does prevent
them being able to understand the data. There are several
wireless encryption standards (see page 109), but for the
best security, the most recent, WPA2, should be used
whenever possible.

To prevent unauthorised users joining a wireless net-
work, the network should be configured with a key
which should follow rules similar to those for choosing a
strong password. It is also possible to hide a wireless net-
work’s name, known as its Service Set Identifier (SSID),
to prevent it appearing in the list of networks shown by
computers, This helps stop casual users from spotting
your network and attempting to access it, but users who
know the SSID will still be able to connect. Most wireless
routers can be configured to switch off the broadcasting
of the SSID. MAC address filtering can be configured on
most wireless routers, and denies access to the wireless
network from any computers whose MAC addresses (see
page 78) are not on a pre-defined list.

Changing the default password for wireless routers is one
of the most important steps in helping secure it, since
once an intruder has access to a router, any of the other
security measures can be switched off. Most routers ship
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Different solutions have been suggested. The US has sug-
gested key escrow, where an authorised authority holds
users’ encryption keys, and reveals them to law enforce-
ment if requested. Backdoors are a similar concept which
require encryption software to be able to reveal the
plaintext without the key, on request.

Previously the US had legislation which prevented the
export of strong encryption products, putting them in the
same category as guns and explosives.

In the year 2000 the UK passed the controversial Regula-
tion of Investigatory Powers Act (RIPA) which required
users to reveal their encryption keys when requested by
authorities. Failure to do so could result in a two year
prison sentence. In 2010 a teenager was convicted under
RIPA, for failing to provide his password when arrested
on suspicion of downloading child abuse images'".

from the factory with a default ‘admin’ or ‘administrator’
username and a password which may be just ‘password’
or even be blank. Lists of default usernames and pass-
words for common router models are readily available on
the Internet. This password is the first thing that should
be changed when setting up a wireless network (see Se-
curing a Wireless Network, opposite).

Security type: IWPAZ«PersonaI

Encryption type: IAES

Nebwork security key eestovesosssne

7 Show characters
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Securing a wireless network

Wireless routers have a setup page for configuring their security features. This is normally accessed via a web browser.
To access the configuration page, enter the router’s IP address into the web browser’s address bar. Routers usually have
their default IP address indicated on them or their packaging — if it cannot be found there, it can be found by checking
your computer’s network settings (using the ipconfig command in Microsoft Windows and looking for the ‘default

gateway’ property).

Once the correct IP address is entered, a page should appear presenting the router’s information and options. The exact
layout of these pages varies depending on the router brand. Once any changes have been made, most routers will need

to be restarted in order for the changes to take effect —this can usually be done from within the configuration page.
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Physical security

Physical security measures are intended to prevent in-
truders gaining access to a computer system to steal it or
physically compromise it in some way.

In a large organisation with many people coming and
going, an appropriately dressed stranger might not be
noticed. Once physical access to a computer or network is
gained, security can be compromised by connecting to a
local Ethernet port (which unlike Wi-Fi connections, are
often not secured), by installing a device such as a hard-
ware key logger, or infecting a machine with malware.

DHS Firmware Version F507230-2 US_8.01.21

Internet Settings

Figure 5-23 Routers usually need configusing for optimum security before use.
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Il Login  Internel Statuss ool

LAN/WLAN HAC 00:17:31:9d:c0ice
IP address 192.168.2.1
Subnet mask 255.255,255.0
DHCP Server Enabled

Fealures

NAT Enablad
Firewall Settings Enabled
SSID hoth

Security Enabled

Basic physical security includes locks on computer room
doors and computer cabinets; as well as alarms to detect
intruders. In some organisations security guards can pro-
vide initial security by checking the identity of visitors.
Special security cables, sometimes called Kensington
Locks, can be used to anchor computers (particularly
laptops) to a solid object such as a immovable desk to
prevent theft.

To avoid problems caused by rogue USB devices, includ-
ing data theft and virus infection, some organisations go
as far as filling USB ports with glue. However, most mod-
ern operating systems can set security policies to restrict
the use of USB devices, removing the need for such ex-
treme measures.
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Chapter Review

Key Language
access levels DNS poisoning packet sniffer spam filters
anti-virus drive-by download passphrase spyware
asymmetric key encryption  encryption password symmetric key encryption
authentication encryption key pharming system administrator
backdoor EV SSL phishing Transport Layer Security
biometric enrolment false negative physical security Trojan horse
biometric template false positive plaintext unauthorised access
biometrics full disk encryption private key virus
botnet hacking public key virus definition file
brute force attack home directory root user vishing
'CAPTCHA https rootkit vulnerability scanner
| Certificate Authority identity theft secret key encryption web bug
ciphertext key escrow Secure Socket Layer WEP
Computer Misuse Act key logger security token worm
cracking key pair security update WPA
Denial of Service attack macro virus smishing WPA2
dictionary attack malware social engineering zombie
digital signatures multi-factor authentication  spam
Distributed Denial of Service one time password spam bot
(Exercise 5-4 )
Calculate how long it would take to brute force the following passwords, based on the information on page 95. As-
sume that an average computer system can check 10,000,000 passwords per second. Remember that uppercase and
lowercase letters count separately. Show your working out !
a) A 10 character password using only letters [2 marks]
b) A 10 character password using uppercase and lowercase letters [2 marks]
c) A 15 character password using mixed letters and numbers and symbols [2 marks]
2
Exercise 5-5 b
Research the three commonly available web browsers and computer software security suites. Explain the features the-
se programs have to improve users’ security. Relate each feature to a specific type of security risk covered in this chap-
ter, and explain how the risks are averted. [12 marks] ;.
(Exercise 5-6 N
The Computer Misuse Act covers some criminal uses of IT in the UK. Research the laws that apply to the use and mis-
use of IT in your country. Describe the crimes they cover and the punishments. Explain one problem that might arise
from having disparate global laws relating to computer security. [8 marks]

N =
(Exercise 5-7 )
Describe the process that occurs when you visit a secure web site and enter your credit card details. Include each step of
\tEe process, using technical language. [4 marks] »
/Exercise 5-8 2

Some people have suggested that making a small charge for sending an email could drastically reduce the problem of
spam. Even a price of one cent per email would make mass emailing expensive but be minor for most users. Discuss the
\effectiveness of this solution, [8 marks]

o J
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[ Exercise 5-9

Use Desktop Publishing (DTP) software to create an advice booklet called Computer Security for Beginners (or some-
thing similar). This should be designed to be handed out in a computer store to people buying a new computer for the
first time. The booklet should detail the most common security problems, their effects on people, and their solutions.
The emphasis should be on reliable, practical advice and tips that users can follow to improve the security of their

|_computer. You might want to include both solutions and preventative measures. )
‘\

rExercise 5-10
Consider the ethical issues raised by encryption, and the solutions offered on page 110. Encryption software clearly
cannot be banned. Evaluate the different measures that can be taken to reduce the problem of criminal use of encryp-
Ltion technology. [8 marks]

o
~
( Exercise 5-11

Create a survey that can be used to assess people’s understanding of good computer security practices. The survey
should focus on the methods people use to protect themselves and their computer, rather than testing any technical
knowledge. You might want to create different levels of answer, for example for the question Do you use anti-virus soft-
ware?, the poorest answer would be No, the next answer would be Yes, but it is not up to date, and the best answer
would be Yes, updated regularly. Give your survey to a number of people. What do your results tell you?

L S

rExercise 5-12 )
(a) Define the term WPA. [2 marks]
(b) Distinguish the terms spam and phishing. [4marks]
(c) Explain the process through which data is encrypted using public key encryption. [4 marks] J
\.
o %
Exercise 5-13
(a) Define the term identity theft. [2 marks]
(b) Define the term pharming. [2 marks]
g (c) Explain the measures that could be taken to secure data on a laptop computer. [6 marks]
J
= 9N
Exercise 5-14
(a) State two characteristics of a strong password. [2 marks)
(b) Explain two ways a cracker might use to try and acquire a user’s password. [4marks]
(c) Explain one advantage and one disadvantage of a biometric system. [4 marks)
\_ e
ﬁxercise 5-15 |
(a) State two characteristics commonly used by biometric systems. [2 marks]
(b) Define the terms false positive and false negative. [4marks]
(c) Explain how the process of biometric authentication works. [4 marks]
\_ J
(— A
Exercise 5-16
(a) Define the term SSL. [2 marks]
(b) Describe two ways a user can tell that a web site is secure. [4marks]
(c) Explain how a digital signature provides increased security. [4 marks)

-
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Chapter 6

Multimedia

Objectives

1. Describe the techniques used to digitally manipulate images

2. Discuss the social and ethical impacts of digital manipulations

3. Explain how digital manipulations can be detected

4. Explain how computers store images

5. Describe the factors that affect image quality and file size

6. Explain the need for data compression

7. Distinguish lossless and lossy compression

8. Describe the common file formats used for multimedia

9. Distinguish bitmap and vector graphics

10. Use software to create appropriately designed multimedia products



Chapter 6

Multimedia

Multimedia—computer graphics, video, audio, and interactive applications—is used extensively in many
areas of application, from computer games and films to advertising, television work, and scientific work.
Computer visualisations, computer generated imagery, video, and digital audio are all relatively recent in-
novations which have grown out of increasing hardware capabilities, while ever increasing Internet band-
width has allowed richer multimedia and interactive content to be downloaded and displayed on even the
smallest of devices. This chapter covers the technical details required to understand how these technologies
work and how they can affect users and society as a whole.

Bitmap Graphics

Bitmap graphics (sometimes called raster graphics) are
images that are composed of a rectangle of small dots
called pixels. Almost all of the images you will deal with
on a computer, including all photographs, are examples
of bitmap images. The higher the number of pixels in an
image, the higher the image’s resolution and the more
detail the image can hold.

Bitmap editing has become more common as digital cam-
eras become more widespread. More and more people
find themselves needing to use image editors to improve
the look of a photo by straightening a horizon, increasing
the brightness, correcting red-eye, or removing an unpop-
ular relative.

Basic bitmap editing can be done with the programs that
are bundled with many operating systems. However,
more advanced tools are available — some for free — which
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give a greater degree of freedom and provide more fea-
tures. Adobe Photoshop is the commercial program of
choice for many photographers. A cheaper version, Pho-
toshop Elements, is designed for home users who do not
need the more advanced features or the high price tag. A
free alternative is the GNU Image Manipulation Program
(GIMP) which is available for Windows, Mac OS, and
Linux and provides many advanced features.

Editing Tools

Cropping involves taking a subsection of a photograph
and removing everything else. While this could be
achieved by simply being closer to the subject when the
photo was taken, cropping out certain aspects of a photo
can sometimes change its context and its meaning.

Scaling simply means increasing or reducing the size of a
image. Often the aspect ratio (ratio of width to height) of
the image will be locked when scaling to prevent unin-
tentional distortions. Flip-
ping and rotating are also

Figure 6-1 Altering an im- commonly used tools.

age's colour balance can

achieve some strange effects . ]
Cloning is the process of

copying one part of an image
into another part of an im-
age. This is often done to
remove something from the
image, such as a person, by
painting over them with the
background. Cloning can be
done by hand using the copy
and paste tools, or by using
the dedicated clone tool
(sometimes called the stamp
tool). Cloning is useful for

[ |Red |82 removing dirt and scratches
0 Green |0 from images. It is also one of
U Blue [0 the most commonly used

tools when creating manipu-
lated images.

|
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Selection tools, especially freehand select (sometimes
called lasso), are very useful for highlighting just one part
of an image so that alterations are applied only to that
area instead of the whole image. They are used in con-
junction with filters.

Layers are commonly used when making composite im-
ages. They allow several images to be ‘stacked’ on top of
each other. One image (say, an image of a bright blue
sunny sky) can be added as the base layer with a second
image (say, one with a dull grey sky) added as a second
layer, on top. As parts of the grey sky in the second layer
are deleted, the ‘hole’ in the layer reveals the blue sky
from the layer below.

Filters is the general name given to effects features.
Changes to contrast and saturation levels are common, as
are colour balance (sometimes called Levels) filters
which enhance the presence of certain colours (such as
increasing the red to ‘warm’ the image), add a colour cast
(such as a light brown cast to add an “old fashioned’ sepia
effect), or to simply convert the image to black and white.
Photographic filters might sharpen an image to bring out

Multimedia

detail, or blur it. Noise or grain can be added to give an
effect similar to a film camera. Special effects filters like
pixelate or posterise can make radical changes to the col-
our and appearance of an image, while artistic filters can
give an appearance similar to traditional artistic tools
such as charcoal, pencil, oil paints, or ink drawings.

When editing tools are used to combine two or more im-
ages, the resulting image is known as a composite image.
Composites can be made from photographs or computer
generated imagery (CGI), or a combination of the two.

[’E‘kvd‘ Adjustment
i
|

=

Figure 6-2 Colour level adjustments are commonly made to
digital photographs

-
Exercise 6-1

Look at each of the images below. Some of them are photographs of real objects, and some of them are created entirely
on a computer using 3D graphics software. Can you tell which are which? (Answers below)
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Chapter 6

Social Impacts

Photo editing software enables users to improve their
home photographs, but also increases the ease with
which photos can be falsified or inappropriately modi-
fied. Not only has the incidence of digitally altered photo-
graphs increased, but it has also become harder to detect
alterations as editing software and techniques become
more sophisticated. The impacts of edited or faked photo-
graphs can be hard to measure. A lot of images are clearly
edited for the purpose of creating special effects, or are
created just for fun. Additionally, in many of these imag-
es it is clear that they have been edited, either because of
the poor quality of the editing or the extraordinary sub-
ject matter. There are, however, a number of cases where
changes have been harder to spot and negative effects
have been more significant.

Health and Leisure

For many years some magazines have changed images of
models to alter their appearance, improve the appearance
of skin and hair, and generally make them conform to a
more stereotypical image of ‘attractiveness’. Altering im-
ages of female models to make them appear thinner is
done quite frequently: Kate Winslet, Faith Hill, Jessica

Alba, and Madonna have all had famous digital
‘retouches’ made to their images (not always with their
permission). Male models are not immune to this phe-
nomenon either: when tennis player Andy Roddick ap-
peared on the cover of Men’s Fitness magazine next to the
headline ‘How to Build Bigger Arms’, the size of his arms
had been increased digitally.

The impact of changes like this have been widely debat-
ed. Critics believe such images create impossible stereo-
types which young people strive to achieve, possibly
leading to unhealthy eating practices and negative opin-
ions about their own bodies. The American Medical As-
sociation campaigns for guidelines on advertising di-
rected at teenagers and young people, while the French
government were so concerned about this phenomenon
that they even attempted to legislate against publishing
altered photographs without an attached "health warn-
ing’' (see exercise 6-14).

Legal impacts

In 1994 former American footballer OJ Simpson stood
trial for the murder of his girlfriend and her friend. Dur-
ing the nine month trial, one piece of evidence presented
was a series of bloody footprints found at the scene of the

((Exercise 6-2

\possible impacts of each image. [16 marks]

Use the Internet to find two famous examples of faked photos. Try to find images that have been edited for reasons
other than just entertainment. Describe the changes that have been made, using technical terminology. Explain the

N

(Exercise 6-3

Create a very brief (2-3 line) fake news story. Then use a graphics editor to create a fake image which ‘proves’ the story
Qs true. Save the image as you edit it step by step, so there is a clear record of the changes made.

=S
™

~
Exercise 6-4

Spot the Difference! Take a photograph and use a graphics editor to create a slightly modified version with subtle
differences. The Freehand Select (lasso) style tools will be useful here, as will various colour adjustments. (There are
four differences in the images below)

J
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Erasing a giraffe, step by step

i, Try It Online

Visit www.itgstextbook.com for links to free and open
source graphics software to help you complete these
exercises.

The removal of the giraffe statue from this photo-
graph was a relatively easy edit to make, with the
shadow of the giraffe left in deliberately.

The first step involved using the paintbrush and
clone tools to paint over part of the giraffe’s head
and body with blue and grey.

The next step involved using the Freehand Select
(lasso) tool to highlight parts of the windows. These
were then copied and pasted over the giraffe’s body.
This is why, if you look closely, you can see several
windows that look the same.

The same process of copying and pasting was used
for parts of the shop windows near the bottom of the
statue.

The paint, clone, and select tools were then used to
retouch parts of the giraffe that were still visible.
Overall the removal did not take long, but there are
some clear areas of the image that point to some-
thing not being quite right. The white windows on
the right side of the building near the centre are par-
ticularly poorly cloned. The shadow of the giraffe
was also left in, deliberately. Cloning it out might
have been harder than the windows because of the
irregular nature of the grass and its colours.
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crime. The shoe size matched Simpson’s, and the prints
were found to belong to an extremely rare make of shoe —
only 299 pairs of which had been sold in the United
States. Then a photograph was presented showing Simp-
son wearing shoes of the same make — potentially linking
him to the crime scene. Simpson and his defence team
claimed the image had been edited to add the shoes to an
existing photo. The integrity or otherwise of the image
was never established, but the case highlights concerns
that can arise when photographic evidence — particularly
digital photographic evidence is presented in courts with
limited ability to verify its originality.

Even the reporting of the Simpson case became contro-
versial when Time magazine published an image of Simp-
son on its cover, modified from the original by changing
the brightness and contrast to make it darker. Critics ar-
gued the magazine did this to create a darker, more dis-
turbing, and menacing image of Simpson®.

In another case, the UK’s Metropolitan police were found
to have manipulated photos used as evidence in the in-
vestigation into the death of civilian Jean Charles de
Menezes. Menezes was wrongly shot by police who mis-
took him for a known terrorist: police then altered an
image of Menezes used in court to make him look more
like the suspect®.

Political impacts

During the 2004 US presidential election campaign, Dem-
ocrat John Kerry ran against Republican George W Bush.
Kerry heavily emphasised his Vietnam war record during
his nomination and campaign speeches, reaching out to
the patriotic part of the electorate. Then a photo emerged
of Kerry sitting next to controversial protester Jane Fonda
during with anti-Vietnam protest in the 1970s. It called
into question Kerry’s integrity and did his reputation and
his campaign irreversible harm. Yet the image was a fake
- a composite of two photographs taken a year apart. The
photographs had been combined and published by the
web site The Republic with the intention of smearing Ker-
ry. It worked. Computer editing had become a political
tool*.

In 2003 the Los Angeles Times published a front page im-
age of British soldiers in Basra, during the invasion of
Iraq. The image was also used by news outlets across the
US. It was later revealed that the photographer, Brian
Walski, had combined two images to create a third, more
dramatic image. The Los Angeles Times was forced to issue
an explanation and apology; Walski lost his job*.

120

In a similar case, freelance photographer Adnan Hajj digi-
tally altered images of the 2006 conflict in Lebanon, using
the clone tool to (rather poorly) duplicate columns of
smoke in a photograph of Lebanon, exaggerating the
damage caused by Israeli attacks. Shortly afterwards,
evidence of digital manipulation was found in other ex-
amples of Hajj's work. The Reuters news agency stopped
working with Hajj after the scandal emerged, and a Reu-
ters editor was fired as part of an internal investigation
into the publication of the photos*.

In another case, Iran altered images of its missile tests to
exaggerate its military capability by digitally cloning mis-
siles and removing an apparently not firing missile®. Ma-
jor global events are often followed by the circulation of
false images around the Internet, and these cases show
that even experienced journalists and editors can be
fooled. Ironically, one of the impacts of pervasive digital
technology is that photographs are also subject to much
greater scrutiny —many of the examples in these pages
were first queries by readers viewing the images online.

Scientific impacts

In 2005 South Korean researcher Dr. Hwang Woo Suk
resigned from his position at Seoul National University
after allegations that he faked images showing research
results. The images, which were published in the journal
Science, were digitally altered to show eleven stem cell
colonies. In fact there were only three. Dr Hwang was
later convicted of embezzlement of the government funds
he used to conduct the falsified research.

In 2006 another stem cell researcher, Kaushik Deb, altered
images from his research at the University of Missouri.
The journal Science spotted the alterations after instigat-
ing a new process in the wake of the Hwang scandal. Deb
lost his post at the university.



Spotting Digital Fakes

Both common sense and technology can be used to help
detect digital fakes. Many digital fakes defy common
logic, such as the famous image of the tourist on top of
the World Trade Center just as an aircraft hits it, or the
images of people running from huge tidal waves. In these
cases it would have been virtually impossible for the pho-
tographer to have taken the images and survived. Others,
such as the famous image of a great white shark breach-
ing and attacking a military helicopter, may be easier for
some people to believe. A simple method to confirm sus-
picions about manipulated photographs is to use a search
engine to look for fake images: a search for ‘shark fake
photo” immediately brings up the suspected fake image
and the story behind its creation.

Other manipulations are harder to spot. However, the use

Multimedia

Try It Online
Visit www.itgstextbook.com for examples of photo edit-
ing and manipulation detection techniques.

The lighting in an image can also reveal manipulations.
Inconsistencies in spots of lights on people’s skin, or in
the angle and size of shadows, can indicate that two im-
ages taken under different lighting conditions were com-
posited. Even the position and size of light reflections in
people’s eyes can be used to determine the original light-
ing direction and brightness.

Although software to detect photo manipulation is still
very much under development, it is slowly becoming a
new powerful tool to detect manipulated photographs.

of copy-and-paste and cloning tools does often leave tell-
tale patterns of repeated pixels in an image. Sometimes
these are clearly perceptible, but where they are not, they
might be detected by special photographic analysis soft-
ware. Such software scans images looking for regions of
similar colour and content—the greater the similarity
between two regions of an image, the greater the chance
that a manipulation has occurred.

Exercise 6-5

Consider the scenarios below. Discuss whether it is ethical to change the images in the ways described. Remember
that the discuss command term requires a balanced view. A balanced view could mean considering both sides of the
argument, or discussing advantages and disadvantages, or covering different approaches that could be used. If you
have a clear opinion, you should still discuss the opposing viewpoint, and then say why you think it is wrong. You
should finish with a clear conclusion.

Scenario 1: A common problem with photographs is ‘red-eye’ — when the flash on the camera is so bright that it caus-
es the subject’s eyes to appear in a red colour. Many modern cameras have features to reduce red-eye, and software
programs often have very easy to use tools to remove it. [8 marks]

Scenario 2: A photojournalist covers a war. Many of her photographs show the carnage of war including dead bodies.
Because the photographs contains large amounts of blood and gore the newspaper would be breaking the law of their
country if they printed the picture. The editor of the paper suggests altering the picture to remove the pools of blood
from the ground, thus making it acceptable for printing. He argues that it is better to show some of the impact of the
war (by using the altered photograph) than to show no pictures of the war at all. [8 marks]

Scenario 3: A victim of a crime has agreed to a news interview in order to increase awareness of the crime and possi-
bly help catch the criminal responsible. The victim agrees, provided that their name will not be mentioned in the arti-
cle, and agrees for their photograph to be taken as long as their identity is disguised. The newspaper publishes the
interview online and pixelates the victim’s picture so that their face cannot be seen. [8 marks]

Scenario 4: Sports stars and young people are often used as models to promote products or companies. Frequently
photographers alter the images they take using a computer. Examples of changes might include removing spots or

blemishes from the skin, or removing evidence of a scar from an old injury. [8 marks]
\. J
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Image storage
All bitmap images are stored in the computer as a rectangular grid of pixels. The resolution of an image refers to the
number of pixels in the grid; higher resolutions mean that more detail can be stored in the image. The waterfall images
in figure 6-4 show the same image at various resolutions from 1200 x 800 down to 300 x 200. The lack of detail in the
lower resolution photographs can clearly be seen in the fine detail of the leaves and the water as it falls. In practice, reso-

1200 x 800

Flgure 6-4 The same image at a varlety of resolutions

lutions as low as 600 x 400 are rarely used in modern dig-
ital photography, unless the image is intended for output
on the web, where web site developers often use lower
resolutions to save bandwidth and reduce download
time,

Manufacturers of digital cameras usually quote the reso-
lution in megapixels — one million pixels. This refers to
the total number of pixels in an image, not the width or
height. A 1.2 megapixel image contains 1.2 million pixels,
giving a resolution of about is in fact only about 1280 x
960 pixels — still a relatively low resolution. Many mod-
ern cameras have resolutions of 8 megapixels (3254 x
2448), 12 megapixels (4290 x 2800), 14 megapixels (4290 x
3264), or even higher. Sometimes these numbers do not
make an exact multiple of one million — in which case
manufacturers have a habit of rounding up.

The resolutions of computer screens tend to be a little
lower than those of cameras because of the comparatively
low number of pixels per inch on computer screens (see
page 127). Laptop computers often have widescreens,
while mobile devices use lower resolutions because of
their smaller screen sizes. Common screen resolutions are
shown on page 123.

Bit Depth

In addition to resolution, the bit depth (also called colour
depth) of an image affects its quality. Bit depth refers to
the number of bits used to store each pixel in the image.
The higher the bit depth, the more colours an image can
contain, but the more storage space it will require. A 1-bit
image can use two possible colours (because 1 bit can
have two possible states — either a zero or a one). A 2-bit
image can have four colours because four different num-
bers can be represented in two bits: 00, 01, 10, and 11 (i.e.
2?2 s 4). However, a 2 bit image requires twice as much
storage as a 1 bit image. Common bit depths are shown
on page 123.

The most common bit depth for photographs is 24-bit —
also known as true colour. In true-colour images, 3 bytes
of storage are used for each pixel (24 bits = 3 bytes). In
each pixel one byte (8 bits) is used to represent the level
of red in that pixel, one byte represents the amount of
green, and one represents the amount of blue. You have
probably seen this in action when choosing colours in a



graphics program: you can adjust the sliders separately
for red, green, and blue (see figure 6-5). Each of those
sliders starts at 0 and goes up to 255 — because one byte
can store 256 possible values 2.
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Figure 6-5 24 bit true colour images support 256
shades each of red, green, and blue, for a total of
over 16 million possible colours.

Storage requirements

If you know the resolution and bit depth of an image, you
can calculate its storage requirements relatively easily:
width x height x bit depth. On page 122, the first waterfall
image is 1600 x 1200 pixels and is true colour (24 bit), so
the calculation would be:

Multimedia

Desktop computers

640 x 480 Video Graphics Array (VGA)
800x 600  Super Video Graphics Array (SVGA)
1024 x 768  Extended Video Graphics Array (XGA)

1280 x 1024 Super Extended Video Graphics Array
1600 x 1200 Ultra Extended Video Graphics Array

Laptop computers

1280 x 800  Wide Extended Graphic Array (WXGA)

1440 x 900 Wide Extended Graphic Array (WXGA+)
Mobile phones

120x160  Common on older mobile phones

540x 960  Common for newer mobile phones
Televisions

1280 x 720  720p High Definition

1920 x 1080 1080p High Definition (Full HD)

Bit Maximum number of @ Storage required per

r

.

1600 x 1200 x 3 = 5,760,000 bytes Depth colours pixel
5,760,000 / 1024 = 5,625 KB
5,625 / 1024 = 5.49 MB 1 - Lhit] /8 Dyte)
2 4 2 bits (1/4 byte)
In fact, you will see that this calculation only gives the .
maximum storage requirement, but the actual storage - - 4 bits (1/2 byte)
requirement is often much lower than this, for reasons 8 756 1byte
explained in the next section.
16 65,536 2 bytes
24 16,777,216 3 bytes
32 4,294,967,296 4 bytes
-~
Exercise 6-6
Calculate the storage space required by the following images:
a) A 640 x 480 image with 16 colours [2 marks]
b) A 1024 x 768 image with 256 colours [2 marks]
c) A 4 megapixel true colour photograph [2 marks]
d) A High Definition (HD) TV picture [2 marks]
L
(Exercise 6-7 h
Films display approximately 29 frames (images) per second. Calculate the storage space required for a 2 hour, High
kDeﬁnition (HD) film, [2 marks] J
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Compression

In reality, the calculation on page 123 is simplified. Be-
cause of the huge amount of data required to store imag-
es, video, and other multimedia data, only a few file for-
mats store data using this uncompressed approach (BMP
and TIFF being the two most common examples). Most
file formats use some form of compression to reduce re-
dundant, repeated data in images and reduce the amount
of storage space required. Without compression, it would
not be possible to fit a full High Definition film onto a
disk (even a Blu-ray disk), to quickly send a high resolu-
tion photograph via email, or to fit hundreds of songs
onto a portable music player.

Lossless Compression

The image of the tree in figure 6-6 is very low resolution —
just 20 x 20 pixels. However, it serves as a suitable exam-
ple for demonstrating compression techniques. Although
it only uses four colours, we will assume that it might
have more, and that it has been saved as an 8-bit (256
colour) image. Using the previous formula for calculating
file size, we can determine that the storage space needed
is:

20 = 20 x 1 =400 bytes.

We can assume that one number is used to refer to each
separate colour in the image, and assign them as shown
in the following table. To store the image, the computer
would store the numbers as shown in figure 6-6.

uilh bk
| i o e e PR T 2
R e
] S B P
(ISl B
T i ¥ [ | A
. il 1 S0 A 4 fe [l
] T = \ 3
N )% S s
"E =) (.3
-
WA
e | = 4P - — r- -
" ‘l-'n ‘ .Tj'” U ! l;.. == il {19 :‘;-Z
= W T ol 1 =3 i e = e T T P
i T T . O o 1 3

NNOOODOOO OO0 OO0 00O 0 OO

Binary Decimal Colour
0000 0000 0 Blue

0000 0001 1 Dark green
0000 0010 2 Light green
0000 0011 3 Brown

In the tree image there is clearly a lot of repeated data:
there are large areas of sky which are all the same colour,
large areas of green in the tree and the grass, and so on.

A more efficient way to represent this data would be to
store the colour of the next pixel and then the number of
times that pixel is repeated. So instead of storing the first
line of the image as:

9:0,;0,04+0;0+0,0;2+2,0,;040;,0;0,0,0;0,0,0

It could be stored as: ‘eight pixels of colour zero, two pix-
els of colour 2, ten pixels of colour zerd’, like so:

8,0,2,2,10,0

The first number of each pair represents the number of
pixels, the second the colour of the pixel. This reduces the
number of digits (bytes) needed to store this part of the
image from 20 to 6. Now the tree image can be represent-
ed as shown in figure 6-7.
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Figure 6-6 All bitmap images are composed of grids of pixels. Above, a graphical representation (left) and the same data in nu-

meric form (right).
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If we apply this technique to the whole image, it can be
stored using just 174 numbers (bytes) - compared to 400
bytes before. The new, compressed version is 44% of the
size of the uncompressed version, and still has not lost
any data — we can easily restore the full image back again.
This is exactly what lossless compression does: it looks
for repeated patterns of data and stores them in a manner
which requires less space, but it still allows the original
data to be exactly restored.

Problems with Lossless compression

Lossless compression works well with images that have
large, solid blocks of the same colour. This makes it ideal
for the tree image in figure 6-6, for cartoon style images,
and for images like diagrams. However, lossless com-
pression is much less effective at compressing photo-
graphs, because most photographs have a large variety of

8,0,2,2,10,0 Figure 6-7 A compressed version of the image data represented
7,0,5,2,8,0 in figure 6-6.
5,0,8,2,7,0

4,955,2,15148:;2+,8,0
4,034;2; Lplpl; 2slply 332, 1:155; 0
3,0,8,2,1,1,4,2,4,0

2,90,8,2,2,3,3,2,1,4,5;,2,4,0
3;0#3;2;233¢4;241¢3,3;2;,4,0
4,0,8,2,2,8,2,2,2,3,2,1,5,0

5,0,8,2,448,1;1,7,0

6;0:3;2,3:,3+8,0

10,0,2,3,8,0

10,0,2,3,8,0

10,0,2,3,8,0

10,0,2,3,8,0

10,9,2,3,8,0

10,0,3,3,7,0

95 0538 13155; 0

3,2,1,1,2,2,2,1,7,2,1,1,4,2

19,2

subtle shades rather than solid blocks of colour. For ex-
ample, a photograph of a real tree would contain many
subtly different shades of green and brown, rather than
solid blocks of the same colour. This lack of continuous
areas of colour means lossless compression struggles with
photographs, although ratios of 50% can sometimes be
reached. However, to get really significant compression
on photographs, a new type of compression is needed.

Lossy Compression

Lossy compression is a trade-off: it sacrifices image quali-
ty in return for reduced storage space. It does this by dis-
carding data that ‘probably” won't be missed by the view-
er (or listener, in the case of audio). For example, if two
adjacent pixels are almost the same colour in an image,
lossy compression might make them exactly the same. It
can then apply standard lossless compression techniques

(
Exercise 6-8
Consider the two images below. Explain which image would probably be compressed the most by lossless compres-
sion. (You do not need to perform any calculations to come up with a sensible answer) [4 marks]

~




Chapter 6

to these new blocks of continuous colour. The problem
with lossy compression is that once this data has been
discarded, it cannot be retrieved again, so the quality loss
is permanent. This is an important consideration when
saving images—repeatedly editing an image, saving it in
a lossy format, editing again, and saving again, will result
in a gradual loss of quality at each save.

The most popular image file format to use lossy compres-
sion is JPEG. Like most lossy file formats, JPEG allows
you to configure the balance between quality and com-
pression.

JPEG Compression in action
The four images below show the effects of lossy compression on file size and image quality. The original image was 2.2
MB when saved as an uncompressed BMP file, and 1.1 MB when saved as a lossless PNG.

Compressing other data

Compression is not only used on image, sound, and vid-
eo data: any type of data can be compressed to some de-
gree. Program files are often compressed using lossless
compression to save bandwidth when downloading them
(lossy compression would not make much sense for pro-
gram files). They are automatically decompressed during
program installation. Common formats for general file
compression include zip, rar, and 7zip.

Figure 6-8a Original image saved as a 100% quality JPEG, file
size 341 KB

Figure 6-8c JPEG saved at 50% quality, file size 24 KB. Still
very high quality, though there are some bands of colour in the
sky, and some blocks in the clouds at the bottom of the image.
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Figure 6-8b JPEG saved at 90% quality, file size 62.8 KB. This
image is virtually indistinguishable from the original.

Figure 6-8d JPEG saved at 10% quality, file size 17.5 KB, This
image would clearly be unusable, but it is a good illustration
how JPEG compression tries to build blocks of continuous
colour.



PPI and DPI

Image resolution, bit depth, and compression are not the only factors affecting image quality, especially for printed out-
put. The number of Pixels Per Inch (PPI) of an image also has an affect. The PPI determines how many pixels are dis-
played in each inch of the output—whether it is on screen or on paper. This in turn determines the physical size of the
output and how sharp it will appear.

For example, most computer screens are about 96 PPI. A 1024 x 768 image displayed at 96 PPI will be 10.6 inches by 8
inches (at 100% zoom), since 1024 divided by 96 is 10.6, and 768 divided by 96 is 8. If the same image was displayed at
48 PPJ, it would be displayed twice as large, but each pixel would also be twice as big (because the number of pixels in
the image remains constant). If the number of PPI is too low, it will be possible to see the individual pixels which make
up the image. An extreme examples illustrates this: if the above image was printed at just 1 PP], it would be 1024 inches
across and 768 inches high, but each individual pixel would be clearly visible because they would be 1 inch high and 1
inch wide! This would obviously look very bad unless you were a very long way from the image.

For printing, 150 PPI is acceptable for home use. At 150 PPI, our 1024 x 768 image would be printed 6.8 inches (1024 /
150) by 5.1 inches (768 / 150). Most commercial and professional printers require images that are 300 PPI in order to pro-
duce sharp results. In those cases our 1024 = 768 image would be printed at 3.4 inch by 2.5 inches. In both cases the im-
age resolution - 1024 x 768 — is the same, but the size of the output has reduced because of the increased number of pix-
els printed in each inch of the output.

These calculations can also be used to work out the required resolution for a given print size. For example, to commer-
cially print an image at 12 inches by 8 inches, the image will need to be at least (12 x 300 PPI) by (8 x 300 PPI), or 3600 by
2400 pixels. Therefore a camera with a resolution of at least 8.6 megapixels (3600 x 2400 = 8,640,000 pixels) will be need-
ed.

Of course, images can be printed at any PPI, but lower values will result in the quality being lower, especially at short
viewing distances. However, for large prints which are viewed from a very long distance, such as advertising boards,
output as low as 30 PPI and still look acceptable.

DPI

DPI (dots per inch) is a term often confused with PPL. DPI is also known as printer resolution. DPI refers to the number
of ink dots that a printer produces when creating an image. However, this is not necessarily the same as PPl because a
printer may produce more than one ‘dot’ to print every pixel!

Many printers are advertised with resolutions of 1200 DPI or higher — and a quick search on the Internet will reveal
printers with resolutions of 9600 DPI! However, these high values are not what they seem.

Printers only have a limited number of ink colours (often Black, Cyan, Magenta, and Yellow), so to produce all possible
colours they need to mix inks. They do this by producing multiple dots of ink in the same spot on the paper. A higher
number of dots per inch means is able to mix colours in finer quantities, meaning more accurate colour reproduction
and smoother transition between different colour tones. Of course, it also means that more ink is consumed.

( »
Exercise 6-9 w
a) Calculate the minimum image resolution for a commercial print measuring 24 inches by 16 inches [2 marks]
b) Calculate the maximum print size for a 4 megapixel camera at 300 DPI.  [2 marks]

\c) Calculate the print size for a 1600 x 1200 pixel image on a home printer. [2 marks] )

\

/Exercise 6-10
Take a digital photograph and save it in each of the file formats supported by your graphics software. If the file format
offers options when saving (as JPEG does), save with different options too. Produce a bar graph of the file formats and
\iheir corresponding file size. What do the results tell you about uncompressed, lossless, and lossy image formats?
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Vector graphics

Vector graphics are composed of objects rather than pix-
els. For this reason they are sometimes called object ori-
ented graphics. Each object is stored as a series of mathe-
matical equations that define its starting point, ending
point, and path, along with information about its colour
and style. All objects remain separate in the image, mean-
ing they can be edited, scaled, repositioned and re-
coloured independently at any time. Typical vector
shapes include ovals, rectangles, lines, Bézier curves, and
paths defined by a series of points.

Because a lot of software supports only bitmap images,
vector editors can usually export images as bitmaps

files—although once this is done, the editable properties
of the vectors are lost, so the original vector version
should still be kept.

Since vector images are defined mathematically, they can
be scaled as large as required without any loss of quality.
This is their major advantage and is essential when creat-
ing items such as logos, which may need to be displayed
at many different sizes from a few centimetres to several
metres across. Creating different resolution bitmap imag-
es for each use would be inefficient and would require
extreme resolution for prints measuring several metres
across. The ability to zoom vector graphics without quali-
ty loss is also useful for mapping data. A bitmap image of

a large area such as a country would need
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to be impossibly huge in order to contain
the required detail. With a vector image,
the computer merely needs to store the
positions of each relevant point on the
map, and they can be scaled as appropriate
when the map is zoomed in or out (figure 6
195

Because they are more mathematically
complex than bitmap graphics, vector
graphics require computers with faster
processors in order to perform the number
of calculations necessary. This is particu-
larly true for complex images or those con-
taining lots of curved shapes, which are
constructed using a large number of indi-
vidual vectors.
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3D vector images

Vectors are the primary method of creating
three dimensional imagery. This has many
application areas including game, film,
and television work. Architects and engi-

Figure 6-9 Vector graphics are composed of mathematical shapes

Bitmap graphics
Store data as grids of pixels
Zooming in reduces quality
Increasing size reduces quality

Has lower processor requirements, but high memory

requirements for large images
Images consume lots of storage space

Perfect for taking photographs

neers use Computer Aided Design (CAD)

Vector graphics

Store data as mathematical equations
No quality loss when zooming in
Can easily be resized with no loss of quality

Requires fast computer to manipulate complex graphics

Images consume less storage space

Not possible to recreate complex real life scenes (e.g. photo-

graphs)

Figure 6-8 Comparison of bitmap and vector images
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Figure 6-10 Vector image of the earth (left). When zoomed in, no quality is lost (centre). When exported as a bitmap and zoomed in
(right), the image rapidly loses quality and the individual pixels are visible.

software to create 3D technical drawings of products in develop-
ment. This allows a product to be viewed in detail before it is even
created. Advanced CAD software also allows designers to specify
physical properties of their 3D models, such as weight, strength, / :
and material, enabling them to be tested before being built. For n( SR T )
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example, the strength of bridge materials can be entered and tested . i ||~ . =

against factors such as the wind and weight of traffic using a com- - s e S \

puter model (see page 165). gy e, o T
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created instead of their two dimensional equivalents. These 3D
primitives can be edited using a variety of tools to alter and sculpt
them into the required shapes. Once these wireframe models are
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Equivalent bitmap images would be extremely large.
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Graphics in the Movies

For work in film or television, where computer generated image-
ry (CGI) is often used to create animations or special effects, more
realism is required than technical CAD work. Often motion cap-
ture is used to capture the shape and movements of actors. This
normally involves the actor wearing a special suit with markers
at key points such as the arms, hands, legs, and head. These
markers can be detected by a camera connected to a computer,
allowing it to know the position of the main parts of the body
and build up a wireframe skeleton inside the computer.

To improve realism further, textures are often used. Usually it is
impossible to create the required level of detail purely with 3D
vectors: even the most advanced computer system cannot model
every individual blade of grass, fibre of clothing, or hair on a
person’s head as 3D vector objects. Instead, the overall shape of
these objects is modelled using a relatively simple 3D shape and
then a 2D bitmap texture is applied to give a deeper and more
life-like appearance. Using textures create a good balance be-
tween image detail and mathematical complexity.

Finally, 3D graphics objects are often given properties such as
hardness, reflectivity, and smoothness. Lights with specific inten-
sities and colours can be added, and then the scene can be ren-
dered or ray traced, calculating how the light in a scene behaves,
bouncing off objects and into the virtual ‘camera’. To produce the
very high quality images needed for film and television, the ren-
dering process can take minutes or even hours for a single image,

Figure 6-13 Wireframe view of a car model in 3D graphics  even on very fast computers. Often render farms of hundreds or
software (top). 3D graphics software can create very real- th hilis of 865 t d o i , -
istic images in the right hands (bottom) even thousands o mputers are used to improve processing

speed (see distributed processing, page 176).

Exercise 6-11

Use a 3D graphics program to create the following items:

a) A fairly simple man-made item such as a laptop or a
house

b) An accurate recreation of a place you know

c) An object found in nature (e.g. a tree, a flower, a
mountain) — nothing man-made!

How difficult was it to create each object? What does this
tell you about the difficulties 3D modellers face when try-
_ing to create realistic graphics for film or television?

{Exercise 6-12
Many modern films include a ‘Making of’ feature on the DVD. Many times these features give details of how comput-
ers were used in the film creation process. Watch one of these features and see if you can see techniques in this chapter
l\being applied. Science fiction and computer-animated children’s films are often good examples.

—
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Creating a Cloud with Vector Graphics

Everything in vector graphics is based upon relatively simple mathematical shapes. Individual shapes can be created
and combined in a variety of ways to create more complex shapes.

The process of creating a cloud shape is illustrated below. Individual ovals are created, coloured, and positioned as nec-
essary (image 1); the individual shapes are then combined into one using the Union operator, resulting in the outline of
a cloud shape (image 2). A gradient is applied to this simply by selecting the start and end colours (image 3). Properties
like the outline thickness and colour can also be adjusted. Like all vector graphics, it is possible to zoom in as far as de-
sired with no loss of quality (image 4).
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Common Multimedia File Formats

Video formats

AVI
MOV
MP4
WMV

Audio Video Interleave. An early video format which uses a variety of lossy compression codecs.
Used by Apple’s QuickTime system, popular on Apple hardware and created by some digital cameras.
Motion Pictures Expert Group 4. A new file format which offers more efficient lossy compression.

Windows Media Video. Microsoft’s proprietary video format, primarily supported on Windows platforms.

Audio Formats

AAC

FLAC
MP3

WAV
WMA

Advanced Audio Coding. Developed by Apple, AAC uses lossy compression and also supports DRM re-
stricted files (see page 276). AAC is commonly used in Apple’s iTunes store.

Free Lossless Audio Codec. An open file format which, as its name suggests, uses lossless compression.

MPEG Audio Layer 3. A lossy compression format which changed the industry in the early 1990s. Increasing
home computer power and Internet connectivity helped fuel a deluge of MP3 sharing sites — most of them
distributing illegal copies of music. MP3 is still popular despite the arrival of newer, more efficient formats.

Wave. A very common standard supported by virtually all audio hardware and software.

Windows Media Audio. Developed by Microsoft, WMA is generally only supported on Windows platforms.
WMAA is lossy and supports the ability to be streamed.

Image Formats

BMP

TIF

GIF

PNG

JPEG

PSD

CR2
SVG

132

Bitmap image. Used by Microsoft’s Paint application included with Windows. BMP files are not commonly
supported outside of Windows environments. BMP files support lossless compression or no compression.
Tagged Image File Format. An old format still used quite extensively in professional printing and publishing.

TIFs support a variety of features including lossless compression and multiple pages per file.

Graphics Interchange Format. An old format which became obsolete after a patent row concerning its com-
pression algorithm. Once very common on the web.

Portable Network Graphics. A relatively new lossless format, designed to replace the older GIF format,
which had problems with patent claims. PNG is an open format and is supported by most web browsers.

Joint Photographic Experts Group. The most common lossy file format, JPEG images are produced by virtu-

ally all digital cameras and graphics editors, and are one of the most common file formats on the web.

Photoshop Document. A custom, proprietary file format supported by Adobe’s Photoshop image editor. PSD
files support additional application-specific features such as layers and undo-lists, which are not available in

standard bitmap image file formats.

‘Raw image’ formats produced by digital SLR cameras. They maintain more colour information than JPEG
files and include metadata such as shutter speed and aperture.

Scalable Vector Graphics. A relatively new format for storing vector graphics, SVG is supported by modern
web browsers and many vector illustration programs. SVG files are actually XML text files, meaning they can
be edited in normal text editors,



Digital Value

Digital Audio

Many sound and music projects, from adding music to
home videos to feature film soundtracks, are now pro-
duced entirely digitally. Sound is recorded, converted
into digital data (digitised), and loaded into audio edit-
ing software, where it can be manipulated using a wide
range of effects and filters. Most audio editing software
represents sounds graphically as waves, and allows sec-
tions to be selected, cut, pasted, and moved freely.

The quality of a recorded sound is determined by its sam-
ple rate, also called the sampling frequency. The analog
sound data captured by a microphone must be converted
into digital data for the computer to process. The sample
rate determines how many times each second a digital
sample of the analog data is taken: the more frequent the
samples, the closer the digital sound will be to the ana-
logue original (figure 6-15). Sampling rates for devices
like two-way radios and telephones are quite low — 8000
Hz (8000 samples per second). CDs obtain their much
higher quality by using a sample rate of 44,100 Hz, while
professional equipment uses rates from 48,000 Hz up to
2,822,400 Hz (2.8 MHz). In figure 6-15, the sampling fre-
quency is represented by the number of bars which fit
into a given space on the horizontal (time) axis.

Sampling rate should not be confused with bit rate. Bit
rate, which is a value displayed in some music players, is
the amount of data used to represent each second of au-
dio. Higher bit rates mean there is a larger number of
digital values to choose from when taking a sample. This
finer granularity the digital value can more closely repre-
sent the analog signal. For example, the bit rate (vertical
axis) in figure 6-15 only allows 12 possible values to be
chosen, making the digital values only rough approxima-
tions of the analog values. If this number were higher, it
would be possible to choose a value which is much closer
to the original analog sound wave.
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Figure 6-14 MIDI sequencing software. This example displays
notes using sheet notation.

In MP3 files, bit rates can range from 32 Kbit/s to 320
Kbit/s, with lower bit rates producing smaller files, but
also lower quality audio. As with images and video, au-
dio files can be saved in uncompressed, lossless, or lossy
file formats —the most common are shown on page 132.

MIDI

MIDI (Musical Instrument Digital Interface) is a commu-
nication standard for music devices, computers, and mu-
sic creation software. Unlike digital sound recordings, the
MIDI standard does not communicate any digital sound
information. Instead, MIDI devices have built in record-
ings of different instruments played at different notes and
pitches. MIDI music files contain only the instructions for
how to play these instruments, but not the actual sound
themselves. For example a MIDI file might contain the
event ‘play note C on channel 2, followed shortly after-
wards by the event ‘stop note C on channel 2’. The result
of this is that MIDI files are relatively small, since no actu-
al sound data is saved. Another effect is that the same
MIDI file can sound different on different playback devic-
es, depending on the quality of the instrument recordings
the device uses.

Figure 6-15 Digitisation involves taking multiple
digital samples of an analogue sound each
second
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Chapter 6

Digital Video

As with audio, quite sophisticated digital video editing
software is now available for home users. Microsoft Win-
dows and MacOS operating systems both include basic
video editing programs, and other applications are avail-
able relatively cheaply. At their simplest, video editing
programs allow video tracks to be cut, removed, and re-
arranged, and allow a sound track to be added. Typically
a range of fades and titles can also be added. Many pro-
grams also have the ability to publish or encode the video
at different resolutions and in different file formats. For
example, low resolution, heavily compressed video can
be used for uploading to the Internet (where file size is a
major consideration), while large, higher resolution files
can be produced for distribution on DVD.

More advanced video editing software allows a range of
effects to be added, such as changing the colour balance,
brightness, and saturation of the video, or adding effects
like grain. Usually several video and several audio tracks
can be included in the same project to allow smooth fades
between videos and to provide separate audio ‘layers’
such as dialogue, music, and background sound. Chroma
key (green screen or blue screen) effects allow part of a
video image to be replaced with another image or video
source by removing specific colours. This effect is com-
monly used to display weather maps behind news read-
ers, and for special effects in films. In film and television,
morphing is also sometimes used, where a source image
is slowly transformed into a second image over a series of
frames.
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Codecs

To play compressed audio or video data on a comput-
er, a suitable codec is needed. The codec (compressor-
decompressor) is a piece of software which tells media
players how to decode the particular compression for-
mat used by that video or audio data. When recording
audio or video, the codec is also responsible for per-
forming the encoding. Codecs for common formats
such as MP4 are often included with operating systems
or media players, while other less common or newer

Figure 6-16 Digitisation involves taking multiple digital samples
of an analogue sound each second

also immediately. Streaming media systems download a
small part of the media into a buffer, which is played
while another section is downloaded and loaded into the
buffer. Provided the data can be downloaded at least as
fast as it can be played, the video and audio will playback
smoothly. However, if the network bandwidth is insuffi-
cient, jerky, stuttering playback will occur, with frequent
pauses. To offer better streamed playback, lower resolu-
tion video is often used. Some playback formats even
offer a variety of resolutions and select an appropriate
one based on your connection speed.
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formats may need you to download and install a sepa-
rate codec.

Streaming Media
Streaming media describes video or audio data that is
played while it is being downloaded from the Internet,
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rather than waiting for the entire data to be download-
ed before playing commences. This means, for exam-
ple, that it is possible to start viewing a two hour film

FoedIFint i-Mali

Figure 6-17 Video editing software offers a wide range of effects
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Intellectual property

Intellectual property is a commonly misunderstood is-
sue. Intellectual property refers to non-physical creations
such as stories, music, works of art, and computer soft-
ware. These items require a significant amount of work to
create, and so copyright law provides protection against
use of this intellectual property by unauthorised users.
Copyright is automatically obtained by the author of a
work when it is created —there is no registration or appli-
cation process involved.

Intellectual property refers not to the physical media con-
taining the work, but the work itself. For example, the
story in a book is intellectual property, not the physical
paper copy. This means making a film adaptation of a
book without the author’s permission would be a breach
of copyright. It could even be considered a breach of cop-
yright to create another book using the same characters as
the original without permission.

Fair Use

In some countries fair use allows exceptions to copyright
laws under certain limited circumstances. In general sev-
eral factors are considered when determining fair use.
The purpose of copying material is important: news re-
porting, parody, or reviews of material might be general-
ly considered fair use, whereas copying material for com-
mercial gain would not be. Educational fair use only
applies in specific circumstances and does not exempt
institutions or their students from copyright law. It is still
illegal, for example, for a school to make full copies of a
textbook or a DVD for distribution to its students.

The amount of work reproduced is also considered - for
example, using short extracts from a novel for a review
would be considered fair use, but copying large amounts,
even for review purposes, would not. Finally, the impact
on the copyright holder is considered - if the owner will
lose money due to the copying (such as lost sales), the
copying is likely not to be considered fair use.

Enforcing copyright

Preventing copyright infringement can be difficult, as
enforcement of copyright law varies drastically from
country to country. This has become increasingly difficult
as more companies wish to distribute digital versions of
their work — such as e-books — but still maintain control
over how they are used. Technical developments like
peer to peer file sharing and high bandwidth connections
have also made it relatively easy to distribute digital cop-
ies of material —legal or illegal.

Multimedia

Photographers or illustrators often use watermarking
techniques to try to prevent copyright infringement of
their work. A semi-transparent image, usually the au-
thor’s name, logo, or a copyright symbol, can be inserted
into a photograph in a way that makes it hard to remove
yet relatively easy to still view the image. This can act as a
deterrent to some unauthorised uses.

Media companies often use Digital Rights Management
(DRM) to control how their films, music, and e-books are
distributed and used. Page 276 discusses DRM in more
detail. Software companies often use additional tactics to
protect their products, discussed on page 58.

Free licences

Some content authors choose to license their work freely,
especially for non-commercial use. The Creative Com-
mons licences give creators a standard way to do this
while insisting on certain conditions, such as requiring an
attribution, requiring that any changes to the work are
also made available for free, or requiring that the work is
not used for commercial purposes. The GNU Free Docu-
mentation Licence (GFDL) is a similar licence, although
it allows no restrictions on the use of work. Such works
are sometimes said to be copyleft, to indicate that they
can be freely used, in contrast to restricted copyrighted
works. Sites like WikiMedia offer repositories of freely
usable work, while other sites and search engines can
often be configured to only return freely licensed results.

Citing sources

Some licences such as the Creative Commons Attribute
(CC-BY) licences require you to credit the author of the
work when you use it. Even if a work’s licence does not
require this, it is good practice to do so. Crediting work
helps the reader or viewer understand the context of the
work, shows that you have done research, and protects
you against accusations of plagiarism or academic mal-
practice by apparently claiming other people’s work as
your own. Sources of material should be cited either in
the footnotes of a page or in the bibliography at the end
of the work. Different bibliographical formats exist but all
include the title of the work (where relevant), the author,
the date of creation, and in the case of web pages, the
date of access (since web content can change rapidly).

s Common Mistake

5 Itis a mistake to believe that all material found on the

i Internet is free to use. In fact, a large amount of it is

| copyrighted. Web sites usually contain copyright notic-
E es which tell you how you can (or can’t) use their mate-
E rial. If none exists, assume the material is copyrighted.




Chapter 6

Desktop Publishing and Word

Processing

Desktop Publishing (DTP) software allows complex pag-
es of text and graphics to be laid out for publications such
as newspapers, magazines, brochures, and books. Like
most word processing software, desktop publishing soft-
ware is WYSIWYG (What You See Is What You Get),
meaning that the appearance of the document on the
screen is exactly how it will appear when printed.

However, whereas word processing software is focused
more on the line-by-line creation of text documents, DTP
software is page oriented, allowing objects such as text
frames, images, and tables to be placed anywhere on the

page.

Features

Master pages are an important feature of DTP soft-
ware, which assist in creating a consistent layout and
appearance. Features added to a master page are auto-
matically added to every page in the document. This is
useful for quickly placing items such as page numbers

and titles in the same place on every page (e.g. in the ¢

header or footer).

Templates provide predefined layouts for creating a
variety of document types. Users can simply replace
the supplied dummy text and images with their own |
and quickly achieve an effective result. Many DTP
programs include templates for newsletters, brochures,
newspapers, and other common document types.

Grouping tools facilitate the management of multiple

objects at the same time, while alignment options al-
low objects to be positioned which much more preci-

Tips for successful DTP
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sion that could be achieved manually.

DTP software also offers more advanced text manage-
ment features than word processors, including shaped
text boxes, layers, advanced alignment controls, and the
ability to adjust typography features such as kerning and
tracking (adjusting the spaces between individual letters)
and ligatures (combining two characters, such as the ae in
encyclopaedia).

Since DTP users often require output which can be pro-
fessionally printed, most DTP software supports export-
ing in standard file formats such as PDF, and includes
colour management options (see page 137). Colour sepa-
ration, required by some commercial printers, splits doc-
uments into separate images or layers, each representing
one of the main colour components (typically CMYK—
Cyan, Magenta, Yellow, and Black).
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Figure 6-18 A popular DTP program with a pre-defined template
open

1. Use a consistent layout —similar styles, themes, and colours should apply to most or all pages in a publication.
2. Use only a few fonts—using a wide range of fonts makes a document look unprofessional. One font for the body
text and one for headings and subheadings (at different sizes) is often enough.

Some colours (usually darker ones) appear very ‘heavy’ on the page and should be used sparingly and in balance.

Bleed —making images run right to the very edge of the page —can be an effective tool, but make sure it is support-

3. Long lines of text are often difficult to read. Use page margins or columns to reduce line length.
4,
5. White space can be used effectively to guide the reader to items.
6. Use the software’s alignment tools rather than dragging objects into approximate alignment.
7
ed by your printer.
8.

Images intended for professional printing should be at least 300 dpi (see page 127).

9. Do not resize images using a DTP program. Instead, resize them using the high quality scaling options in graphics

software and then import them.

10. Use the master page feature to automatically place items like page numbers and titles in exactly the same place on

every page.
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Before exporting a document for printing, design-check
options scan documents for potential problems which the
designer might have missed, such as images with insuffi-
cient resolution for professional printing, objects which
are outside the page boundary, text frames which have
overflowing text, hidden objects, and a variety of other
problems.

Document File Formats

Adobe’s PDF (Portable Document Format) is often used
for distributing digital documents. PDF files can include
embedded fonts so documents appear exactly the same
on every computer, and PDF viewers are freely available,
meaning the recipient does not need the same desktop
publishing software as the document creator. This is a
major advantage as desktop publishing applications are
often expensive and not compatible with each other. PDF
documents can also include editable fields—useful for
online form filling. DRM (see page 276) is also an option.

Plain text files store only text (using ASCII or Unicode
encoding) with no formatting, images or other data. They
are commonly used for system log files and as a fall back
format when transferring data between incompatible
systems. Plain text files are also used for CSV data trans-
fers (see page 152). However, a better option when text
formatting is needed is Rich Text Format (RTF). RTF
supports text documents with embedded images and
some formatting data.

Formats like Microsoft’'s Word Document (.doc) are used
because the software which creates them has features not
supported by other file formats or standards. For example
Microsoft Word has features for tracked changes, docu-
ment protection, editor’s notes, and advanced layout fea-
tures—none of which are supported by RTF files. Howev-
er, because these formats are often proprietary, compati-
bility between systems can be a problem. The successor to
the .doc format, Office Open XML (not to be confused

Document File Formats
DOC

Multimedia

Colour Synchronisation

Obtaining accurate shades of colour is very important
in professional video, photography, and publishing, yet
different monitors, printers, scanners, and cameras all
represent colours with different levels of intensity and
brightness due to differences in their design. Even indi-
vidual application programs can process and represent
colours in different ways.

Colour synchronisation, also called colour manage-
ment, is the process of ensuring colours produced by
the output device (usually a printer) match the colours
chosen by the designer in the software.

ICC colour profiles help achieve consistent colours,
regardless of output medium, by describing how indi-
vidual devices process and represent colours. Part of the
colour profile includes the colour space, which de-
scribes how colours are defined. RGB (red, green, and
biue), Adobe RGB and sRGB are common colour spaces.

Both input and output devices, and images themselves
can have specific colour profiles, describing how they
represent colours. When an image is displayed, the in-
formation in the output device’s colour profile tells it
how to accurately represent the colours described by
the image’s colour profile.

with Open Office) uses the file extension .docx. Office
Open XML is a more open file format than previous
Word documents, with specifications defined by an inter-
national standard. This should improve compatibility
between various word processor programs.

A recent development is the OpenDocument (.odt) for-
mat, which is an open standard, allowing any developers
to use it. OpenDocument is the native file format of the
LibreOffice and OpenOffice suites and can be used with
several other popular office suites.

Microsoft Word Document. Standard for most versions of Microsoft Word, .doc files are widely used, though

many other word processors are not fully compatible with it.

DOCX Microsoft Word Document (Office Open XML). Standard for the most recent versions of Microsoft Word.

OoDT

OpenDocument Text. A new format which has the advantage of being an open standard.

PDF  Portable Document Format. A widely used standard for transferring documents, especially if maintaining
layout and preventing editing are important features.

TXT  Plain text. Contains no formatting information but is universally compatible

RTF  Rich Text Format. A format which allows for some text formatting and layout information to be saved.
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Chapter 6

Presentations

Many people, from business workers to teachers to scien-
tists, use presentation software to communicate ideas,
facts, and opinions. Presentation software, which displays
a series of slides on a screen or a projector, has become
the de facto standard tool for this job. Unfortunately, many
people have also sat through long, boring presentations
featuring dozens of slides, which communicate poorly
and leave the audience dozing. Despite this, poor quality
presentations are still very common.

If done well, presentations provide an excellent oppor-

tunity to support the speaker with images, videos, charts,
and live demonstrations —techniques would could not be

Creating Poor Presentations

otherwise achieved. Unfortunately many presenters use
presentations to contain all of their speaking notes, forc-
ing the audience to read each slide or, worse, reading
each slide to the audience themselves. Instead, tools such
as the speaker’s notes, an area of the slide shown to the
speaker but not the audience, should be used for this pur-
pose, listing short prompting points rather than full sen-
tences.

Most presentation software has options to print out slides
for the audience, often in a summary format, Some pre-
senters, especially teachers and lecturers, make presenta-
tions less passive by requiring the audience to add of key
information which is missing from these notes, based on
information in the presentation.

This slide illustrates many of the mistakes commonly made by presenters. The primary mistake is packing the slide
with far too much information. The large amount of text means the audience will be busy reading the slide rather than
listening to the presenter. This will be made even worse if the presenter starts to read the slide to the audience —a com-
mon, but inadvisable, technique. People read much more quickly than they speak, so the audience will be way ahead of

the presenter in these cases.

The layout of the slide is also poor. The slide’s background image is distracting and makes it hard to read the text. The
title’s colour exacerbates this problem. Ironically for a slide about photography, the inclusion of an image makes every-

thing less attractive.

Heading font gives
a childish impres-
sion

Geometric shape

nd lines can be used to frame a

subject, to divid he photo, or to lead the viewer's

eye to some pa
Frame the pho

Lots of text means
a small font size

Text is hard to read
against back-
ground
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Tips for effective presentations

1. Use a small number of key words rather than presenting large pages of text on the screen

2. Know your topic so you do not read your slides to the audience (reading is usually done in conjunction with mis-
take #1)

3. Face the audience (usually people turn their back to the audience when making mistake #2)

Use subtle, complimentary colours. Simplicity is key, and certain colours (red and blue) are hard to read together.

5. Use photographs to illustrate concepts rather than using standard clip art which most people have seen many
times.

6. Keep slide transitions simple and consistent (e.g. a sideways slide for continuing a point, and a upwards slide to
move onto a new point). Avoid lots of effects like spinning text, bouncing text, and zooming text unless your audi-
ence is very small children!

7. Keep the presentation short and focused. When a lot of images are used, move through slides quickly.

8. Be flexible—for example, be prepared to change the order of topics or skip some items if the audience’s level of
understanding differs from what you thought it would be.

L=

Creating Better Presentations

This slide demonstrates a better way to present the same information. The primary changes are splitting the points
made in the previous slide into separate slides. The description of each photography rule has also been removed, with
the only text now the name of the rule. This leaves the speaker the job of describing, as it should be. More importantly,
reducing the text and positioning it in an ‘empty’ part of the image allows more of the images to be shown —allowing
them to illustrate the rule being described and support the speaker’s description, rather than distracting from it. Now
the presentation is being used to show something the speaker could not otherwise show —images—rather than simply
repeating his words. Another advantage of this approach is that although more slides will be generated, each one will
be moved through more rapidly —offering a constantly changing image to keep the audience’s attention.




Chapter 6

Chapter Review

Key Language

AAC

alignment

AVI

bit depth

bit rate

bitmap graphics
blue screen

BMP

buffer

Cal

cloning

colour balance
colour depth

colour levels

colour management
colour profile
colour synchronisation
composite image
compression
Computer Aided Design
copyright

Creative Commons
cropping

Desktop Publishing
digital effects
Digital Rights Management
digitisation

DOC

Dots Per Inch

fair use

filters

FLAC

flipping

footer

GIF

green screen

header

image editor
intellectual property
JPG

layer

lossless compression

lossy compression
master page
megapixel

MIDI

motion capture
MOV

MP3

MP4

MPEG

object oriented graphics
ODT

PDF

pixel

Pixels Per Inch
plain text

PNG

raster graphics
resolution

Rich Text Format
rotating

sample rate

scaling
selection tools
streaming media
SVG

template

text file

TIF

true colour
TXT
typography
vector graphics
video CODECs
virtual actors
Vorbis
watermarking
WAV

WMA
WYSIWYG

Zip file

[Exercise 6-13

) Resolution

) DPI

) Lossy compression
5) WYSIWYG

)  Megapixel

)

8) Plain text
9) Bitdepth

1) Lossless compression

Colour synchronisation

Match the terms on the left with the definitions on the right.

A) Ensuring that on screen image colours match the final output

B) The number of pixels that appear per inch in the output of an image

C) Displaying documents exactly as they will appear in the final output

D) The number of pixels in an image

E) The number of colours stored in an image

F) When repeated patterns of data are stored in a shorter form to save space

G) A document which contains only characters, but no formatting data

H) Data from an image or video is discarded in order to save space

I) A common way of measuring the resolution of digital cameras

S
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Exercise 6-14

.

140

In September 2009 it was reported that the French government, in an attempt to reduce the incidence of eating disor-
ders and associated health problems among the young, wanted to put disclaimers on published images that were
computer edited. The warnings would be similar to the types of warnings found on packets of cigarettes, inform the
viewer that the subject of the image had been physically altered. The warnings would apply to all forms of published
images, including advertising, magazines, and political images.

Discuss whether this style of warning would be a good idea. Would it achieve its goal? Do you think magazines
would include the warnings, or decide not to edit images instead? [8 marks]
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(Exercise 6-15

Imagine that you are the editor of a major newspaper or magazine. You have been asked you to create an Ethical Edit-

ing Policy for the photographers that work for you. This policy should be a set of rules that tells workers what kind of

computer manipulations are acceptable and which are not acceptable. The policy should also explain the reason behind

\ each rule. Examples to illustrate both acceptable and unacceptable techniques would be a good idea. [10 marks] )
\

-

Exercise 6-16
Consider the different types of media covered in this chapter: word processing, DTP, audio, video, and presentations.
Explain why a business might decide to use some of these more traditional forms of media to advertise itself, instead of

the web 2.0 media on page 85. [4 marks]
N

/
(Exercise 6-17 i
Create a presentation to explain the key points of one of the topics covered so far in this textbook. Aim to follow the
good presentation guidelines on page 139. [10 marks]
\_

_/
~
Exercise 6-18 i
Virtual actors—characters created entirely using computer graphics techniques—are becoming
more common in films and television. Fantasy and science fiction films in particular make use of
virtual actors to create characters which would be very difficult to otherwise create.
(a) (i) Identify two file formats commonly used to store video. [2 marks]
(ii) Describe two factors that affect an image’s quality. [4 marks]
(b) Explain the process involved in lossy compression. [6 marks]
|
¢) Discuss the advantages and disadvantages of using virtual actors instead of human actors. [8 marks]
\ =
(ro A

Exercise 6-19
A small dry cleaning business wishes to enlarge its customer base by increasing its advertising

profile. It is considering creating promotional leaflets or a simple web site.

(a) (i) State two file formats commonly used for storing documents. [2 marks]
(i) Distinguish word processing software and desktop publishing software. [4 marks]
(b) Explain why documents are often saved as PDF files when they are distributed. [6 marks]

(c) Analyse the arguments for creating paper promotional leaflets rather than a web site for this business. [8 marks]
“ >

A
(‘Exercise 6-20
A news agency which publishes both printed newspapers and online news has decided to start
accepting photo contributions for publication from its readers.
(a) (i) Define the term DPL [2 marks]
(ii) Describe two ways a user might submit an image to the agency for publication. [4 marks]
(b) Explain why news agencies might accept user contributions for publication. [6 marks]
(c) Discuss the considerations the news agency must make when deciding to publish users’ contributions. [8 marks]
LS _ J
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Chapter 7

Databases

Objectives

Understanding of concepts

Distinguish flat file and relational databases

Describe the applications of databases

Explain the importance of data normalisation

Explain rules governing data use

Evaluate privacy and integrity concerns related to database use

S 12 ) =

Practical Skills

1. Create a relational database

2. Add, edit, and delete records

3. Create queries using Boolean operators

4. Use forms and reports effectively

5. Apply verification and validation techniques



Databases

Databases —organised collections of related data—are at the heart of many IT systems. Obvious examples include sys-
tems for storing employee records, students records, and medical records, but databases are at the core of many other
systems too. Search engines, social networks, online shops, and very many businesses employ databases to manage
their organisation’s information. The increased ability to gather data using IT, along with advancements in data mining
techniques to make decisions based on data, raises issues of privacy and emphasises the need for data integrity. Storing
large amounts of personal data in one place also makes such databases prime targets for hackers, and several compa-
nies have experienced significant data losses in this way. This chapter examines the construction and use of databases,

and their role in IT systems.

Databases

A database is a collection of related data, stored in an
organised manner so that it can be retrieved later, Data-
bases are used in many different areas, and many IT sys-
tems have databases ‘behind the scenes’, even if they are
not immediately obvious. Examples of databases include:

Business databases including customer information,
product data, and supplier details. Databases are used by
e-commerce businesses such as Amazon, maintaining not
just records of products but also the shopping behaviours
of their customers, allowing them to customise each us-
er’s shopping experience.

Transport databases for flight or train information,
providing up to the minute information to passengers,
and allowing customers to view and book journeys from
anywhere in the world, over the Internet.

Search engines such as Google, Yahoo, and Bing use da-
tabases to store both the contents of web pages (to enable
their searches to work), and details about user’s behav-
iour, including common searches and topics of interest.
These are used to customise search results and advertise
to individuals. Social networks such as Facebook,
MySpace, and LinkedIn use a similar approach.

Online databases, such as the free encyclopaedia Wikipe-
dia, hold huge volumes of articles, images, and video
accessible to anybody with an Internet connection.

Government databases including criminal records, tax
records, medical records, libraries’ databases of books,
and schools’ databases of students. Often these databases
are interlinked, raising questions about privacy and con-
trol of data.

Database Management Systems

The software used to create and maintain databases is
known as a Database Management System (DBMS) or
Relational Database Management System (RDBMS).
Examples of DBMS software with various capabilities
include Microsoft Access, MySQL, Microsoft SQL Server,
FileMaker Pro, and LibreOffice Base. Spreadsheet appli-
cations, such as Microsoft Excel, LibreOffice Calc, and
Apple’s Numbers, focus on numerical calculation and are
not considered database programs.
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Figure 7-1 Databases have applications in many areas



Database Structure

Databases organise information into fields, records, and
tables, determined by how the pieces of data relate to
each other. Fields are the smallest pieces of information
in a database. A field is a property of an item. For exam-
ple, the name of a student, the price of a product, and the
telephone number of an employee are all fields. A record
is a collection of fields that relate to the same item. For
example, together the name, class, grade, home address,
and email address for one student form a record for that
student, Tables are collections of records that are all of
the same type. For example, all records which represent
students would go in the Students table. All records
which represent teachers would go in the Teachers table,
and all records which represent books would go in a
Books table.

Each table in a database should have a primary key
(sometimes called a key field). A primary key is a field
which is different for every record in that table. This al-
lows each record to be uniquely identified. For example, a
student identification number would make an appropri-
ate primary key, assuming each student has a different
number. The student name or telephone would not make
good primary keys, because several students might have
the same name or the same telephone number.

In figure 7-2, there is no candidate for a primary key. The
‘car registration’ cannot be, because each car can be rent-
ed more than one time. Similarly, customers can rent cars
on many occasions, so their name may appear more than
once in the table. If the rental date were the primary key,
it would mean only one car could be rented each day—
clearly not desirable! One solution is to add a new field
called RentallD, which could uniquely identify each rent-
al. Another solution is to use two fields, car registration
and rental date, to form a composite key. A composite

-l

h S
1
i
Database and spreadsheet software are often con- E
fused. Spreadsheet software like Microsoft Excel, Ap- !
ple Numbers, and LibreOffice Calc are used primarily |
for the processing and calculation of numeric data. i
DBMS are used to organise, store, and retrieve large i
amounts of data. i

o o

key consists of two or more fields which, separately do
not uniquely identify records, but do when combined.

Using the ‘Car registration’ and ‘Rental date’ as a compo-
site would work, because each car can only be rented
once on a given day (assuming the minimal rental is 24
hours). ‘

Many database tables also have secondary keys, some-
times called alternative keys, or indexes. A secondary
key is a field which might frequently be used to search a
table. For example, in figure 7-2, the ‘Car registration’
field could be a secondary key because the table might
often be searched or sorted by that field. Unlike a primary
key, a secondary key does not have to be unique. A table
can have several secondary keys.

Each field in a database must also have a data type,
which determines what sort of data can be stored in it -
such as text, numbers, a date, or an image. Data types are
a good first step to helping ensure validation of data by
only allowing data of the desired type. Page 146 shows
examples of data types used in common database appli-
cations.

Fields

‘Car registration| Customer Name | Rental date [[Returndate |Rate
Reciord ___ﬁ’ R456JKR | Edwin Moss 1/12/2010 | 2/12/2010 | Standard
L A124 OEP Jack Frame 1/12/2010 8/12/2010 Standard
“ F672 TIR Rob Martin 2/12/2010 |9/12/2010 Premium |
} R456 JKR Matthew Plate 3/12/2010 5/12/2010 Standard
Table !&90 HAM Edwin Moss 3/12/2010 14/1/2011 Premium ZI

Figure 7-2 The components of a database
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Chapter 7

Data Types in Microsoft Access

Microsoft Access provides the following data types. Most DBMS software provides similar options, though sometimes

with slightly different names.

Number Allows only numeric data, the range of which can be specified.

AutoNumber A numeric field whose value is automatically increased by 1 for each new record. This makes it
useful for assigning numeric primary keys, like identification numbers.

Text Allows letters, numbers, and symbols, up to 255 characters long.

Memo A version of the Text data type, without any length restriction.

Yes / No Allows only two options - yes or no, true or false, on or off (i.e. a Boolean value)

Date / Time Stores dates and displays them in the computer’s default format.

Attachment Used for adding files in any format — for example, sound files, images, and videos. This might be

needed to attach a photograph of a student in a school database, for example.

Flat file databases

Figure 7-3 shows a sample of the bookshop database cre-
ated in exercise 7-2. This database would be quite useful
to help us locate books and find out more information
about them. However, after examining the sample data in
the table, a problem should be clear: the table contains
quite a large amount of redundant data — data that is
needlessly repeated (figure 7-3).

For example, there are several books published by Pica-
dor, and in each case the Publisher field and the Publisher
Country field contain the same information (‘Picador’ and
‘Australia’ respectively). Similarly, there are several books
authored by Primo Levi, and for each instance the Nation-
ality and the Date of Birth fields contain the same infor-
mation. This needlessly repeated data is known as redun-
dant data, and it would be much better to store it only
once. Redundant data causes several problems:

o Data integrity —the more often data is repeated, the
higher the chance that a mistake will be made. This
leads to a situation where the same field can have
different, inconsistent, values in different records.
For example, two different dates of birth might be
accidentally entered for the same author.

e Data integrity - related to the above problem, if a
field such as the author’s date of death needs to
change, the entire database must be searched for all
occurrences of that data. This causes problems be-
cause some copies of the field might be updated
while others are missed, creating inconsistent data.

¢  Wasted storage space — multiplied by thousands or
even hundreds of thousands of records, redundant
data can consume a lot of disk and memory space.

The problem of redundant data occurs because the cur-
rent bookshop database is a flat file database — a database
which contains just one table, Flat file databases are ade-

(Exercise 7-1
Identify fields which would make appropriate primary keys and secondary keys in the following database tables:
a) A table of student details in a school ¢) A table of employees in a factory
q b) A table of products in a supermarket d) A table of bank accounts in a bank B
(Exercise 7-2 )

Use DBMS software to create a simple database for a bookshop, with one table. Include at least the following fields:
Book title, Author first name, Author second name, Publisher, Publisher country, Pages, Date of birth, Date of death,
Nationality, Book language, Original language, Year, Genre, Paperback, Topic. Choose appropriate data types for each
\ field and add 10 sample records. )

<

P
Exercise 7-3
Before the widespread use of computers, large volumes of data, such as students records in a school, were stored in
paper files and filing cabinets. Explain some advantages of using a computerised database to store information. Are

\there any disadvantages or potential problems with computer databases? [8 marks]
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Title Author First Name Author Second Name
The Climb Anatoli BouKreev
In Patagonia Bruce Chatwin
If This is a Man Primo Levi
If Not Now, When?  Primo Levi
The Collected Poems William Butler Yeats
of W.B. Yeats
Into Thin Air Jon Krakauer
Ghosts of Everest Larry lohnson
Into the Wild Jon Krakauer
Bodies from the Ice  James Deem

Figure 7-3 Sample flat file database containing book data

quate for storing small amounts of simple data, but for
even relatively complicated data the above problems
quickly occur.

However, note that not all repeated data is redundant
data. Sometimes it is necessary to repeat data in a data-
base. For example, in figure 7-3, by coincidence both Into
Patagonia and Into the Wild have 224 pages, so the number
224 is repeated. However, this is not redundant infor-
mation because the number of pages varies (generally)
for each book —there is no way of determining the num-
ber of pages from some other property of the book. In
contrast, the Publisher Country is redundant because
once we know the Publisher for a book, we know the
Publisher Country.

Normalisation and Relational Databases
A better way to represent most data is using a relational
database. Relational databases split data into multiple
tables, each containing records related to one type of item
or entity. These tables are then related to each other. The
process of creating a relational database which has no
redundant data is known as normalisation.

In the bookshop database in figure 7-3, three clear entities
are represented: books, authors, and publishers. Current-
ly these are all stored in the same table, which goes
against the principle that a table should represent a single
type of item or entity. Books, authors, and publishers
each belong in their own separate table, with only the
fields that relate to them. Each table must also have a
primary key. Figure 7-4 demonstrates how the bookshop
database could be broken into three separate tables. This
solves the problem whereby redundant data existed, be-
cause in a relational database only one copy of each pub-

Databases

Publisher Publisher  Pages Nationality Date of birth
Country

St Martin’s us 297 Russian 16/1/1958
Penguin UK 224 English 13/5/1940
Penguin UK 290 Italian 31/7/1919
Picador Australia 305  lItalian 31/7/1919
Penguin UK 101 English 13/6/1865
Picador Australia 260  American  12/4/1954
Random House  US 600  American

Anchor us 224  American  12/4/1954
Picador Australia 299 American

lisher’s data is stored—in the Publishers table. If a pub-
lisher’s details are changed, a single record can be
changed. This avoids the potential problem of incon-
sistent data.

Note that the Publishers table may still contain some re-
peated data (for example, several publishers might have
the same country), but this is not redundant data. This par-
ticular data needs to be repeated because it depends on
the Publisher.

AUTHORS BOOKS PUBLISHER
*Author ID *BookID *Publisher
First Name Title Publisher Country
Second Name Pages

Date of Birth Book language
Date of Death Original language
Nationality Year

Genre

Paperback

Figure 7-4 The book shop database split into three tables—
the first stage of normalisation

Common Mistake |
Storing a person’s age in a field is a bad idea. Every |
year the age field will need to be changed and worse, E
there would be no indication of when it needs to be f
updated. It is much better to store a person’s date of E
birth instead. E

4
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__________________________________________________




Once the data has been normalised into separate tables, those tables must be linked, G(
or related, to other tables. This needs to happen so that details can be referenced
from one table to another. For example, when looking at a book, we need a way to
find out the information about its author. When looking at a publisher, we need a
way to find out which books that publisher has published.

ey Point

A relational database is a
database in which multiple
tables are linked together by
relationships. Each table

holds the data about one
The first relationship to consider is that between Authors and Books. There is a one type of item or entity.

-to-many relationship here: one author has many books (potentially), but one book 1\ - J
only has one author (we are assuming this is the case in this example).

AUTHORS BOOKS To create this relationship, an AuthorID
* field needs to be added to the Books
r'\uthorlD \ "Eoakl table. This field can then be related to
BiChe e Aol the AuthorID field in the Authors table
Second Name Title (figure 7-5).
Date of Birth Pages 7 N
Date of Death Book language This illustrates one of the fundamental Key Points .
Nationality Original language rules of relationships: they must exist Thete are ‘wwo key point
between two fields which represent the about relationships:
Yiar same item of data. It would make no
Genre sense to have a relationship between 1. They occur between two
Paperback the AuthorID field and the book title, fields with the same
Figure 7-5 A foreign key has been added to  Snce they represent totally different .
the Books table (AuthorID) and related to the ~ items (not to mention that one is a nu- bype
field of the same name in the Authors table. meric field and the other is a text field). 2. They occur between a
The AuthorID field in the Books table is primary key and a non-
known as a foreign key, because it only exists to be part of a relationship with an- \ primary key. I

other table.

Now the problem of redundant data is solved. In order to find out the author de-
tails of a specific book, we simply look at the book record, find the AuthorlD field,
and then look up the corresponding AuthorID in the Authors table (figure 7-6).
Only one copy of the author’s information is stored, so if it changes, those changes
will automatically be reflected in all books with that author.

*BookID AuthoriD Title Pages Book Language Original Language Year Genre Paperback
3643 11 The Climb 297  English 1998 non-fiction No
3644 2 inPatagonia 240  English 1977 Non-fiction  Yes
3645 5 If Thisisa Man 290 English Italian 1958 Non-fiction Yes

*AuthorlD First Name Second Name Date of Birth Date of Death Nationality

5 Primo Levi 31/7/1919 11/4/1987 Italian
6 Robert Harrison 4/12/1940
7 James Heil 1/4/1981

Figure 7-6 Relationships allow data to be looked up from other tables




Databases

Finally, to complete the normalisation process, a second relationship needs to exist be-
tween the Publisher table and the Books table. Again, the relationship is one-to-many:
one Book has exactly one Publisher, but one Publisher has many books (potentially). As
with the first relationship, a foreign key (Publisher) needs adding to the Books table.

AUTHORS BOOKS PUBLISHER
*Author ID *BookID *Publisher
First Name \ AuthorlD / Publisher Country
Second Name Publisher
Date of Birth Title
Date of Death Pages
Nationality Book language

Original language
Year

Genre

Paperback

Figure 7-7 The final, fully normalised version of the book database

(Exercise 7-4 )
Rework the Bookshop database from exercise 7-2 into a relational database. Remember that a relational database
contains no redundant data.

o /

—
Exercise 7-5
Look at the table below and identify the data which is repeated. Then:
a) Try to work out which data is redundant (unnecessarily repeated), and data which is repeated, but neces-
sarily so.
b) Identify the groups of fields which belong together, and normalise this data into a relational database.
Remember to select appropriate primary keys, foreign keys, and relationships.

StudentID First Name Second Name Grade Head of Year Registration Tutor Prefect Registration Room

1234 Andrew Smiles 11A Mr Quijada Mr Frost No 59
3456 Harris Brown 118 Mr Quijada Mr Andrews No 42
6899 Sam Smith 12A Mr Sun Ms Shaw No 61
3455 Bob Field 11A Mr Quijada Mr Frost No 59
3597 Harry Pipe 12A Mr Sun Ms Shaw Yes 61
1233 Tom Keslake 128 Mr Sun Ms Toper Yes 62
2135 John Janis 11A Mr Quijada Mr Frost No 59
4321 Rose Brians 11B Mr Quijada Mr Andrews No 42

.

J
(Exercise 7-6 i
Expand the database from exercise 7-4 to function as a bookshop’s database. This means you will need to add infor-

kmation about customers and the orders they make. Ensure you create a fully normalised relational database. )




= When using a graphical database program such as Mi-
Queries ; ‘
crosoft Access, queries are normally created by selecting
the fields to be displayed and typing criteria for fields in
the appropriate space (see figure 7-8). ‘AND’ queries are
created automatically by entering criteria for more than
one field, while ‘OR’ queries are created by listing several
criteria for one field. Queries can also be created using a

query language such as SQL (Structured Query Lan-
e All customers whose last purchase was over 6 guage), explained on page 153.

months ago

e  All appointments today between 9:00 and 12:00

e  All books which are paperback and which are longer
than 400 pages

e  All books by American or English authors

A query is a way of selecting only the records in a data-
base that match certain criteria. For example:

e  All students who achieved over 90% in the test
e All results from Student A which were less than 40%
e  All products that have less than 10 items in stock

Parameter queries

In some situations, the criteria for a field might not be
known at the time a query is designed. For example, we
might need a query to find all the books written by a cer-
tain author, but we don’t know which author until a cus-

Queries are essential for accessing only the required in- tomer in the bookshop decides.

formation from a database. This is especially important
when a database contains tens of thousands of records—
manually searching through would be slow and error
prone. Queries can have simple criteria such as ‘Book lan-
guage is English’, or they can use mathematical operators
such as greater than or less than to compare values. These
are useful when specifying a range of criteria, such as
books published only in the last month. Boolean opera-
tors such as AND, OR, and NOT are used to combine
criteria. For example:

One very inefficient method would be to create separate
queries for each author—All books by Levi, All books by
Jones, All books by Campbell, and so on—but this is clearly
time consuming and error prone. It would require a huge
number of queries, plus a new query every time a book
by a new author was introduced. A much better approach
would be to use a parameter query. A parameter query
prompts the user for a value when the query is run. The
data entered by the user is used as the criteria for that

¢ Language is English OR Spanish

e Language is NOT English 2 Books over 300 pages o @ =
® Language is Italian AND author is : : he =| Fublisher - | Pages - |Booklangu - ‘
5 | Bidn't Bo It forYou Fourth Estate 451 gnglish
Levi Rough Guide to Kenya Penguin 601 Engiish ‘
Rough Guide to Tanzania Picador 651, English
. - The Edge of Never Mandarin 294 English
31 Books over 300 pages K2: Life and Death on the World's Most Dangerou Random Housé 370: English
T S —) B No Shortcuts to the Top Hodder 409 English
@00!:5 R r The Bone Peopie Picador 405: English
@ BoouD : ‘ | Shadow Divers Hodder 350 English
Title | The Fall of Berlin pimlice 670; English
AuthorlD s The South Picador 396 English
:::::ssh” ' Miss Smilla's Feeling for Snow Flamingo 401 English
Book_language | High Adventure Bloomsbury 350 English
Qriglnal_language | The Dark Room Random House¢ 404 English
year v Shackleton Noarton 651 English
14 - Lost on Everest: The Search for Mallory and Irvine Mandarin 400; English
[— S —O Ghosts of Everest Random Hous¢ 600 English
Field: | Title [ Publisher Pages } Dark Summits Penguin 231:English
T“s‘;":_‘ BOOKS BOO0kS BOOKS Its Our Turn o Eat: The Story of a Kenyan Whistle Mandarin 401 English
Shove 7] i |4 i j u
Criterla: »300
| on |
| Record: W 10018 » M : 4o Mo Fiiter IiSearch = =
i Figure 7-8 A simple query with the criteria *>300' for
e = the pages field (left), and the results of running the
e Il query (above).
e e o e =T




Figure 7-9 A parameter query in | 3 Paperbacks by English or American authors o B =R
Microsoft Access. The criteria are e —= —— e —— 7‘:‘1
specified using square brackets, _BOOKS ) AUTHORS | Enter Parameter Value
and the user inputs the precise N [ ST
criteria into a dialog box when the X ;3 :'°le ’ / ¥ authorp | | e kil
" itle Authorfird |
u ’ 1| Viestrs
quisEy 1SN | AuthorlD | AuthotSed
| Publisher ’ Date of bil l
| Pages Date of dJ § |
‘ Book_language | nationality |
Original_language |
year
genre T
paperback ‘
- v
1 »
o =
Field: | Title Pages |year genre | paperback | AuthorSecondName o
Table: |BOOKS BOOKS 1300;5 BOOKS |BOOKS | 8UTHORS .
Sort: | ; 1
Show: & ] : il @ 1 7] ‘ v ‘
Criteria: [Pizaze<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>